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Abstract. In many of the sensor network applications like natural habitat
monitoring and international border monitoring, sensor networks are deployed
in areas, where there is a high possibility of node capture and network level
attacks. Specifically in such applications, the sensor nodes are severely limited
in resources. We propose MUQAMI, a locally distributed key management
scheme for resilience against the node capture in wireless sensor networks. Our
scheme is efficient both in case of keying, re-keying and node compromise.
Beauty of our scheme is that it requires minimal message transmission outside
the cluster. We base our Scheme on Exclusion Basis System (EBS).

1 Introduction

Wireless Sensor Networks (WSN) differs from other distributed systems in a way that
they have to work in real-time with an added constraint of energy. They are mostly
data centric and are used to monitors their surroundings, gather information and filter
it [1]. A sensor network will typically consist of a large number of sensor nodes
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