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Abstract

As the cornerstone of effective patient-physician
relationships  in  the  traditional  healthcare
infrastructures, trust faces new opportunities and
challenges in the ubiquitous healthcare. Ubiquitous
healthcare enables the agents acquire more
information on trust evaluation through effectively
resource sharing. Yet ubiquitous healthcare also lays
the agents in a more dynamic and uncertainty
environment for the trust evaluations. This paper
contributes to develop a distributed trust management
for the ubiquitous healthcare. Our trust management
infrastructure is responsible for evaluating the trust
value and assigning access rights based on the trust
value. Based on each agent’s confidence of its personal
experience on other agents, three naive Bayes classifier
based algorithms are introduced for the trust
evaluation: the robust experience algorithm, the weak
experience algorithm and the no experience algorithm.
The simulation results show the feasibility and
effectiveness of our trust management in the ubiquitous
healthcare.

1. Introduction

Trust has long been considered as the cornerstone of
effective patient-physician relationships in traditional
healthcare infrastructure. The need of trust relates to
the information asymmetries arising from the specialist
nature of medical knowledge as well as the uncertainty
and risk regarding the competence and intentions of the
medical service providers on whom the patient is
dependent [3]. Trust encourages the usage of services
and facilitates. It also inspires the reveal of important
medical information and has an indirect influence on
health outcomes [4].

Ubiquitous healthcare brings trust new opportunities
and challenges. On one hand, the agent is able to
acquire more information on the trust evaluation in the
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ubiquitous healthcare. In traditional healthcare
collaborations, an agent’s trust is based on its own
experience and the word-of-mouth experience provided
by limited number of acquaintances. The information
may be far from enough to reveal the real quality of the
target agent, let alone the situations under which no
information is available. By connecting computing
devices held by all those who had interactions with the
healthcare service providers, the ubiquitous healthcare
enables more efficient collections and exchanges of the
information required by the agent’s trust evaluation. On
the other hand, the ubiquitous healthcare lays the
agent’s trust evaluation in a more dynamic and
uncertainty environment. Ubiquitous technologies
enable large number of agents dynamically be involved
in the healthcare system, such as hospitals, GPs,
dentists, pharmacies [5]. Compared with the traditional
healthcare, an agent has more chances to collaborate
with unknown agents. This makes the trust evaluation
more difficult.

Up to now, the research on trust is very rare in the
ubiquitous healthcare since to involve ubiquitous
technologies in the healthcare infrastructure is still in
the beginning stage. And to the best of our knowledge,
no literature has systemically focused on the trust
management in the ubiquitous healthcare.

Our paper contributes to develop a distributed trust
management for the ubiquitous healthcare. Our trust
management infrastructure is not only capable of
evaluating and updating the trust, but also capable of
determining the agent’s access rights based on the trust.
To evaluate the trust in the ubiquitous healthcare, we
introduce three naive Bayes classifier based trust
evaluation algorithms according to the agent’s
experience on the target agent: the robust experience
algorithm, the weak experience algorithm and the no
experience algorithm.

The rest of the paper is organized as follows. We
introduce the trust used in the ubiquitous healthcare in
section 2. Our proposed trust management
infrastructure is presented in section 3. Simulation
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results on our distributed trust management are given in
section 4. Section 5 introduces the related work on the
trust management. Section 6 concludes the paper.

2. Understanding Trust

Trust is the measure of willingness to believe in an
entity based on its competence (e.g. goodness, strength,
ability) and behavior within a specific context at a
given time. Trust has various properties [9, 10, 17].
Firstly, trust is subjective. It reflects one agent’s
personal opinion on another. Secondly, trust is
asymmetric. Two agents don’t need to have same trust
in each other. Thirdly, trust is context specific. E.g. a
person trusts the ambulance paramedics to access his
electronic patient records (EPR) in emergency, but he

may not allow them to access his EPR in ordinary cases.

Fourthly, trust is dynamic. Trust varies over time due
to different reasons, such as the updated experience on
the trusted agent, other agents’ recommendations and
o on.

In this section, we present various aspects of trust:
the trust relationship between different agents, the
attributes used in the trust evaluation, and how to use
trust in the ubiquitous healthcare.

2.1. Using Trust in Ubiquitous Healthcare

We use an emergency response scenario to
demonstrate the importance of trust over traditional
security mechanisms in ubiquitous healthcare. Trust
mechanism ensures more flexible and reliable service

usage for different agents, especially the foreign agents.

Alice suffers from a sudden heart attack. She uses
her cell phone to call for help. The ubiquitous
healthcare system dispatches appropriate ambulance
vehicle based on the locale information. When the
ambulance is on its way, the ubiquitous healthcare
system searches possible first aid providers around
Alice based on the registered mobile devices. It is
reported that three people are able to give first aid
nearby: a lifesaver, an intern and an internist. The
lifesaver is able to give Artificial Respiration (AR) and
External Chest Compression (ECC). His reputation
ist, . The intern and internist are able to give basic

medical treatments as well as AR and ECC. Their
reputation is », and r, respectively. The information is

sent to Alice’s cell phone. Alice’s cell phone evaluates
the trusts on them based on the preset parameters. The
trust decision is sent back to the healthcare system and
the system contacts with the selected first aid provider
and requested him to give a hand. By using trust, Alice
is able to flexibly get reliable first aid though short of
personal experience on the first aid provider. When
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heading to Alice, the ambulance paramedic, Bob, is
ready to give the emergency treatment. For better
treatment, Bob needs to access Alice’s electronic
patient record (EPR) to make sure if Alice has any
contraindication. Bob uses his PDA to send a request to
Alice’s cell phone along with the credentials including
his reputation and the recommendations on him given
by other agents. Alice’s cell phone evaluates the trust
on Bob and assigns appropriate rights to Bob on
accessing her EPR. In this case, trust enables Bob
flexibly access Alice’s EPR though he has never
registered to use this data.

2.2. Trust Relationship

Trust is a directional relationship between a trustor —
the agent that evaluates its trust on the target agent —
and a frustee — the agent that is the target of the trust
evaluation. Trust is often based on the trustor’s
personal experiences with the trustee. Yet in absence of
the personal experiences, the trustor’s trust on the
trustee always need to base on the recommendations
given by different recommenders — agents that give
recommendations on the trustee based on their
interactions with the trustee. For the reliability of the
system, in this paper, the trustor only uses the
recommendations given by direct recommenders—
recommenders that had interactions with the trustor. In
this paper, we use recommenders to represent direct
recommenders for the simplicity. The trustor and the
recommender are a kind of “thinking agent [11]”,
which means that they have the mechanism to evaluate
the trusts or give proper recommendations. The trustee
can be anything from a person, organization or physical
entity, to abstract notions such as information or a
cryptographic key [11]. Mutual trust exists when the
trustor and the trustee are both “thinking agents”.

2.3. Trust Related Attributes

Different attributes influence the trustor’s trust
evaluation on the trustee. First of all, a trustor is more
likely to trust a trustee which had good interactions
with it, which introduces the attributes personal
experience into the trust evaluation. Moreover, if an
agent always has good interactions with other agents, it
is indicated that this agent is more trustworthiness. A
trustor is more likely to trust this agent even lack of
personal experience. This introduces the attribute
reputation into our trust evaluation. In addition, when a
trustor evaluates its trust on unfamiliar trustees, it
refers to the recommendations given by different raters.
These attributes are introduced in more details as
follows:

1. Personal experience

Authorized licensed use limited to: KYUNGHEE UNIVERSITY. Downloaded on April 13, 2009 at 01:13 from |IEEE Xplore. Restrictions apply.



The personal experience reflects the trustor’s prior
knowledge on the trustee. It is essential for the trust
evaluation. The trustor’s personal experiences on other
agents are gained by recording the outcomes of
pervious interactions between them. The experiences
are evaluated by comparing the expected behaviors
with the trustees’ actual behaviors. The higher personal
experience a trustor has on a trustee, the more likely
this trustor is willing to trust the trustee.

2. Reputation

Reputation is what is generally said or believed
about a person’s or thing’s character or standing [11].
An agent’s reputation reflects a global degree of
trustworthiness in an environment. It is a collective
measure  of  trustworthiness based on the
recommendations from other agents. The higher
reputation an agent has, the more reliable it is. The
concept of reputation is closely related to trust, but
there are also distinct differences [11]. Trust reflects
the trustor’s subjective view on the trustee's
trustworthiness, whereas reputation is a global score of
the trustee's trustworthiness which can be seen by all
agents.

A successful reputation mechanism shall meet three
requirements: 1) the agents shall be long-lived [12]; 2)
reputations shall be updated according to the agents’
new trend of trustworthiness; 3) the wupdated
reputations shall affect the trust decision.

3. Aggregated recommendation

In this paper, we use the aggregated recommendation
and the reputation as two distinct attributes for the trust
evaluations. Though the reputation is also a collective
measure  of  trustworthiness based on the
recommendations, it is a global score for all agents. It
reflects the community’s general opinion on an agent’s
trustworthiness. The reputation is evaluated and
maintained by some service management agent in
ubiquitous healthcare. However, each agent has its
personal opinions on recommendations, which means
that it weights the recommendations different from the
service management agent. This introduces the
attribute aggregated recommendation into our trust
evaluation. The trustee’s aggregated recommendation
reflects the trustor’s personal opinion on trustee’s
trustworthiness degree. The higher aggregated
recommendation the trustee has, the more reliable it is
regarded by the trustor.

3. Trust Management

In this section, we propose a trust management
infrastructure for the ubiquitous healthcare. The trust
management is responsible for: 1) evaluating and
updating each agent’s trust on other agents, 2)
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determining the requesting agent’s access rights on the
basis of trust according to each agent’s security policy.

3.1. Trust Evaluation

Trust evaluation can be viewed as the task to predict
the value that a target function f(x) takes in a finite set

V, where x is an instance with observed attribute value
for attribute X . Here X =[X,..., X, ] is the attribute

used in the trust evaluation, V is trust value set,
and f is the algorithm used to evaluate the trust value.

Given an instance with observed attribute value x,
through x, for X, we use v to represent the value that
V  takes. To evaluating

getv=f(x)= f(x,...x,) .

In this paper, we use the naive Bayes classifier as
the mapping function from the instance of trust related
attributes to the trust value.

1. Brief introduction of the naive Bayes classifier

Naive Bayes is one of the most effective and
efficient classification algorithms. It builds on the
assumption of conditional independence of input.

The Bayesian approach classifies the instance by
assigning the most probable target value, v,,,,, given

trust is to

P>

the attribute values <ux, ,... , x, > that describe the

instance:
Vipr = argmax(P(v|xl,...,xn )
velV
The naive Bayes classifier makes the further
assumption that the attribute values are conditionally
independent. Therefore,

Vyp = arg max(P(v)H P(x, |v))

where v,, denotes the target value output by the naive
Bayes classifier; the prior probabilities P(v) and can to
be estimated from the training set; the conditional
probabilities P(x, |v) are computed from the training set

differently for discrete attribute values and continuous
attribute values.

2. The naive Bayes classifier based trust evaluation

Based on the trustor’s confidence of its personal
experiences with the trustee, three naive Bayes
classifier based algorithms are used to evaluate the
trustor’s trust: the robust experience algorithm, the
weak experience algorithm and the no experience
algorithm. Different attributes are used in these
algorithms as shown in Fig. 1. We explain the
implementation of each algorithm as fellows.
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Figure 1: Trust evaluation algorithms.

1) No experience algorithm: the algorithm used for the
trust evaluation when the trustor does not have any
personal experience on the trustee.

If the trustor is short of personal experience on the
trustee, the trust evaluation is based the trustee’s
reputation and the aggregated recommendation. A
trustor #7’s trust evaluation algorithm on a trustee ze in
this case is given in the no experience algorithm as
follows.

No Experience Algorithm:

Input: rep(te)>te’s reputation; rec(te)—>the aggregated
recommendation on ze

Output: trust(tr, te)=> tr’s trust on te;

Variable: ComNum(tr, te)>number of communications
between # and te; Nb->naive Bayes classifier; v Dtrust

value; P(v) —>prior probability of v ; P(.|v) ->

conditional probability of . givenv .
if ComNum(tr, te) = 0
if there exists recommendations
trust (tr, te) = Nb(rep(te),rec(te))
=arg max(P(v)P(rep(te)|v)P(rec(te)|v)) ;
velV

end if
end if
2) Robust experience algorithm: the algorithm used
for the trust evaluation when the trustor has sufficient
personal experience on the trustee.

If the trustor has sufficient personal experience on
the trustee, the trust evaluation is mainly based on the
trustor’s personal experience. A trustor #’s trust
evaluation algorithm on a trustee e in this case is given
in the robust experience algorithm as follows.

Robust Experience Algorithm:
Input: rep(te)>te’s reputation;
personal experience on fe;

Output: trust(tr, te)=> tr’s trust on te;
Variable:

ComNum(tr, te): number of communications between
tr and te; Thres(tr)> tr’s threshold value on the
number of the communications times; Nb—>naive
Bayes classifier; v —>trust value; P(v) - prior

exp(tr, te)Dtr’s
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probability of v ; P(.|v) —>conditional probability of .

givenv.
if ComNum(tr, te) > 0
if ComNum(tr, te)>=Thres(tr)
trust (tr, te) = Nb(exp(tr, te), rep(te))
=arg max(P(v)P(exp(tr,te) |v)P(rep(te) |v)) ;
velV
end if
end if

3) Weak experience algorithm: the algorithm used for
the trust evaluation when the trustor has limited
personal experience on the trustee.

If the trustor has limited personal experience on the
trustee, in addition to the trustor’s personal experience
on the trustee, the trustor refers to the recommenders’
recommendations on the trustee. A trustor #r’s trust
evaluation algorithm on a trustee fe in this case is given
in the weak experience algorithm as follows.

Weak Experience Algorithm:

Input: rep(te)> te’s reputation; exp(tr, te)> tr’s
personal experience on fe; rec(te)> the aggregated
recommendation on ze

Output: trust(tr, te)=> tr’s trust on te;

Variable: ComNum(tr, te)=>communication times
between ¢ and te; Thres(tr)—> tr’s threshold value on
the number of the communication times; Nb—> naive
Bayes classifier; v ->trust value; P(v) ->prior

probability of v ; P(.|v) —>conditional probability of .
givenv.
if ComNum(tr, te) > 0
if ComNum(tr, te) <=Thres(tr)
if there exists recommendations
trust (tr, te) = Nb(exp(tr, te), rep(te),rec(te))
=arg r?ax(P(v)P(exp(tr, te)|v)P(rep(te)|v)P(rec(te)|v)) ;

end if
end if
end if

3.2. Trust Exploitation

Based on the trust value, the trust exploitation is
used to determine the requesting agent’s access rights
according to the trust management policy. A policy is
an explicit representation of constraints and rules that
govern an agent or system’s behavior [15]. The trust
management policy used in our paper is shown as
follows:

Trust Management Policy:
1 verify the trustee’s credential;
2 if the credential is valid
3 Acess Right = g(rep(te));
4 if Acess Right >= Request Right
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5 permit;

6 else

7 if ComNum(tr, te) =0

8 if there is no recommendation

9 deny;

10 else

11 call No Experience Algorithm;

12 end

13 else

14 if ComNum(tr, te)>= Thres(tr)

15 call Robust Experience Algorithm;
16 else

17 if there is no recommendation

18 deny;

19 else

20 call Weak Experience Algorithm;
21 end

22 end

23 end

24 end

25  else

26 deny;

27  end

28  Acess Right = g(rep(te)) + h(trust(tr, te),rep(te));
29 if Acess Right >= Request Right

30 permit;

31 else

32 deny;

33 end

In our trust management policy, access rights are
initially related to the reputation of the trustee fe, i.e.,
Acess Right = g(rep(te)), where g(.) is used to
represent the mapping from te’s reputation to the
access rights. If the trustee fe is trustworthy, additional
access rights will be permitted according to its
reputation, i.e., Acess Right = g(rep(te)) + h(trust(tr,
te),rep(te)), where h(.) is used to represent the mapping
from fe’s reputation and trustworthiness to the
additional access rights.

Trust

Recommendation

Reputation

(a)

4. Simulations

We use the following simulations to show the
feasibility and effectiveness of our trust management in
the ubiquitous healthcare.

Our simulations are implemented in Matlab. For the
no experience algorithm, we randomly generated 1000
instances with the attribute reputation and the attribute
aggregated recommendation. For the robust experience
algorithm, we randomly generated 1000 instances with
the attribute reputation and the attribute personal
experience. For the weak experience algorithm, we
randomly generated 10000 instances with the attribute
reputation, the attribute reputation and the attribute
personal experience. In these dataset, the range of the
three attributes’ value is expressed as integers between
0 and 9. The higher the value is, the higher reputation
or aggregated recommendation the trustee has, or the
higher personal experience the trustor has on the trustee.
We then label these dataset for each algorithm, in
which the trust values for labeling are 1 representing
trustworthy and O representing untrustworthy. The
labeled datasets act as the training sets for each naive
Bayes classifier based algorithm.

We further define the access rights mapping function
g(.) and the additional access rights mapping function
h(.) for trust exploitation module. We use g(x) = x and

h(x,y)=0.05x"y . The simulation results of the trust

evaluation and the trust exploitation using each
algorithm are presented in Fig. 2, Fig.3 and Fig.4.
Since the naive Bayes classifiers used by the no
experience algorithm and the robust experience
algorithm both use two attributes, we only give the
simulation results of the no experience algorithm for
the simplicity of the paper.

Access Right

Recommendation

Reputation

(b)

Figure 2: Trust evaluation and trust exploitation using the no experience algorithm.
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Recommendation

Reputation

Trust given experience=4
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Recommendation

Reputation

Figure 3: Trust evaluation using the weak experience algorithm.

Fig. 2a and Fig. 2b show the simulation results of
the trust evaluation and the trust exploitation using the
no experience algorithm. As shown in Fig. 2a, the
trustor’s trust on the trustees with the same reputation
varies according to the aggregated recommendations
on the trustee. And it can be found in Fig. 2b that for
the trustees with the same reputation, the trustor may
assign different access rights to them. Therefore,
compared with assigning access rights merely based on
the certificate given by some central authority, as did
by the traditional security mechanisms, by using trust
management in ubiquitous healthcare, each agent can
more flexibly assign access rights to the requesting
agent even short of personal experience on the
requesting agent. Also, for the agents with the same
reputation, since higher aggregated recommendations
may contribute to higher access rights, using trust
management in ubiquitous healthcare encourages the
agents to always behave well when communicating
with other agents.

Fig. 3 shows the simulation results of the trust
evaluation using the weak experience algorithm. By
comparing the sub-figures in Fig. 3, it is clear that the
higher personal experience the trustor has on the trusee,
the more likely that the trusor trusts the trustee. If the

Access right given experience =2

Access Right
Access Right

Recommendation

Reputation

Access right given experience =4

()

trustor’s personal experience on the trustee is very low,
even the trustee has good interactions with other agents
in the ubiquitous healthcare, e.g. the reputation and the
aggregated recommendation equal to 7 in Fig. 3a, the
trustor assigns negative trust on the trustee. By contrast,
if the trustor’s personal experience on the trustee is
very high, even the trustee has bad interactions with
the other agents, e.g. the reputation and the aggregated
recommendation equal to 3 in Fig. 3c, the trustor
assigns positive trust on the trustee. This proves that
trust is subjective and the personal experience is
essential in the trust evaluation.

Fig. 4 shows the simulation results of trust
exploitation using the weak experience algorithm, in
which each sub-figure is sequentially corresponding to
the sub-figures on trust evaluation shown in Fig. 3. It is
shown that the higher personal experience the trustor
has on the trusee, the more access rights the trustee has
compared with the agents with the same reputation and
aggregated recommendation. This is because,
compared with the agents with the same reputation and
aggregated recommendation, the trustee is always
regarded as more trustworthy by the trustor if the
trustor has higher personal experience on it. Hence in

Access right given experience = 8

Access Right

Reputation

Figure 4: Trust exploitation using the weak experience algorithm.
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the ubiquitous healthcare, it would lie in the agent’s
great interests to build up good communications with
its frequently requested service providers.

5. Related Work

Though wusing the trust management in the
ubiquitous healthcare is still rare, trust management
has been a hot topic in different areas. We give three
most widely used trust management applications as
follows.

1. Trust in e-business

Trust contributes to the success of e-business [16, 2].
One of the earliest and best known trust systems in e-
business is run by eBay, which gathers comments from
buyers and sellers about each other after each
transaction [1].

The so-called Feedback Forum on eBay is used for
domain level trust management. It is a centralized
reputation system which evaluates the participant’s
reputation by collecting all the ratings on the
participant and computing the scores. Before
participating in the auctions, the new users need to
register on the Feedback Forum. User can leave
comments about each other after transactions, but are
not required to do so. Each comment consists of one
line of text, plus a numeric rating of +1 (positive), 0
(neutral), or -1 (negative). The reputation score of each
user is the sum of positive ratings minus the sum of
negative ratings. And the comments on each user are
publicly visible by default, which enables the user to
refer to the comments when evaluates its trust. The
buyer can then evaluate his trust on the seller based on
the seller’s reputation, the comments on the seller and
his personal experience on the seller (if any).

2. Trust in information retrieval

Trust has been involved in the information retrieval
domain to get more reliable and acute information.
Google’s PageRank [6, 7, 8] is a famous approach
based on trust management in this domain.

PageRank selects the best search results based on
each page's reputation [8]. This is achieved by using a
link analysis algorithm. A single hyperlink to a given
web page can be seen as a positive recommendation of
that web page. And PageRank ranks a page according
to the collection of hyperlinks to a given page. By
referring to the hyperlinks given by other pages,
PageRank can make more informed decisions. This
makes PageRank has the potential to alleviate the
general problem of other search engine without the
trust mechanism, i.e., the problem of information
asymmetry and uncertainty about the page reliability
[7]. The rapidly rising popularity of Google has proved
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the superior search results delivered by the PageRank
algorithm using the trust mechanism.

3. Trust in p2p networks

By building the trust of peers, trust management is
used to minimize the security threats in p2p networks
[9]. Some works have focused on building trust in this
domain. And we give two famous examples as follows.

PeerTrust [9] is a reputation-based trust supporting
framework. It includes a coherent adaptive trust model
for quantifying and comparing the trustworthiness of
peers based on a transaction-based feedback system.
PeerTrust introduces three basic trust parameters and
two adaptive factors in computing trustworthiness of
peers, namely, feedback a peer receives from other
peers, the total number of transactions a peer performs,
the credibility of the feedback sources, transaction
context factor, and the community context factor.

EigenTrust [13] is an algorithm used to decrease the
number of downloads of inauthentic files in a peer-to-
peer file-sharing network. This is achieved by
assigning each peer a unique global trust value based
on the peer’s history of uploads. The algorithm
aggregates the trusts by a weighted sum of all raw
reputation scores. By having peers use the global trust
values to choose the peers from whom they download,
EigenTrust effectively identifies malicious peers and
isolates them from the network.

6. Conclusions

We have presented a trust management
infrastructure for the ubiquitous healthcare which is
responsible for evaluating the trust value and assigning
access rights based the trust value. Based on the
agent’s communication history with the requesting
agent, the trust management evaluates the trust using
three naive Bayes classifier based algorithms: the
robust experience algorithm, the weak experience
algorithm and the no experience algorithm. Each
algorithm wuses different attributes in the trust
evaluation including the personal experience, the
reputation and the aggregated recommendation. The
simulation results proved that the trust management
contributes to flexible service access for different
agents. Though the research on the trust management
in the ubiquitous healthcare is still in the beginning
stage, we do believe that the usage of the trust
management in the ubiquitous healthcare presents a
promising path for the future research.
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