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Abstract — Bardram recently introduced a new concept of 

activity-based computing as a way of thinking about supporting 
human activities in ubiquitous environments. In such 
environments where users are using a multitude of heterogeneous 
computing devices, the need for supporting users at the activity 
level becomes essential. However, without considering basic 
security issues, it could be rife with vulnerabilities. Security 
services, like authentication and access control, have to not only 
guarantee security, privacy, and confidentiality for ubiquitous 
computing resources, but also support user activities equipped 
with various devices. In this paper, we present an activity-based 
security scheme. The proposed scheme aims to enhance security 
services on mobile devices and facilitate user activities. We also 
integrate off-the-shell security services like MD5, TEA, 
Diffie-Hellman key agreement protocol so that it makes the 
scheme more robust and practically usable. The implementation 
and sample scenario have shown the requirement satisfactory of 
the scheme. 

Index Terms—Ubiquitous computing, security, authentication, 
access control, activity-based computing. 

I. INTRODUCTION 
NE of the core ideas in ubiquitous computing [1] is to take 
the computer “away from the desktop” and have it 

pervasively available in the environment. To achieve this goal, 
Bardram recently introduced a new concept of Activity-Based 
Computing (ABC) as a way of thinking about supporting 
human activities in ubiquitous environments [2]. The author 
explored an activity-centered perspective for modeling an 
important class of pervasive computing systems. His main 
thesis is that the computing system must support handling 
human work activities directly; similar to how 
document-centered systems support handling documents 
directly. “Work activity” means well-defined tasks or 
processed that a person has to carry out as part of his/her job, 
often using computers as part of the activity. For example, you 
may ask an employee what he is doing, and he may answer that 
he is programming a module of team project; if you look at 
computer resource point of view, he is accessing to the project 
source code, and related technical documents, etc. On the other 
hand, the computing system must support various user devices. 

For example, during an interview, an employee may use a 
PDA; but later he may use a powerful computer for his 
programming work. 

Traditional authentication and access control methods 
require much user attention and interaction in the form of 
manual logins, logouts, and resource browsing. Users have to 
remember passwords, authenticate themselves, look for what 
resources they need and browse the information. To be feasible 
to deploy on various ubiquitous devices, such as PDAs, 
authentication must be robust and lightweight. On the other 
hand, accessing to ubiquitous computing resources must be 
controlled in such a way that privacy preservation is guaranteed 
while user activities are flexibly supported.  However, 
traditional security mechanisms exploit user identity/role 
information to determine the set of access permissions 
[4][6]-[8][14]. The policy specifications of these models tightly 
couple identity/role of users with their permissions. This 
coupling does not support user activities. Other works use 
context as a foundation to authorize access privileges [10]. 
However, the concept of context is general, for example 
location context, time context, system context, etc. It does not 
precisely specify user activities. As a consequence, these 
approaches are not appropriate to work in activity-centered 
environments.   

This paper presents an activity-based security scheme which 
aims to support user activities in ubiquitous environments. Our 
security scheme is composed of image-feature based human 
authentication protocol [3] and activity-oriented access control 
model. Our contributions are in three folds: (1) we present 
significant variations of the protocol in [13], so as to enhance its 
security as well as to make it practical on various ubiquitous 
devices (2) we present a new access control scheme that 
specially aims to support user activities, the access control 
scheme flexibly handles user access to system resources 
according to current user activities, (3) we design and 
implement our integrated security scheme  which incorporates 
authentication and access control schemes, along with 
off-the-shell security services such as Diffie-Hellman key 
exchanging protocol, MD5, and a number of symmetric cipher 
algorithms. The rest of the paper is organized as follows. 
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Section II briefly discusses about related work. Section III 
presents an overview of the proposed scheme. In Section IV, 
we focus on authentication and authorization services and 
highlight the novelty. We describe our implementation and a 
sample scenario in Section V. Finally, Section VI concludes the 
paper and outlines our future work. 

II. RELATED WORK 
Many security schemes have been proposed so far [4]-[6]. 

However, one of the big limitations of these models is that they 
manage privileges based on individuals instead of group of 
individuals. This brings a high complexity and significant cost 
to manage in-growing large-scale systems. Therefore a new 
access control model based on the role of user (Role-based 
Access Control - RBAC) was introduced by D. Ferraiolo [7] to 
tackle this problem. RBAC is conceptually simple: access to 
computer system objects is based on a user’s role in an 
organization. The authorizations are not assigned directly to 
particular users, but to roles. A role denotes a job function 
describing the authority and responsibility conferred on a users 
assigned to that role. RBAC is a basis for many descendant 
models afterwards.  

Convington et al. [8] extended RBAC to a Generalized 
Role-Based Access Control model (GRBAC). GRBAC is an 
enhancement RBAC by introducing three different kinds of 
role. The Usage Control (UCONABC) model [9] encompasses 
traditional access control, trust management, and digital rights 
management (DRM) to control the access to and usage of 
digital information objects. UCONABC enables finer-grained 
control over usage of digital objects than that of traditional 
access control policies and models. These approaches exploit 

user identity/role information to determine the set of access 
permissions. Therefore, they are inappropriate to apply in 
ubiquitous environments where access permissions are tightly 

coupled with the activities, rather than user identities or roles. 
Corradi et al. proposes a new model of context-based access 

control, Ubiquitous Computing Context-based Security 
Middleware (UbiCOSM) [10]. UbiCOSM uses the context as a 
foundation for security policy specification and enforcement 
processes. Unlike RBAC, permissions are directly associated 
with contexts, instead of user identities/roles. UbiCOSM is 
similar to our approach in a sense that it avoids exploiting 
user/role information to determine the set of user permissions. 
However, it differs from ours that UbiCOSM’s context is 
general (e.g. location, time, etc). This does not directly specify 
actual user activities.  

III. ACTIVITY-BASED SECURITY SCHEME OVERVIEW 
An overview of the scheme is illustrated in Fig. 1. The 

scheme is composed of authentication manager and 
authorization manager. Activity recognition manager provides 
activity information to the authorization manager. We also 
incorporate with off-the-shell integrity and confidentiality 
modules in order to make the scheme more usable. However, 
those modules are not shown up on the figure.  

The scheme supports different types of user devices 
including mobile devices (PDA), laptops, computers, etc. 
Activity recognition manager (ARM) provides user activity 
information to authorization service by gathering raw 
contextual data related to user activity, producing high level 
context, and then reasoning the user actions. Authentication 
manager is lightweight to perform user authentication from any 
devices. Authorization manager bases on current user activity 
to look up corresponding access permissions. Then, the access 
trigger queries resources and sends to the user. In the following 

sections, we describe authentication and authorization services 
in more details. 
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476

Authorized licensed use limited to: KYUNGHEE UNIVERSITY. Downloaded on April 13, 2009 at 01:12 from IEEE Xplore.  Restrictions apply.



 3

IV. ACTIVITY-BASED SECURITY SERVICES 

A. Image-Feature based Human Identification 
In the previous version [11], we have presented an 

image-feature based human identification to enhance security 
against Matsumoto threads [12]. However, the protocol cannot 
support mobility, as it cannot be used on mobile devices with 
small display units. In this version, we present significant 
variations, so as to make it practical on mobile devices. The 
protocols presented are secure under the conjectured difficulty 
of the problem of finding the secret feature among a given set of 
images, which is different from [11].  

The basic concept of the protocol is as follows. The user, say 
Bob, and the system share a secret agreement on the image 
feature, for example “sport”. When Bob enters his username on 
the dialog-box, the system bases on the username to send Bob a 
set of ten images. According to the images, Bob has to response 
either “1” or “0”. Here, “1” means that the image contains sport 
feature and “0” means that it does not. For example, the correct 
answer for the set of images in Fig 2 is 0101001001. 

 

 
 

Fig 2 An example of identification images. 

 
The main weak points of the basic protocol are as follows: 
o The permutation string, if long, can be hard to remember 

for most of the people. 
o Two users with the same secret feature might differ 

when answering the same image. As a result, we should 
allow for user error in the protocol. 

o Presenting 10 images at a time is very bothersome on the 
user even if s/he can scroll all the images using a mobile 
device. 

o In [12], whenever the system presents an image to the 
user, it discards it from the repository and never users it 
again. We can argue that if the repository of images for a 
given feature is large, the probability of the same image 
being presented in succession is very small. We can thus 
get rid of this impractical requirement. 

In what follows, we present the enhanced protocol. We 
assume the set of images I and the set of features Q to be large 
enough so that the image is not presented again in quick 
succession. We denote H as a human user who wants to 

authenticate to a remote server C. H is equipped with a 

malicious computing device. The adversary A enjoys all 
capabilities mentioned in [12].  

1) Protocol P1 
SETUP. C samples Rq Q←⎯⎯ . C and H share q as a secret. 

Protocol. 
- C initializes j ← 0. 
- Repeat k times. 

o C samples a bit {0,1}Rb ←⎯⎯ . Randomly picks an 
image i from I such that f(q,i) = b.C sends i to H. 

o H sends the response bit a to C, where a ←H(q,i) 
o If a = b, C updates j ← j+1 

- If j ≥ s, C outputs accept. Else C output reject. 
2) Protocol P2 

Denote by σ [m], the set of the all permutations from 
{0,1,…,m} to its self. Let [ ]mσ σ∈  be a generic permutation. 
σ [j] denotes the jth element of σ . Let Grid be a data 
structure that holds an ordered sequence of m images. The 
operation ‘+’ means the append operation when applied to 
Grid.    
SETUP. C samples Rq Q←⎯⎯  and [ ]R mσ σ←⎯⎯ . C and H 

share q as a secret. 
PROTOCOL. 
- C initializes j ← 0. 
- Repeat k’ times. 

o C initializes Grid←Ø.  

C samples b1b2…bm {0,1}R m←⎯⎯ .  
o For 1≤ t ≤ m 

• C randomly picks an image ( )tiσ from I such 

that f(q, ( )tiσ ) = bt. C updates Grid ← Grid + 

( )tiσ . 

o C sends Grid to H  

o H initializes the answer string a ← null. 
o For 1≤ t ≤ m: 

• H updates a ← a || H (q, ( )tiσ ). 

o H sends a to C. 
o For 1≤ t ≤ m, if a(t) = b(t) , updates j ← j+1. 

- If j ≥ s, C outputs accept. Else C output reject. 
Detailed description and security proof of the protocol can be 
found in [13]. 

B. Activity-Oriented Authorization Service 
Based on characteristics of ubiquitous environments, we 

abstract AOAC model in three levels: user level, activity level, 
and privilege level, as illustrated in Fig. 3. The nature of 
authorization in ubiquitous environments is who is allowed to 
do what, for example Bob is permitted to interview a new 
employee. Therefore, by associating users with activity, we can 
easily match the authorization model into real environments. 
On the other hand, for user to accomplish an action, s/he needs 
to access to a number of resources. By connecting each activity 
with a set of access permissions, the proposed model highly 
supports user activity. 
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Fig.3 Abstract levels of AOAC 

In AOAC, each user holds a number of credentials [15] 
specifying his attributes such as his role, experience, 
assignment. A user is authorized to perform a certain activity if 
his attributes are satisfied the system policies. Each activity is 
associated with a number of access privileges. As an example, 
Alice, who is a project leader, assigns Bob to develop a module 
M; since Bob is authorized to carry out ‘developing module M’, 
he has a permission to access all materials related to M 
including the source code, the technical report, the progress, 
etc. Assignment is our term to specify privilege delegation in 
AOAC. If Alice wants to delegate some rights to Bob, she 
activates an assignment process in which she assigns 
assignment credential to Bob. An assignment credential may 
carry on access rights or particular attributes (such as role, 
qualification, etc.) so that Bob can activate the activity.   

1) Assignment 
Basically, privilege delegation is a term to indicate that a 

user delegates to another user a particular privilege. In AOAC, 
we model privilege delegation by assignment, where U1 is an 
assigner and U2 is an assignee. Assignment is a similar term to 
appointment in [14]. It occurs when a user grants a digital 
credential that directly or indirectly allows another user to 
perform one or more activities. Credential’s content may be an 
assignment of activities (direct delegation), or may be an 
assignment of role, qualification, etc so that the user may use to 
activate some activity (indirect delegation). Our delegation 
approach differs from appointment in several aspects. Firstly, 
Alice may not only delegate an access right to Bob, but Bob 
may also delegate this right to Carol, and so on. We call this 
multi-step delegation. Secondly, our privilege delegation may 
be restricted or unrestricted. It means that Alice may want to 
restrict how Bob can further delegate its access right. 
Delegation in appointment approach only considers how to 
delegate a credential to another user in order to activate one or 
more roles. It does not concern further delegation or restriction.  

2) Privilege Revocation 
Privilege revocation is very important. There are many 

situations that credentials should be revoked. For example, 
Alice delegated a credential to Bob for a particular business; if 
the business is accomplished, or Bob is transferred to another 
department, the credential should be revoked immediately. 

There are different reasons and different ways to revoke 
delegated credentials. Privilege revocation can be done in four 
ways [Error! Bookmark not defined.]: 
 
• By its assigner only: only assigner can revoke the delegated 

credential. A credential revocation is actually a new 
delegation which sets negative effect on the delegated 
credential.   

• By anyone active in the credential: there are some undesired 
situations that the assigner is not possible to revoke his 
delegated credential. In this case, a flexile solution is to allow 
anyone who is specified in the set of credential’s assigners to 
revoke the credential on behalf of the assigner. 

• By assignee’s resignation: the assignee may resign the 
credential once s/he no longer wants to use it.  

• By rule-based system revocation: revocations can be carried 
out by the system itself. There are different ways to be 
revoked: time duration on the credential is expired; constraint 
on the credential is violated; the task is completed; revoked at 
the end of the assigner session or the assignee’s session.  

 
There are two cases: single-step revocation and multi-step 

revocation. Single-step revocations are applied for single-step 
delegations. It means that Alice only delegates a credential to 
Bob without any further delegation from Bob. Multi-step 
invocations are applied for multi-step delegations. However, 
single-step revocations could be considered as a case of the 
multi-step revocation with the number of delegation step is one. 
There are different ways for cascading revocations. However, 
one of the simplest ways is based on credential identifiers (ids) 
to revoke them. It means that the original assigner (Alice) 
attaches a unique id to each credential. Whenever she wants to 
revoke, she just needs to indicate the credential’s ids and the 
system will consider those credentials as invalid ones. 

3) Activity Activation Rules 
In order to perform an activity, the user must satisfy the 

conditions of the activity activation rule. We use Prolog-like 
expression to formulate our activity activation rule as follows: 

 
ACT ├ CON1, CON2,…, CONn 

 
An example of activity activation rules is given as follows: 

 
employee_interviewing(X, Y) ├ senior(X) , personnel_dept(X), 

new_employee(Y) 
 

It is notice that CONi could be an attribute that a user holds 
including privileges to perform an activity, privileges to access 
a resource, etc. It is not restricted to only user’s properties or 
characteristics. Attributes are encoded in X.509 certificate [15], 
an ITU-T standard for public key infrastructure (PKI).  

4) Permission Activation Rules 
Whenever a user activates an activity, corresponding 

permissions are automatically activated if a number of context 
constraints are satisfied. We define context constraints as 
follows: 

 
Definition 2.1: Context constraints are defined as any 

User level

Activity level 

Privilege level 

Assignment 

Credential 
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requirement about contextual information such as time, 
location, etc. Context constraints play a key role to specify 
context-sensitive policies. In organizations, this is very 
important to restrict user’s access and invoke user’s privileges 
if contextual requirements are not met.  

Permission activation rules are formulated as follows: 
 

PERM├ ACT, CC1, CC2,…,CCm 
 
i.e. if user can activate an activity ACT under satisfied 

context constraints CC1, CC2,…,CCm, then s/he is granted the 
corresponding permissions PERM. 

An example of permission activation rules is: 
 
read (X, employee_profile(Y))├  employee_interviewing(X, Y), 
within(May, 2008) 
 

i.e. X can access the profile of the new employee Y within 
May of 2008 during the company recruiting process if X is 
allowed to carry out interview activity.  

V. IMPLEMENTATION 
In this section we discuss our implementation, where we use 

activity-based security scheme to authenticate users, capture 
current activity information, and make access available to user 
according to his/her activity. To ensure it meets our 
requirements, we measure the execution time of processes. We 
also change activity and observe how the system supports user 
access to resource.  

The client module is deployed both on computer as well as 
PDA (HP iPAQ 520MHz, 64Mb RAM, and 128Mb flash ROM 
running Window Mobile 5.0 for Pocket PC Wi-Fi 802.11). On 
the server side, our security service run on PC Pentium IV 
3.2GHz, 1 GB RAM, with Microsoft Window XP Pro. 
Authentication database is stored in My SQL server. Access 
policies are defined according to XACML standards [16]. User 
activities are stored on Lightweight Directory Access Protocol 
(LDAP) [17] server using Apache Directory Server 
(ApacheDS) [18]. For the sake of simplicity, My SQL, LDAP, 
and XACML are deployed on the same server. For key 
management, integrity, and confidentiality services, we have 
implemented Diffie-Hellman Key Agreement protocol, 
Message Digest 5 (MD5), and a number of symmetric key 
cipher algorithms such as Advanced Encryption Standard 
(AES), Data Encryption Standard (DES), and Triple DES 
(3DES). 

We notice that AOAC receives user activity from activity 
recognition manager. There are two situations of activity 
recognition, as discussed in [19]. First, context awareness can 
provide all or part of the user’s intention. Second, users may 
explicitly state intentions.  

In the former case we intended to incorporate Activity 
Recognition (AR) module from our CAMUS middleware [20]. 
It provides user activity information by gathering raw 
contextual data related to user activity, producing high level 
context, and then reasoning user actions. However, it is very 
difficult to correctly infer a satisfactory complete set of 

attributes to define user intent uniquely from environment 
monitoring and context awareness. At the implementation stage 
of this paper, the CAMUS’s AR is not accomplished. So we 
decided to use the latter case. 

 

 

Fig. 4 A list of auto-searched activities is shown up as the user if typing. 

 
In the latter case, users explicitly state intentions. The system 

may request activity description from a user by showing up a 
dialog-box “Enter your current activity”. We implemented an 
auto-searching dialog-box, in which the system shows up a list 
of similar activity names as the user is typing. An example is 
illustrated in Fig. 4. When user is typing “interview…”, the 
below-box shows a list of available activities so that the user 
can select a proper one. Though this is not a best solution, it can 
partly solve the problem. 

Our sample scenario is as follows: 

Alice, who is the project leader, assigns Bob to develop the 
access control module. In the meanwhile, Carol, the manager 
of personnel department, asks Bob to interview a new 
employee to support Bob in the project. As a consequence, 
Bob holds credentials specifying his assignment of 
developing access control module, and interviewing a new 
employee. He also holds another credential saying that he is a 
senior of the security team. The authorization manager 
inserts his new assignments into LDAP. We notice that Bob 
has registered an authentication id to the system and shares a 
secret feature ‘sport’.  

At eight o’clock in the morning, Bob comes to the company. 
He goes directly to the conference room where a new 
applicant, Sandy, is waiting for him. Using his PDA at hand, 
he authenticates himself to the system. He enters his 
username. Then four images are displayed on his PDA one 
by one. Looking at each image, Bob responses by selecting 
the “Yes” or “No” button (see Fig. 5). If Bob gives answer 
correctly on the four images, the authentication service 
accepts Bob as an authentic user. After that, an activity 
description dialog-box appears requesting to enter his current 
activity. As Bob selects “interviewing applicant Sandy”, the 
authorization service verifies his permission of carrying out 
interviewing activity. After successful verification, it looks 
up LDAP and policy to get a list of matched access 
permissions. The access permissions include access to Sandy 
resume, recommendation letter, and applicant remark form 
(see Fig. 6). Since the screen is small to see, Bob decides to 
print all them out. 
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Fig. 5 Image-Feature based Human Identification 

 

 

Fig. 6 Proper resources are shown up to Bob for his interviewing 

After one hour, he finishes the interview and leaves the 
conference room. He enters his room, turns on his computer 
and starts developing the module. The monitor displays the 
program code, project architecture, and some new 
project-related tasks that he has to accomplish today. 

Our implementation and demonstration of the sample 
scenario have shown that the proposed security scheme meets 
the requirements. It works correctly to support user access to 
proper resources according to his/her current activity. Even 
though the scheme is deployed on PDA, it takes approximately 
5.37 seconds for authentication and 0.26 seconds for 
authorization1.  The reason of taking long authenticating time is 
because the user spent time on looking at the images and 
selected the right answer.  

 
1 The execution time is measured based on seventy repeated experiments. 

VI. CONCLUSION AND FUTURE WORK 
Motivated from Bardram’s work of activity-based 

computing, we propose an activity-based security scheme 
aiming to support user activities in ubiquitous environments. 
The scheme is also lightweight enough so that it can operate in 
various user devices including PDA. The security architecture 
comprises of authentication, access control, key management, 
confidentiality, and integrity. Our proposed authentication and 
access control are novel approaches, while the others are 
integrated to make a complete security solution and can be used 
in realistic. Authentication is based on image features to solve 
the drawbacks of password approach including easy guessing, 
pretty hard to remember, susceptible to shoulder surfing, 
networking snooping and key-logging. The Activity-Oriented 
Access Control models overcomes shortcoming of RBAC in 
respects that RBAC is not flexible in highly dynamic 
environments and privilege inheritance in RBAC is not always 
true in real situations. Though the implementation and sample 
scenario, it shows that the proposed scheme works correctly 
and efficiently on different types of user devices 

Several issues are still ahead. One of those is how to 
recognize user activity based on contextual information. As our 
future work, we will focus more on activity recognition. 
Though we implemented a simple scenario, we believe that the 
scheme can be used for various kinds of applications such as 
ubiquitous life-healthcare, hospital, etc. For a future work, we 
will develop those applications. 

ACKNOWLEDGMENT 
This work was supported by the IT R&D program of MIC 

(Ministry of Information and Communication) / IITA (Institute 
of Information Technology Assessment). [2005-S-604-02, 
Realistic Virtual Engineering Technology Development]. 

This research was supported by the MKE (Ministry of 
Knowledge Economy), Korea, under the ITRC(Information 
Technology Research Center) support program supervised by 
the IITA ( Institute of Information Technology Advancement) " 
(IITA-2008-C1090-0801-0002) and by the MIC(Ministry of 
Information and Communication), Korea. This work was 
supported by the Korea Rsearch Foundation Grant Funded by 
the Korean Government (MOEHRD)” ( KRF – 2007 – 313 - 
D00663). 

REFERENCES 
[1] M. Weiser: Scientifc America. The Computer for the 21st 

Century. (Sept. 1991) 94-104; reprinted in IEEE Pervasive 
Computing. (Mar. 2002) 19-25. 

[2] E. Bardram. Activity-based computing: support for mobility and 
collaboration in ubiquitous computing. Personal and Ubiquitous 
Computing, vol.9(5), pp.312-322, September 2005. 

[3] Hassan Jameel, Riaz Ahmed Shaikh, Heejo Lee,  and Sungyoung 
Lee. Human Identification through Image Evaluation using 
Secret Predicates. Processing of CT-RSA 2007, The 
Cryptographers Track at the RSA Conference 2007, San 
Francisco, CA, USA, LNCS 4377(2007) 67–84. 

[4] Lampson, B. W., “Dynamic Protection Structures” AFIPS 
Conference Proc, 35, 1969, pp. 27–38 

480

Authorized licensed use limited to: KYUNGHEE UNIVERSITY. Downloaded on April 13, 2009 at 01:12 from IEEE Xplore.  Restrictions apply.



 7

[5] Bell, D. E., and L. J. LaPadula, Secure Computer Systems: 
Mathematical Foundations and Model, Bedford, MA: The Mitre 
Corporation, 1973 

[6] DoD Trusted Computer System Evaluation Criteria (TCSEC) , 
DoD 5200.28-STD. 

[7] D. Ferraiolo, R. Sandhu, S. Gavrila, D.R. Kuhn, R. Chandramouli, 
Proposed NIST Standard for Role-Based Access Control, ACM 
Transaction on Information and System Security, Vol. 4, No. 3, 
August 2001, pages 224-274 

[8] M. J. Covington, M. J. Moyer, and M. Ahamad, "Generalized 
Role-Based Access Control for Securing Future Applications," 
23rd National Information Systems Security Conference, 2000. 

[9] J. Park and R. Sandhu. The UCONABC usage control model. 
ACM Transactions on Information and System Security 
(TISSEC). Volume: 7 Issue: 1 p. 128 – 174. 2004. 

[10] A. Corradi, R. Montanari, and D. Tibaldi, “Context-based access 
control management in ubiquitous environments,” Proc. Third 
IEEE International Symposium on Network Computing and 
Applications, (NCA) pp.253–260, Aug. 2004. 

[11] Hassan Jameel, Riaz Ahmed Shaikh, Heejo Lee and Sungyoung 
Lee: Human Identification Through Image Evaluation Using 
Secret Predicates. Topics in Cryptology - CT-RSA 07, Lecture 
Notes in Computer Science, Springer-Verlag. 4377 (2007) 
67–84 

[12] Matsumoto, T., Imai, H.: Human Identification through Insecure 
Channel. Advances in Cryptology - EUROCRYPT 91, Lecture 
Notes in Computer Science, Springer-Verlag. 547 (1991) 
409–421 

[13] Hassan Jameel, Heejo Lee and Sungyoung Lee: Using Image 
Attributes for Human Identification Protocols. Technical Report, 
CoRR abs/0704.2295, http://arxiv.org/abs/0704.2295, 2007 

[14] Jean Bacon, Ken Moody, Walt Yao. “A model of OASIS 
role-based access control and its support for active security”. 
ACM Transactions on Information and System Security 
(TISSEC),  Volume 5 Issue 4, 2002 

[15] C. Adams, S. Farrell, "Internet X.509 Public Key Infrastructure: 
Certificate Management Protocols", RFC 2510, March 1999  

[16] XAMCL and OASIS Security Services Technical Committee, 
"eXtendible Access Control Markup Language (XACML) 
committee specification 2.0," Feb 2005 

[17] RFC 4511 - Lightweight Directory Access Protocol (LDAP): The 
Protocol 

[18] Apache Diectory Server. http://directory.apache.org/ 
[19] Jakob E. Bardram. Activity-Based Computing - Lessons 

Learned and Open Issues. Workshop on Activity - From a 
Theoretical to a Computational Construct (ECSCW) 2005 

[20] Hung Q. Ngo, Anjum Shehzad, Saad Liaquat , Maria Riaz,  and 
Sungyoung Lee. CAMUS: A Middleware Infrastructure for 
Context-aware Ubiquitous Computing Systems. Technical 
Report, Ubiquitous Computing Lab, Kyung Hee University, 
Korea. 

 

481

Authorized licensed use limited to: KYUNGHEE UNIVERSITY. Downloaded on April 13, 2009 at 01:12 from IEEE Xplore.  Restrictions apply.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


