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Abstract—For many sensor network applications such as
military or homeland security, sensed data is critical that only
legitimate users should be allowed to access. Therefore, a user
authentication scheme is essential. Existing solutions for comput-
ers and ad hoc wireless networks are not suitable because they
are too heavy to deploy on resource-constraint sensor nodes. In
this paper, we propose a Two Tier User Authentication scheme
TTUA) for heterogeneous sensor networks. Our analysis and
simulation results have shown that TTUA is more secure and
energy-efficient than existing approaches.

Index Terms—heterogeneous sensor networks, security, user
authentication, energy efficient, distributed.

I. INTRODUCTION

Sensor networks have many applications, such as military,
homeland security, environment surveillance, manufacturing.
Basically, sensed data is collected from the sensor network
and presented to users either upon inquiries or upon event de-
tection. For many sensor network applications, the sensed data
is critical so that it should be presented only to ’legitimate’
users. Therefore, an user authentication is very essential.

Due to limitations in power, communication, and computa-
tion capacities, applying conventional public key approaches
such as RSA is not feasible because they are too heavy for
sensor nodes. Symmetric key-based schemes are more suitable.
The simplest way is to authenticate the user at the base
station (BS). However, this is not an efficient way because

it requires considerable communication cost and is more

time consuming. Recently, several attempts have been made

| 10 provide user authentication schemes for sensor networks
. [S]-[8][14]. However, they are not energy-efficient and have
. some drawbacks. For example, the public key approach based
g on Eclipse Curve Cryptography (ECC) [5] consumes much
§ more energy and computational time than symmetric key-
8§ based schemes, approximately 80-fold in energy consumption
8 and 143-fold in computational time; the n-authentication [8]

This research was supported by the MKE (Ministry of Knowledge

; Economy), Korea, under the ITRC(Information Technology Research Cen-
@ ter)support program supervised by the IITA (Institute of Information Tech-
nology Advancement)(IITA—2009-(C1090-0902- 0002)). Also, this work was
| supported by the Korea Science and Engineering Foundation(KOSEF) grant
@ funded by the Korea government(MOST) (No. 2008-1342), and partially
| supported by the Brain Korea 21 projects.

Dr. Sungyoung Lee is the corresponding author,

Sungyoung Lee
Dept. of Computer Engineering
Kyung Hee University
Korea, 446-701
Email: sylee @oslab.khu.ac.kr

Young-Koo Lee
Dept. of Computer Engineering
Kyung Hee University
Korea, 446-701
Email: yklee@khu.ac.kr

requires many nodes to involve in authentication and com-
munication, leading to high energy consumption and high
communication overhead. Those limitations will be discussed
in more details in Section II. Most existing work on sensor
networks considers homogeneous sensor networks where all
sensors have the same capacities in communication, compu-
tation, memory storage, power supply, etc. However, it has
been shown that homogeneous sensor networks have poor
performance and many limitations [91[10]. Recently, Het-
erogeneous Sensor Networks (HSNs) have become popular,
particularly in real deployments because of their potential to
increase network lifetime and reliability without significantly
increasing the cost [15]. For example, Intel has deployed a
pilot application of sensor networks to monitor the health of
mechanical equipment in its fabrication plants [15]. In general,
a HSN is composed of a large number of homogeneous
sensors (e.g. MICA2) along with a small number of additional
powerful Personal Digital Assistants (PDAs). Several security
studies have explored heterogeneous sensor networks [11][12]
to achieve better security and efficiency.

This paper presents our proposed scheme, Two-Tier User
Authentication (TTUA), for HSNs. Our contributions are two-
fold. First, TTUA is a distributed user authentication scheme.,
It does not require the involvement of a BS or any center
during authenticating process. Second, an careful analysis and
simulation are given along with comparison with an existing
approach. we analyze and simulate our scheme and compared
with existing approaches. Both analysis and simulation results
show that TTUA is more secure and significantly reduces
energy and time.

The remainder of the paper is organized as following.
In Section II we briefly review related work and discuss
about their limitations. The system model and assumptions
are described in Section III In Section IV, we present our
proposed scheme. The advantages of our scheme are shown
through mathematical analysis (Section V) and performance
evaluation (Section VI). Finally, Section VII concludes the
paper and outlines our future works.

II. RELATED WORK

Recently, several studies on user authentication for sensor
networks have been proposed. In general, they can be classified




>

4

[31[]/1.4\»//0 types: one is based on public key cryptography
12][14], and the other is based on symmetric key cryp-
%graphy [61(7].

In public key-based approaches, Haodong et al. proposed
ECC-based access control protocol [5]. Benenson et al. pro-
posed an algorithmic framework for robust authentication and
access control in sensor networks [8] which can withstand
capture of up to ¢ nodes. Benenson. et al realized robust user
authentication [14] which let the sensors in the communication
range of the user serve as interpreters between the “public
key crypto world” of the sensor network. Though public
key cryptography has been proofed feasible on sensors, it is
much more resource consuming than symmetric key-based ap-
proaches. For example, the ECC-based scheme [5] consumes
much energy and computational time than symmetric key-
based schemes, approximately 80-fold in energy consumption
and 143-fold in computational time.

Few works based on symmetric key cryptography have
been proposed. Wong et al. proposed a dynamic user au-
thentication protocol for sensor networks which imposes very
light computational load and requires simple operations [6].
However, it is vulnerable from replay and forgery attacks.
Also, passwords could be revealed by any of the sensor nodes.
Therefore, H.R.Tseng, R.H.Jan, and W.Yang [7] improved
Wong et al.’s scheme which not only retains all the advantages
in the original scheme but also enhances its security. We name
it TJY. However, the scheme relies on a centralized gateway-
node to perform authenticating process which introduces high
communication overhead and prolongs response time. On the
other hand, the message ACC_LOGIN between the gateway-
node and the login-node is not protected. As a consequence,
an adversary could easily modify this message to fool the
login-node that she is an authenticated one.

III. SYSTEM AND ADVERSARIAL MODEL

We consider a large-scale HSN with two types of nodes: a
large number of ordinary sensors (e.g. MICA2), and a small
number of powerful sensors (called cluster heads - CHs).
Ordinary sensors (for short, we call sensors) have a short
transmission range, and a small power supply. Due to resource
limitation, sensors are not equipped with any tamper-resistant
hardware and they are susceptible to node capture attacks. In
contrast, CHs have more energy supply, longer transmission
range, higher data rate than ordinary sensors. Especially, CHs
are equipped with tamper-resistant hardware. This assumption
is reasonable because the number of cluster heads in an HSN
is relatively small (e.g.; 20 cluster heads for 1,000 sensors) so
the cost of tamper-resistant hardware is small [11]. We assume
that both sensors and CHs are uniformly distributed in the
sensor area. After deployment, sensors are grouped in clusters.
Each cluster maintains one CH. The CHs form a backbone
in the network so that sensed data after being collected will
be transmitted through CHs towards the requesting users (see
Fig.1). A user may user a powerful computing device, such
as a PDA, mobile phone, or laptop, to interact with the sensor
network.
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Fig. 1. Our system model

The sensor network is managed by a base station (BSk
which is responsible for generating all security primitives. '
the sake of simplicity, we assume that the BS also acts as a key|
distribution center. A key pre-distribution operation is carrie
out by the BS right after the network deployment stage. W
can assume that a key pre-distribution scheme [13] is used
distribute symmetric keys to all nodes. The BS maintains a lis}
of pair-wise keys K; with each CH;. Also, each CH; shares &
pair-wise key with its member sensor. .

An adversary may make use of all possible means
authenticate as a legitimate user. She can capture a s
amount of sensor nodes, read out their memory contents to -.»
user authentication information. Through these compromil
sensors, the adversary could not only carry out eavesdropping
to extract transmitted information, by also could replay somé
messages to destroy the regular authentication process of
legitimate user. Even more, an authorized user can colludg
with the compromised sensors to cheat the entire sens
network that he is an authorized one. Also, the adversa
can use a powerful device to perform Denial-of-Service (D
attacks by sending a large number of authentication requ
to a particular node or the whole sensor network.

IV. TwoO TIER USER AUTHENTICATION

The Two Tier User Authentication scheme (TTUA) allow
a user to register once and authenticate to the network man
times. He also can change the password at will. The sequend
diagram of TTUA is illustrated in Fig.2. TTUA includes thn
phases: user registration, user authentication, and pass ‘
change. In the user registration phase, a user comes to the i
and applies for relevant secret information. In user authen
tion phase, he uses this information to authenticate a se
The user may change his password to protect his authenticat
account. We discuss each step in TTUA as follows.

A. User registration

Initially, the user comes to the BS to register his ID
password and applies for relevant secret information to ”
devices via a secure channel. He sends his ID (UID)
password (PW) to the BS. To make password confide
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Fig. 2. The proposed scheme

i« is needed to hash the password using some hash function
sach as SHA-1 [16] before sending to the BS. Doing so helps
@ protect the password from being revealed to anyone, even
the BS’s administrator. The BS sends a list of pair-wise keys
with each CH; to the user’s devices K;. These pair-wise keys
are derived from the pair-wise keys shared between BS and
¢achCH; by using a hash function.

user — BS : UID,H(PW)
BS — user : list{ H(K;)}

The BS then broadcasts UID and H(PW) to all CHs in an
encrypted form.

BS — CH, : E{UID, H(PW)}K;, H(E{UID||H(PW)}K;

where E{M}K is an symmetric encryption using a secret
ey K, and || means concatenation.

After verifying the message using its own share pair-wise
kev K, each CH; stores UID and H(PW) in its database.

8. User authentication

Notice that CHs form a backbone so that all communica-
wons within the network are relayed through it. Suppose a
aser wants to access data stored at a sensor s (assume A is
#we cluster head of s). The authentication process includes the
following steps:

Step 1)At first, the user sends his ID (U1 D) and his hashed

password H(PWj7) to A as follows:

user — A: UIDl,H(H(PW1) @To),TO

where Tj is a current timestamp used to defend
against replay attacks, and @ means XOR operation.

At first, the user sends his ID (UID;) and his

hashed password H(PW;) to A. A first checks if
the timestamp 7o is valid (Tp > Thow, Where 1oy
is current time) and UID; exists in its storage. If
yes, then it verifies the password H(PW7) by using
H(PW) stored in its database.

A checks:
(1) Ty > Thow, UIDy =UID
2) HH(PW,) & Ty ) = HH(PW) & Tp)

Step2) If the verification is successful, A sends UID, its ID
(ID4), and new timestamp (73) along with a MAC
using its share pair-wise key (K 4 ) with the sensor
s.

A~ 3 DI B
MAC(K 4,5, UID||ID4||T})

Upon receiving the message, s first checks if 77 is
valid. If yes, it verifies UID and ID 4 by generating
a MAC with the shared pair-wise key with A (K4 s)
and comparing with received MAC. If all of these
are successful, then the user is authentic.

After successful authentication, sensor s is ready to
send data to the user. s may send a short message to
inform user that he is authenticated.

C. Password change

TTUA allows users to change their password at will. He
can make it locally via a nearby CH. He can make it done
at any location within the network. To do this, he broadcasts
his current ID (U1D5) and hashed password H(PW5), along




with a new hashed password H(PW™) to all CHs.

user — {CH;} : broadcast{UID; , H(PW3) , H(PW™)
, MAC(H(K),UID,|| H(PW,)|| H(PW*))}

Each receiving C H; computes MAC value and ensures that
UID,, H(PW5), H(PW™) are not modified. After that, it
verifies if the current password is valid by comparing H(PW3)
with the current hashed password H(PW) in its database. If
matched, then it replaces the current hashed password with
the new one. After that, the node which receives directly the
message from the user may send a message to the user to
inform the password change process is successful.

V. SECURITY ANALYSIS

In this section, we analyze security of TTUA. TTUA can
defend against typical attack on sensor network authentication
as presented in [1]-[4] including node compromised attacks,
replay attacks, impersonate attacks, and DoS. In the following,
we discuss how TTUA can defend against these attacks.

o Secure against node compromise: In our scheme, CHs
are equipped with tamper-resistant hardware, so they
cannot be compromised. The keys and user information
stored on C'H s cannot be disclosed to anyone. Therefore,
the adversary cannot make use of the CH to convince
the sensor s that she is a legitimate user. If the adversary
compromise s, what she can get is a pair-wise shared key
K 4, with the CH. However, it is not possible for her to
use K4 s to authenticate herself to the sensor network
because the key is shared between CH and s only.

o Secure against replay attacks: In TTUA, an adversary
cannot use the previous message to login successfully. In
the authentication phase, the password and a timestamp
are hashed before being sent to the CH. If the adversary
intercepts the message (UID;, H(H(PW1) @ To), To)
and reuses it,somewhere else, the C'H can detect by
checking the timestamp Tp. If Ty < 1,04, the CH knows
that the message has already been used. Thus, replay
attacks are not possible.

o Secure against impersonate attacks: The proposed
scheme can resist against impersonate attacks. That is
he cannot impersonate legitimate user even he intercepts
any message on communication. There are three cases as
follows:

— The adversary intercepts. the message (UID;,
H(H(PWy) @Tp), Tp) between the user and the
CH, and attempts to change UID; with her own
UID*. The CH can easily detects because UID*
does not exist in its database.

— With the above message, the adversary attempts to
get the password from H (H(PW1) &Tp). However,
it is considered practically impossible for her to
derive the password from the hashed value.

— The adversary intercepts the message UID, 1D g4,
Ty, MAC(K4,s, UID|| ID4||Ty) between the CH
and the sensor s. She then attempts to modify

UID in the message by her own UID*. How- §
ever, s can detect this by building the MAC from |
UID*, ID 4, T1) and comparing with the received |
one. It is obvious MAC(K 4 5, UID|ID4||Ty) #
MAC(K 4,5, UID*|| ID4||T}). Therefore, it is not §
possible for the adversary to impersonate a legitimate &
user. ]
o Secure against Denial-of-Service (DoS) attacks: There
are two cases for an adversary to attempt DoS attacks to |
the sensor network: |
— She can use a powerful device such as a laptop;,
to send many authentication requests to the sensor|
network. TTUA can mitigate the attacks by first]
check if user ID exists in the CH’s database. If no,
then it will not compute the hashing value of the!
password. ]
— If she intercepts the broadcasting message be{
tween the BS and the CH (UID,H(PW).}
MAC(K;, UID||H(PW)), she may get user id|
and the hashed password. She then instantly creates,
UID,H(H(PW)|/Ty),To and requests authentica-
tion to CHs. In this case, the CH has to instantly|
compute hash values to verify the request. If the CH
cannot handle such request storms, DoS is possibl ib
To solve this problem, we set a time-out period fa
requests of each user ID. If the adversary sends #
large amount number of requests with the same user!

ID within a short period of time, the CH will na

accept and process those requests. Therefore, Do
is not possible at the CH. On the other hand, since
the request is not passed at the CH, the CH would
not build a MAC to send to the sensor s. As #

consequence, DoS is not possible at the sensor s.

V1. PERFORMANCE EVALUATION

To the best of our knowledge, TTUA is the first us

authentication scheme for HSNs. Therefore, it is not poss:

to compare it with another scheme for HSNs. Instead,

compare TTUA with an existing user authentication scheme
for homogeneous sensor networks in order to show the ad
vantages of TTUA and the benefit of using HSNs. We seled
TJY [7] as it is one of the most efficient schemes that we ha:
surveyed. We start with an analysis-based evaluation, and thes

simulation-based evaluation.

A. Analysis

We analyze performance of TTUA in terms of the storag
requirement, communication overhead, and computation cos
o Storage: In TTUA, the cluster head C' H has to store
IDs and hashed password values. Supposed there are #
user, user ID size is 8 bytes, hashed password value is 24§
byte long. Thus, C'H has to store 28 xn bytes. In additios
each C'H has to store secret keys { K 4 s }. The probabilis

of CHs in a certain area must be sufficient so that t
whole area is covered. This problem was well-investiga

in [11] based on Vapnik-Chervonenkis (VC) theorem.
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TABLE 1
COMPARISON OF MEMORY STORAGE(FOR 10 USERS)

Node type TTUA TJY
CH 400 bytes 0
s 0 100 bytes
TABLE 11

COMPARISON OF COMPUTATIONAL COST

Phase Node - TTUA TIY
Registration CH 1Ty + Ty 0
K] 0 1Ty
Authentication CH 1Ty + 3Tymac 0
S 1Ty AC 2Ty + 2TxOR
Total CH 2Ty + 3Tpac + 1Tk 0
8 1Ty AcC 3Ty + 2Tx0R

there are approximately 15 sensors {s} connecting to one
CH. Each secret key is 64 bits (8 bytes) long. Therefore,
each C'H stores 15x8=120 bytes of secret keys. Totally,
each C'H must store 28xn + 120 bytes. In TJY, the user
does not need to store any secret information, but each
sensor has to store 8 bytes for a user ID and 2 bytes for a
timestamp. Thus it shall cost 10xn bytes of the storage.
Assume n=10, the memory required is shown in Table I.

The CH such as iPAQ has 64MB memory storage.
If we assume the storage is reserved for maintaining
user IDs and passwords only, then TTUA can maintains
approximately 2,340 users. Meanwhile, the sensor (e.g.
TelosB) has 1Mb memory storage. Thus TTY scheme can
maintain 102 users only. This means that if the memory
storage is only used for storing user’s information, TTUA
can maintain 2,340 users, while TJY. can only maintain
102 users (Fig. 3).

Computation: We define Thrac , Ty , Ty, and
Txor are computation cost of performing message au-
thentication code (CBC-MAC), hash function (SHA-1),
symmetric encryption, and XOR operations, respectively.
To make the comparison with TJY. scheme fairly, we

HTTUA ®mTIY
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Fig. 4. Comparison of computational cost

consider the computation cost on both CH and login-
node s in TTUA; for TJY, we only take into account of
the login-node, regardless the gateway-node because it is
a very powerful node such as a PC. The computation cost
are summarized in Table II

We can see that our scheme requires an additional
computation cost on CH 2Ty + 3Ty ac+Tx). However
this computation cost is very small compared with that
of sensors because C'H is a powerful sensor node. The
total computational cost for the sensor s in our scheme is
smaller (1 Tysac) than TIY (3Tx + 2Txor). According
to practical results on real sensor devices [16], one MAC
costs 7.1 ms, while a SHA-1 costs 3.5 ms. We summarize
the computation cost through an numerical comparison
in Fig. 4. The figure shows that our computation cost on
sensors is less than TJY scheme.

Communication: To calculate computation cost, we de-
fine a number of notations as follows (all of these are in
number of hops).

— Chroadeast: Communication cost for broadcasting
user ID and password to all CHs

— Cy_4a: Communication cost between the user and
the cluster head A

— Cy—s: Communication cost between the user and the
sensor §

— Cs_,: Communication cost between A and s

— Cy_gw: Communication cost between s and the
gate-way node (in TJY)

— Cy-gw: Communication cost between the user and
the gate-way node (in TJY)

Note that Cy_s = Cy_a + Cs—, because any message
sent to s must be relayed through its cluster head A. The
communication cost is summarized in Table III.

In TTUA, it requires an extra communication cost for
broadcasting user IDs and passwords to all CHs. This is
insignificant cost for the powerful CHs. In authentication
phase, we can see that TTUA only requires commu-
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TABLE 111
COMPARISON OF COMMUNICATION COST
Phase TTUA TJY
Registration | Chroadcast | 2Cu—cw + Cs—gw
Authentication W= 2Cy—s +2Cs_gw

nication between the user and the sensor s (2Cy—s).
Meanwhile, in TJY, every authentication process requires
extra communication with the gate-way node (2Cy_s
+ 2C;_gw). Practically, how much the communication
costs depending on physical distance between the login-
node and the gate-way. The further distance is, the more
it costs.

To illustrate this in a straightforward manner, we
perform a number of experiments (see Section VI-B)
to measure the communication cost. The user’s location
and the login-sensor are randomly changed. The gate-way
node is located at the center of the sensor field. The result
is shown in Fig. 5. It shows that the communication cost
of TTUA is about twice less than that of TJY.

B. Simulation

This section describes our simulation result and a compari-
son with TJY. The simulation result shows the average energy
consumption and delay time of different network topologies.
For each network topology, user’s location and the login-node
are randomly changed within the sensor field.

a) Simulation model

We simulated the TTUA on SENSE simulator (Sensor
Network Simulator and Emulator) [20]. For comparison, we
also simulated TJY with the same network topologies and
authentication scenarios.

The network deployment is similar to [11]. The default
simulation testbed has 1 base station and 300 sensors randomly
distributed in a 300mx300m area. There are additional 20
CHs in the sensor field [11]. The transmission range of a
sensor s and a CH is 60m and 150m, respectively. Sensors
and CHs are formed in clusters. Each cluster has one CH.
Sensors in the same cluster are connected with its CH via
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one or more hops. We use the same energy model used "
ns-2.1b8a [21] that requires 0.66W, 0.359W, and 0.035W fu

i
i

transmitting, receiving, and idling, respectively. We set th
power consumption rate according to [11][19] for SHA-1 2 :
CBC-MAC calculation 0.48W. As analyzed in [17][18],
set the time consumption for computing a CBC-MAC and §
SHA-1 is 7.1ms and 3.5ms, respectively. The simulation us
MACS802.11 Distributed Coordination Function (DCF). T
ray ground [22] is used as the radio propagation model.

For routing in both TTUA and TJY, we applied Ad hoc O
Demand Distance Vector (AODV) protocol. User ID leng#
is 8 bytes, SHA-1 value is 20 bytes. As discussed in [17§
the choice of 4- bytes MAC is not detrimental in the con
of sensor networks. So we apply 4-byte CBC-MAC for eves
message. :

We run five different network topologies. For each topol
five scenarios are applied, in which user’s location and
login-node are randomly selected. For TJY, we set the ga f
way node in the center of the sensor field. We then averag
the results from those scenarios.

b) Results

Our simulation result is shown in Fig. 6 and Fig 7. For o8
registration, the user authenticates 1, 5, 10, and 20 times.
The energy consumption of computation and communic
tion in Fig. 6 shows that the energy consumption of TTU
is about twice less than that of TJY. This is consistent wi
our analysis result in Section VI-A. This is because v




wmmputation cost is less than TJY. scheme and TTUA does

#wrng authentication process. In Fig.7, the delay time of
TIUA is also much less than that of TJY. It means that
FIUA responses to user authentication request more quickly
e TJY. For both schemes, the delay time for the first
suihentication is relatively higher than later ones because the
MOV routing protocol takes time to request a routing-path
asaidishment,

Boeh performance analysis and simulation results have
#mwwn that TTUA met the requirements and is dominant over
e existing scheme.

VII. CONCLUSION AND FUTURE WORK

Thes paper presents Two Tier User Authentication scheme
WETUA) for heterogeneous sensor networks. TTUA takes
wiamages of powerful sensor nodes to increase security
wmt cfficiency. Any user can use user ID and password to
Mxss any node in the sensor network in a real-time manner.
- Mwwegh security analysis, we show that TTUA is secure
‘gt node compromise, reply attacks, and forgery attacks.
Mt performance analysis and simulation results have shown
e TTUA achieves better energy-efficiency compared with
M custing scheme such as TJY. The proposed scheme is
M secure and energy-efficient than existing approaches.

Fur our future work, we are going to implement the scheme
e owr real sensor devices. More importantly, we will provide
meual authentication, in which sensors must authenticate to
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