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Abstract. While working with the sensitive data e.g, related to health,
there is a barrier of mistrust while selecting cloud services. To overcome
this barrier various standards of cryptosystem are used like encrypted
outsourcing, attribute based encryption and oblivious access policies.
The default access model of authorization on encrypted data gives full
access permission to its user. To narrow down the access scope as a subset
on given authorization is a non-trivial task. To design such systems multi-
ple encryption and decryption keys, data partitioning or attribute based
encryption are few available options. These techniques involve extra com-
putation cost and complex issue of key management. In this paper we
have proposed a framework to restrict authorization on encrypted data
with selective access. The underlying model is independent from complex
issue of key management. The proposed model also avoids one dimension
of side channel attacks on secure data and that is to learn from the pat-
terns of encrypted traffic. Our experimental results show that selective
authorization based on proposed model is compute efficient and create
random pattern for user access even for similar queries.
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1 Introduction

The enormous volume of data in todays era of digitization is ready to be ex-
plored and shared by scientists, research institutes and enterprise organizations
for enhanced knowledge exploration. Ease of accessing the internet, widespread
of e-applications, user awareness, obvious benefits of digitized world on human-
ity are main reasons for this data proliferation. With same trend in health care
domain, services like Personal Health Record (PHR) allow its users to create,
manage and share its medical records with entities like physicians, friends and
family members [8]. Due to the management and maintenance cost of systems
like PHR, they are outsourced to third parties or cloud infrastructure [13],[10].
Besides these potential advantage of cloud infrastructure, health data requires
optimal level of security too. From the consumers’ and data sharing perspective,
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these concerns remain the primary inhibitor for adoption of cloud computing
services[2]. Besides PHR,hospital information management systems (HIMS)and
electronic medical records (EMR) require even greater level of security due to
the larger volume and variety of data. At a fine grained level the personal health
information (PHI) or the electronic health records (EHR) are required to be
protected in terms of their storage and utilization. Other than threat of mistrust
from third party or cloud service provider, the inside rouge user pose an equal
threat for the privacy breach of same information. A similar example is give in [§]
where a user took the PHI data home of 26.5 million users without prior permis-
sion of his employer. With all these concerns encrypted storage of sensitive data
is highly recommended while availing service of cloud infrastructure [3],[7].En-
crypted storage maximizes the privacy aspect of data however; at the cost of
lower scope of its utility. Encrypted data requires decryption keys by authorized
user to avoid its unsolicited disclosure. To minimize the usage of network band-
width and to avail optimal computation powers of cloud infrastructure various
searchable encryption SE schemes have been proposed|[1],[4]. With SE, if Alice is
an authorized user, she does not need to download the entire data from cloud to
her machine for decryption and then searching, rather, her encrypted query can
be evaluated efficiently with the help of available SE schemes.The SE schemes
allow users to access entire data for which authorization has been granted by
the owner.

Fig. 1. Overall architecture

Another challenge beyond authorized access on sensitive data is to restrict
authorization for selective segments of information which comes under the cate-
gory of fine grained access control over encrypted data [5]. Consider an example
where a National Hospital (NH) is using HIMS and its IT infrastructure is uti-
lizing services of public cloud owned by Eve. To narrow down our example, we
will consider the scenario for medical discharge summaries. In medical discharge
summaries various sections like medical history, prescription, allergies, diagno-
sis and accounts information is entered and kept as record.These documents
hold value for various analytical processing e.g, frequently prescribed medicines,
prevalent diseases or the financial statements. The overall architecture is shown
in Figure 1. To perform any sort of analysis, it is required that personal informa-






