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Abstract. While working with the sensitive data e.g, related to health,
there is a barrier of mistrust while selecting cloud services. To overcome
this barrier various standards of cryptosystem are used like encrypted
outsourcing, attribute based encryption and oblivious access policies.
The default access model of authorization on encrypted data gives full
access permission to its user. To narrow down the access scope as a subset
on given authorization is a non-trivial task. To design such systems multi-
ple encryption and decryption keys, data partitioning or attribute based
encryption are few available options. These techniques involve extra com-
putation cost and complex issue of key management. In this paper we
have proposed a framework to restrict authorization on encrypted data
with selective access. The underlying model is independent from complex
issue of key management. The proposed model also avoids one dimension
of side channel attacks on secure data and that is to learn from the pat-
terns of encrypted traffic. Our experimental results show that selective
authorization based on proposed model is compute efficient and create
random pattern for user access even for similar queries.

Keywords: health data, data sharing, Cloud Computing, security and
privacy

1 Introduction

The enormous volume of data in todays era of digitization is ready to be ex-
plored and shared by scientists, research institutes and enterprise organizations
for enhanced knowledge exploration. Ease of accessing the internet, widespread
of e-applications, user awareness, obvious benefits of digitized world on human-
ity are main reasons for this data proliferation. With same trend in health care
domain, services like Personal Health Record (PHR) allow its users to create,
manage and share its medical records with entities like physicians, friends and
family members [8]. Due to the management and maintenance cost of systems
like PHR, they are outsourced to third parties or cloud infrastructure [13],[10].
Besides these potential advantage of cloud infrastructure, health data requires
optimal level of security too. From the consumers’ and data sharing perspective,
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these concerns remain the primary inhibitor for adoption of cloud computing
services[2]. Besides PHR,hospital information management systems (HIMS)and
electronic medical records (EMR) require even greater level of security due to
the larger volume and variety of data. At a fine grained level the personal health
information (PHI) or the electronic health records (EHR) are required to be
protected in terms of their storage and utilization. Other than threat of mistrust
from third party or cloud service provider, the inside rouge user pose an equal
threat for the privacy breach of same information. A similar example is give in [§]
where a user took the PHI data home of 26.5 million users without prior permis-
sion of his employer. With all these concerns encrypted storage of sensitive data
is highly recommended while availing service of cloud infrastructure [3],[7].En-
crypted storage maximizes the privacy aspect of data however; at the cost of
lower scope of its utility. Encrypted data requires decryption keys by authorized
user to avoid its unsolicited disclosure. To minimize the usage of network band-
width and to avail optimal computation powers of cloud infrastructure various
searchable encryption SE schemes have been proposed|[1],[4]. With SE, if Alice is
an authorized user, she does not need to download the entire data from cloud to
her machine for decryption and then searching, rather, her encrypted query can
be evaluated efficiently with the help of available SE schemes.The SE schemes
allow users to access entire data for which authorization has been granted by
the owner.
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Fig. 1. Overall architecture

Another challenge beyond authorized access on sensitive data is to restrict
authorization for selective segments of information which comes under the cate-
gory of fine grained access control over encrypted data [5]. Consider an example
where a National Hospital (NH) is using HIMS and its IT infrastructure is uti-
lizing services of public cloud owned by Eve. To narrow down our example, we
will consider the scenario for medical discharge summaries. In medical discharge
summaries various sections like medical history, prescription, allergies, diagno-
sis and accounts information is entered and kept as record.These documents
hold value for various analytical processing e.g, frequently prescribed medicines,
prevalent diseases or the financial statements. The overall architecture is shown
in Figure 1. To perform any sort of analysis, it is required that personal informa-
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tion of patient should not be disclosed to anyone else other than the clinicians.
Information on drug usage is required to be shared with the supply department
and account section need to look into the billing section of this summary. A
single document now has multiple users with definite restrictions as imposed by
the data access policy of hospital. This issue can be handled by disintegrating
the clinical discharge summary document into various sections(bins) and then
assign each bin to its intended recipient. This approach might work for trivial ac-
cess structure ignoring the additional leakage of information which is explained
through an example.

Alice and Bob are two researchers in the hospital having access on the disease
and drug sections. Recently it is reported that diabetic patients aged 40 and
above have serious reaction with certain drug usage. Alice and Bob investigate
the information with repetitive queries. Although the information is encrypted in
the cloud, yet similar queries encrypted with same keys can reveal a common pat-
tern on Eves’ cloud. These common pattern in shape of similar queries or replies
might help the curiosity of Eves by learning beyond required. To overcome, both
Alice and Bob may require different keys, however, it will make the overall key
management a complex process and process of segregating the segments(bins)
useless. Considering all these concerns as motivation to our proposed solution
we have formalized a Dual-Lock mechanism to overcome the aforesaid limita-
tions. The proposed methodology is analogous to real world scenario of banking
lockers. The bank locker can be opened by two keys, where one key is held with
the bank and other is kept with the consumer. The unlocking process is possible
only when bank administration and owner has right pair of keys. The rest of
the paper is structured as below. Section 2 is about related work. Main idea and
proposed methodology is given in Section 3. Section 4 covers the evaluation and
results. Conclusion is given in Section 5.

2 Related Work

The trend in sharing health data between its stakeholder is not as much progres-
sive as in other disciplines due to the sensitivity and security issues related with
that [12]. This issue persist despite knowing the fact that its sharing can greatly
helps researchers to minimize the rate of illness and can save human lives. The
direct concern of security with health data is usually dealt with encrypted stor-
age [3],[7] where it can be shared with authorized parties conveniently. Health
data sharing take place between person to person e.g., PHR systems, between
hospitals through HIMS and standards like HL7. Personal health record (PHR)
is an emerging patient-centric model of health information exchange, which is
often outsourced on computer clouds. However, there have been wide privacy
concerns as personal health information could be exposed to those third party
servers and to unauthorized parties. For PHR system security Attribute based
encryption (ABE) is proposed [9]. In this system the concept of multi authority
ABE has been introduced. The proposed idea mainly relies on keys which is a
costly operation. A system that works with multiple keys becomes cumbersome
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for consumer in terms of remembering and managing these keys. In another
technique [6] that uses the ABE. After highlighting the importance of data and
security concerns while storing it in the untrusted domain of cloud computing,
they emphasis is to protect data and authorize access is permitted only if the
patient attributes meet the ABE construction.

Besides protecting data from unauthorized access, inferred knowledge is an-
other challenge while dealing with the sensitive data. To protect inferred knowl-
edge also known as additional slip away of information techniques like k- anonymiza-
tion [14] and l-diversity [11] with their various variations are used. The purpose
of all these techniques is to protect data either from unauthorized access or
avoiding the additional leakage of information. In between these two concerns
we have proposed a new methodology with least instrumentation to provide
further selective access on authorized data.

3 Main Idea

The motivation behind proposed idea is to exploit optimal resources in cloud en-
vironment with flexible, controlled and trace-free recourse sharing. With optimal
resources utilization we mean that for every request call, a constant operation
will output the required result. The controlled resource sharing will ensure that
a user does not learn anything for which it is not authorized. The proposed al-
gorithm also gives no clue to infer any additional knowledge by an honest but
curious cloud service provider from user request logs. The proposed methodol-
ogy also protects the pattern discovery of network traffic if intercepted by an
eavesdropper or malicious user. The same strength is also effective for inside
intruders.

3.1 Notations and Assumptions

The notations used in proposed system is given in table 1.

Table 1. Notations used in the descriptive detail of Dual Locks

Notation Description
D ={fi, f2,.., fn} |D is a data containing set of files
fi = s1,82,83,...,sm |Each file consist of m set of sections/attributes

P(z,y) A polynomial P defined over roots = and y
Ay, Each A uniquely identified a section s; € f;
£{~,6} To unlock each section of f € D, ¢ holds one and only one

combination of v and § for a particular section s. Formal proof]
of this concept is given in next section
ERp(x) Evaluation result of a polynomial P with root z
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3.2 Methodology

Sara is a security expert and looks after the automation process for the National
Hospital. The encrypted Data D of hospital is outsourced to a public cloud owned
by Eve. As a public cloud owner, Eve is considered as trusted but curious. With
trust we mean that data storage and policy of sharing this data with authorized
users is rightfully executed by Eve however for its curiosity Eve tries to learn
beyond obvious and permitted information disclosure. Authorized users on this
data holds a valid key to access the information. Recently medical discharge
summaries have also been uploaded on the cloud. There is a range of user groups
within the hospital that will be accessing the information on these documents.
To avoid unnecessary disclosure of information it is required that an employee
working in logistic department should only be able to view relevant information
related to logistics. Similarly people working in research department has nothing
to do with supply and demand issues. To achieve fine grained level of access
either multiple keys per group are required to be generated or data has to be
categorized in sub categories. To achieve it a dual lock mechanism is followed
that fits into the infrastructure already running. The fist locking component is
constructed using the unique identifier § for each section s of a file with in D.
This unique identifier is used to construct a polynomial P(z,y) where x and y are
two large random numbers such that | — y| = 0. The second locking component
is constructed using the same mechanism and is handed over to authorized user
which we call as 7. The value of v is send with user request to Eve Cloud.
Eve then calculates the composite polynomial using § and ~y. This composite
polynomial is then evaluated on x and y pair that were used in constructing o
and . This operation will end up in ER,(r1), ER,(r2), ER,(r3) and ER,(r4).
The figure 2 shows how these values are dealt with XOR and NOR logical gates.
The output result of gate operation is then multiplied with the user public key
and reply is encrypted with that key. In case of valid request the output will
remain decipherable by the user secret key and in case of invalid request the
output will not be recoverable.

£ {5y a=/1]ofof1]ol1]1]0]
o<1 [o o1 ]o]1]1]0]
a=ER,s,(v)
b= ER (%) c=‘1 ‘1 ‘0‘0 ‘ 1 ‘1 ‘0 ‘0‘
= ERp, (v
g i ¢=/1]1]0]0o]1][1]0]0]

output= NOR(EOR(a,b), EOR(c,d))

Fig. 2. Internal working of Dual Locks operations
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3.3 Proof of valid roots for composite polynomial

In this section we will prove that a composite polynomial constructed with a
finite set of roots satisfies the basic principle of proposed methodology. We well
show that only complete and exact participation of roots can result in required
output as manipulated with logical gates.

Let «y, , be the set of valid roots. 7;,7;, V%, have been used to construct two
polynomials P (y;,y;)and Pa(7yk, vi) such that v; < v; < v <. Also v —v; =
v — vk = I', where T" is an integer value. These polynomials are then added
together resulting in P’. This newly constructed polynomial P’ is then evaluated
as ER (i) ERpry(v5); ERprg(vk) and ERpy, (v1). The proposed methodology
works only when equation 1 is satisfied.

ER,), = ER ., ER,, = ER,,} (1)

P'3>

Let us consider that there exist another root value vz|v. & {vi,V;, v, i} for
which equality of equation 1 still holds. But while constructing the P; and Ps,
v, has not been used therefore if equality holds for equation 1, that means
7. is used while constructing the polynomial and it is equal to at least one of

{ves v vkt

4 Evaluation and Results

The signature for Encrypted data varies either with different key or variant input
plain text. In our experimental evaluation we have used it without using any en-
cryption technique. The output pattern revealed by our proposed methodology
is random and trace free even without encryption to find out the pre encryp-
tion resistance for pattern trace. After applying encryption on these inputs will
generate different output with similar keys.

{a) User Request on different resources {b) User request on same resources {c) User groups
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Fig. 3. Pattern analysis of user queries with different scenarios



Dual Locks : Partial sharing of health documents in Cloud 7

Fig 3(a) shows the pattern output analysis of two users who are accessing
different resources 3. In Fig 3(b) two users are accessing the similar resource
again and again but both figures Fig 3(a) and Fig 3(b) are hard to distinguish.
In Fig 3(c) we showed the output patterns without using the mechanism of dual
locks. In this figure, Fig 3(c), if users are requesting the same resource they will
end up in forming a cluster of similar queries.

5 Conclusion

In this paper we have proposed a framework that is used to narrow down user
authorization for selective attributes only. The goal of proposed framework is
two fold. First, It avoids using complex management of encryption keys and
is usable in existing systems where encrypted access is required for selective
authorization. Second, For every user request, irrespective from similar query or
users from same groups, the output pattern always end up in random pattern.
This random pattern helps to avoid additional leakage of information especially
while availing services of public cloud.
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