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Abstract. Modern technology relies on personalization due to its appealing services. It suggests the most relevant information to the users.
Beside it several benefits, there may be some privacy leakage due to the
personalization. As it analyzes and collects the user behavior’s data, and
generates a personalized decision. In this paper, we have considered the
personalization aspect of recommendation, crowdsensing, and healthcare
domains. We have identified the state-of-the-art research, specifically emphasizing on the personalization and privacy aspect. Also, we have conducted a survey, in order to identify the literacy of personalization and
privacy. Moreover, we have discussed the attacks that exploit the vulnerability of personalization.
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Introduction

With the emergence of technology, online social networking platforms have become an important aspect of every individual. Several social media platforms are
available, such as Facebook, Twitter, and Flickr, which can be used for networking, microblogging, and site tagging respectively. These platforms facilitate users
in different degree of interaction, which includes resource sharing, chatting, online gaming, and other services. Due to the direct involvement of users, a large
quantity of social information gets generated that provide assistance in many
situations, such as user feedback regarding a social concern or product helps in
retrieving an accurate information. In order to understand the preferences and
behavior of a user, these quality social information are used by different technologies to provide a personalized suggestion.
Personalization helps the user to retrieve the information efficiently based on
their preferences. The most common example is the recommender system, which
generates a personalized recommendation based on the user browsing behavior.
It has been applied in a variety of domains such as online multimedia, news,
shopping, social media, and tourism. According to [24], 90% of marketer has
deployed personalization strategies, due to the high impact on economy. Beside
the recommender system, the crowdsensing and healthcare domains also use the
personalization aspect to facilitate the users. Crowdsensing utilizes mobile phone
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sensors to collect user data, instead of deploying a sensor network. The sensing
is classified into personal and community, which monitor the individual and
group of users respectively. Currently, most of the healthcare applications use
this concept of crowdsensing to monitor patient vitals, behaviors, and emotion.
Based on these constraints, the application recommends a diagnosis, treatment,
or follow-up plan for the patient.
Despite the fact of several benefits, privacy is considered a secondary requirement in these domains. Most of the applications focused on efficient, reliable,
and accurate decision making/recommendation. According to Jeong et al. [25],
users are interested in personalization, but they are also curious about how the
service provider handles their personal data. Therefore, in the case of a recommender system, a small hint may spoil a big surprise. Suppose, in a husband-wife
relationship, the husband bought an expensive birthday gift for his wife using
a shared online shopping account. The purpose was to surprise her, but when
his wife login to the online shopping account, the system will provide a similar recommendation based on the recent purchase, which will spoil the surprise.
Similarly, in crowdsensing and health domain, mobile phone’s sensors and computation are used, where the data leakage regarding a specific diagnosis may lead
to a serious consequence. Most of the users desired high-quality personalization
that required more personal data, but the users are unwilling to share their personally identifiable information. Therefore, we have emphasized on the tradeoff
between personalization and user privacy, targeting recommender system, crowdsensing, and healthcare domains. In this research study, we have focused on the
following research questions (RQs):
RQ1: How personalization is deployed in recommender system, crowdsensing,
and healthcare domains?
RQ2:How personalization will affect the privacy?
RQ3:What will be the tradeoff between personalization and privacy?
The rest of the paper is classified as section 2 describes the state-of-the-art
techniques that use the personally identified information. Section 3 represents
the survey result regarding the data privacy awareness in the community. The
attacks that can occur due to personalization is discussed in section 4. Finally,
section 5 will summarize the conclusion and future work.
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Related Work

The personalization has been evolved and attracted great attention of the research community. We have covered the literature of recommender system, crowdsensing, and healthcare domains. Based on our literature review, we have selected
the most relevant papers that cover the aspect of personalization.
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Recommender System

Most of the personalized recommender systems, applications, engines, and frameworks have been proposed in the last few years. This mostly endorses the user
to use their social network’s account to avail the services. The goal is to collect
and analyze the social network’s activity and then generate a personalized recommendation accordingly. We have classified the recommendation systems into
a) Everyday Items, b) Like-minded People, and c) Article Suggestion.
a) Everyday Items: In everyday items recommendation, the user is considered
as an independent entity and suggested with a few random items, which leads to
a cold start problem. In order to tackle the cold start problem, many solutions
have been proposed [9]. A little interaction or social network activity analysis
leads to an effective and personalized recommendation [10]. Similarly, Guy et
al. in [12] described the relationship between the user and the items using the
proposed ranking function.
b) Like-Minded People: The social network platforms compared the user
profile contents and recommend based on the similarity index. Groh et al. [14]
used the neighborhood information from the social network and analyzed statistically using a collaborative filtering method. A unified framework for user
recommendation was proposed in [15]. In [13], the authors designed an approach
that collects information from different sources and generates a recommendation.
Moreover, [17] uses the content and collaborative based approaches to generate
recommendation and evaluate user profiles. Wang et al. designed an approach
that measures the similarity and generates a recommendation based on an inferred network tags [18].
c) Article Suggestion: Article suggestion is based on the topic and tag recommendation, which helps the user to choose the right tag. A survey of tag-based
recommendation along with the evaluation was proposed in [19]. In [20], the
tag was assigned automatically after analyzing the content of the article. Approaches for tagging based on correlation, rankboost, and neighbor voting graph
was proposed in [21], [22], and [23] respectively.
2.2

Crowdsensing

Crowdsensing helps in reducing the overhead of data collection and processing by using mobile phones. Farkas et al. designed an application that provides
information about public transport using participatory sensing [26]. The application crowdsourced data collection and feedback for visualizing the actual
position of the vehicle. An end-to-end participatory noise mapping system titled
as EarPhone, was proposed in [27] that uses compressive sensing for noise map
recovery and outsource the environmental data collection. In [28], the authors
develop an Adverse Drug Reactions (ADR) system that collects the ADR report
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through questions. Then apply machine learning algorithms to automate data
collection procedures and efficiently track the adverse events. Hu et al. designed
SmartRoad sensing system that collects data from in-vehicle smartphones GPS
sensor using participatory sensing and detects traffic regulators, traffic lights,
and stop signs [29]. Similarly, Wang et al. developed an application that shares
the user’s location along with vehicle speed in real-time [30]. The application
uses participatory sensing for identifying the traffic condition and user location.
2.3

Healthcare

With the emergence of wearable and smart technology, there is a rapid growth
in personalized healthcare management. A personalized wellness service recommendation system was proposed in [31], which monitors and quantifies the user
activities using mobile phone sensors. In [1], the authors presented cyber-physical
recommendation system that monitors user enjoyment while playing exergames.
The system learns from user behavior and recommends similar games. Moreover,
Dharia et al. proposed PRO-Fit framework [2], which monitors user activity and
timetable using accelerometer and user’s calendar respectively. Based on this
information recommend a workout activity.

3

Personalization and Privacy Literacy

As from the literature, we have identified that most of the research work proposed
different algorithms, frameworks, and applications, which collects the user’s identifiable information along with the user’s activities and behaviors. Based on this
information, a personalized suggestion is generated. According to the best of our
knowledge, none of the research work in the specified scope (recommender system, crowdsensing, and healthcare) has considered the effect of personalization
on privacy. However, few of the studies [4, 5, 11, 16] have developed a personalized recommendation application by integrating functional interactions and
user’s privacy preferences. In [3], the authors have described the tradeoff between personalization and privacy, targeting online social networks only. Therefore, the purpose of our research is to create awareness among the community,
because these applications not only monitor user behavior using mobile phone
sensors, but also access sensitive resources such as storage, camera, microphone,
and contacts. Any malicious attempt may lead to serious consequences.
In order to understand the level of personalization and privacy literacy, we
have created a questionnaire using Google Forms and share the links with the students using the university mailing list. The responses were collected anonymously
and allowed to use for research purpose only. Table 1 shows the demographic
information of the participant. A total of 196 students has completed the survey,
which includes 103 males and 93 females in the young (16 to 22), early adult
(22 to 35), and middle adult (35 to 50) groups. These participants are enrolled
in undergraduate, graduate, and post-graduate studies. They belong to diverse
nationalities, which includes South Korea (124), China (02), Nepal (01), India
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Table 1. Demographic details of Participants

Male
Gender
Female
16 to 22
Age
22 to 35
35 to 50
Undergraduate
Education Graduate
Post Graduate
South Korea
China
Nepal
India
Vietnam
Nationality
Ecuador
Pakistan
Egypt
Yemen
Bangladesh

Participants
103
93
117
66
13
121
35
13
124
2
1
8
9
5
33
1
3
10

(08), Vietnam (09), Ecuador (05), Pakistan (33), Yemen (03), and Bangladesh
(10).
Each participant has answered eleven questions based on their understanding.
The statistic of the survey is presented in Table 2. The survey questions were
classified into personalization (5), privacy (5), and willingness (1). The results
show some interesting facts, almost all the participants know about personalization and privacy. Most of the participants were satisfied with the high-quality
personalization, but some do not want to share their personal data with the application. According to their reviews, they have no choice because they need to
get the permission in order to use the application. Moreover, participants were
also very concern about their privacy over the internet and they believe that
it may be exploited by the attacker. But still, most of the participants share
their post or comments without any privacy preference. According to them, it is
just a post or comment, which will be useless for the attacker. However, all the
participants show their interest to learn about the privacy attack that may cause
by the personalization aspect. Figure 1 shows the graphical representation of
the overall statistical result.
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Exploiting Personalization Vulnerabilities

Modern service based on personalization has appealed the users due to its numerous benefits. On the other hand, it also provides a new attacking surface for
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Categorization

Personalization

Privacy

Willingness

Table 2. Personalization and Privacy Questionnaire

Survey Questions Description
SQ1
Do you know about personalization?
SQ2
Do you like the personalization aspect used in different websites and
mobile phone application?
SQ3
Do you like personalized recommendation feature of different applications?
SQ4
Do you allow the third party application to use your personal data for
recommendation?
SQ5
Do you feel comfortable, if your personal data helps in generating a high
quality personalized recommendation?
SQ6
Do you know about privacy?
SQ7
Do you really concern about your privacy over the internet?
SQ8
Do you believe that activity monitoring and tracking along with personal
information may lead to certain privacy threats?
SQ9
Do you think it would be a privacy threat, if your mobile phone exchange
the information (location, driving speed) with the nearby mobile phones
for a specific task?
SQ10
Do you share your posts or comments on the social media without any
privacy preference?
Do you like to be aware of privacy attacks that may cause by personalization aspect?
SQ11

196

181

124

196
177
152

170

110

146

Yes
193
189

0

15

72

0
19
44

26

89

50

No
3
7
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Fig. 1. Statistical Representation of Personalization and Privacy Survey Results

the attacker. In this section, we have discussed some of the attacks that exploit
the personalization aspect and caused serious damage.

4.1

Pollution Attack

Pollution attack is categorized as the most effective attack for personalization
services, as it allows third-party applications to modify the customize content
and affect a user’s choice set. In [6], Xing et al. used pollution attack and exploit
the personalization aspect of YouTube, Google, and Amazon.

4.2

Data Poisoning

In data poisoning, the attacker recruited a group of malicious user to submit
malicious data, which degrade the efficiency of a crowdsensing system. In [7],
the authors have focused on the two types of data poisoning. a) Availability
Attack, b) Target Attack

a) Availability Attack: The purpose of availability attack is to engage the
malicious worker to increase the chances of error in the crowdsensing systems.

b)Target Attack: The attacker tries to skew the victim to a specific answer
by poisoning the sensory data. If the victim is changed to the target answer, the
attack gets to succeed.
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Whaling Phishing

Whaling phishing exploits the user to reveal personal or organization information [8]. It is a special type of phishing that targets a user having sensitive
information.

5

Conclusion and Future Work

In the last few years, personalization has become very popular due to its valueadded services. Besides these services, it has several privacy issues, as it collects
the user information based on online surfing behavior or using mobile phone sensors. The collected data have sensitive information that leads to several privacy
issues. The purpose of this research is to create an awareness among the community regarding their privacy. According to the best of our knowledge, this is the
first study that considered the effect of personalization on privacy, emphasizing
on the emerging domains of crowdsensing and healthcare along with the recommender system. Currently, we are working on designing an algorithm that will
be used by the recommender system, crowdsensing, and healthcare domains, in
order to ensure personalization and privacy. Also, our design mechanism will provide prevention against the existing attacks, such as pollution, data poisoning,
and whaling phishing attacks.
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