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One-shot Pairing and Authentication Using Moms Secret
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ABSTRACT

The existing pairing and authentication mechanisms adopt either
fuzzy commitment or fuzzy password-authenticated key exchange
for device fingerprint generation, detecting and correcting multiple
symbol errors, leading to guessing attacks and increased pairing
time. In this study, we propose a one-shot pairing and authentica-
tion approach that generates a device fingerprint from the selected
contextual data using Median-of-medians (Moms), ensuring ran-
domness and preventing guessing attacks. Moreover, we integrate
the Moms secret into Password Authenticated Key Exchange (PAKE)
to reduce the pairing time and improve security. The evaluation
demonstrates that our proposed one-shot pairing and authentica-
tion approach ensures strong resistance against information gain,
reduces the probability of guessing attacks, and significantly de-
creases the pairing time compared to state-of-the-art approaches.

CCS CONCEPTS

« Security and privacy — Authentication; Key management.
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1 INTRODUCTION

Pairing involves the establishment and computation of secret cre-
dentials (such as keys) among communication entities based on
commonly sensed context [6]. Authentication, on the other hand,
verifies and validates the identities of communicating entities. Our
focus was on the identification of a single device or a group of
devices based on their sensed contextual data. The recent trend in
smart devices usually includes built-in onboard sensors that sense
the surrounding environment and utilize the data for various ser-
vices. According to our analysis, existing solutions are proposed
in two major perspectives: user-centric [10] and device-centric [7].
User-centric approaches collect data associated with a specific user
and ensure the authentication of devices in the user’s possession.
These approaches first identify user behavior based on collected
data and initiate the pairing process to select legitimate devices in
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possession of the targeted user, preventing contextual co-presence
attacks. In device-centric approaches, each device senses the sur-
rounding environment and utilizes the collected data to identify
legitimate devices within its proximity using pairing and authen-
tication. The surrounding contextual data depend on the number
of sensors involved in the data acquisition process and their corre-
sponding data modalities; the collected data can be either single or
multimodal [5].

In this study, we focus on how devices can mutually verify and
validate their identity based on contextual data. We propose a one-
shot pairing and authentication approach using Median-of-medians
(Moms) secret generation for single and multimodal data. In a single
modality, the Moms secret is generated using the device’s physical
context such as power consumption. Typically, the end device’s
contextual information is used by the centralized server to verify
and validate its identity. It is assumed that the device’s contextual
data are already stored in a secure centralized repository and ac-
cessible to the server. The server acquires physical context of a
specific device based on its identity, establishes a shared secret key,
and identifies the end device based on the shared secret key. A
prominent example is non-intrusive load monitoring data, where
each appliance shares power consumption data with the centralized
server for an energy management system. The goal of such pairing
and authentication is to use physical contextual data as dynamic
credentials, independent of time synchronization, reducing time
complexity and computational overhead, and ensuring prevention
against guessing attacks. In the case of pairing and authentication
based on multimodal data, our proposed approach verifies and vali-
dates neighboring devices based on their ambient context, which
supports personalized services in a smart environment. The objec-
tive is to reduce the computational overhead on the end devices for
operating a separate communication protocol for authentication.
Therefore, our proposed Moms secret generates the device finger-
print based on selected data dimensions from different modalities
and uses it with Password Authenticated Key Exchange (PAKE)
for shared secret key establishment. The key contributions of this
study are as follows:

e We address the problem of time synchronization and low-
entropy contextual information by proposing the Moms se-
cret, which utilizes interval-based data that is independent
of time synchronization and converts low-entropy values
into high ones by taking the medians, ensuring randomness
and preventing information leakage.

e We solve the problem of prolonged pairing time by selecting
one data dimension from each modality based on similarity
patterns. Then, we use the selected data dimension from all
modalities for device fingerprint generation using the Moms
secret. This significantly decreases predictability, increases
entropy, and reduces pairing time.
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o Existing approaches often adopt fuzzy-based methods for
pairing and authentication, such as Reed-Solomon code, to
detect and correct multiple symbol errors. However, adver-
saries can exploit this vulnerability to launch contextual
co-presence attacks. To address this issue, we adopt PAKE
and integrate it with the Moms secret, resulting in reduced
pairing time and improved security.

2 ONE-SHOT PAIRING & AUTHENTICATION

The proposed one-shot pairing and authentication approach verifies
and validates devices based on their single or multimodal contextual
data. The contextual data may be physical, affiliated with the device,
or ambient, sensed by the device. The term one-shot implies that
only the end device’s contextual information can be utilized by the
verifier just once to perform pairing and authentication. Therefore,
the attacker also has only one-shot to crack a specific session. The
proposed approach acquires the contextual data, then generates
a Moms secret, and finally establishes the key using PAKE. The
detailed description of each step is described as follows.

2.1 Contextual Data Retrieval

The device shares its physical context with the centralized server
for long-term storage, and the server can utilize the same inter-
val of data for pairing and authentication. It is assumed that the
physical context can be transmitted over a secure communication
channel. The interval for selecting the context is predefined based
on the number of instances. Each device’s contextual data is linked
with its unique identifier, which can be utilized while retrieving its
corresponding context for validation and verification. Moreover,
in the case of peer-to-peer pairing and authentication, each device
needs to have the same type of sensing modules and environment
to acquire the ambient context.

2.2 Moms Secret Generation

The device’s physical context has low entropy, making it vulnerable
to guessing attacks. Therefore, we propose a method to convert the
low-entropy context value to high entropy using the Moms secret
generation, as described in Algorithm 1. Initially, the selected time
interval contextual data (Cy,, ..., Cs,) related to a specific device
is acquired from the centralized repository based on the unique
identifier of the targeted device. Then, compute the first median
to divide the contextual data into two approximately equal size
groups, denoted as G, pper and G . To convert the low-entropy
value to high entropy, compute the median of G, pper and Gg
as Spredval and tpredval respectively. Compare the corresponding
groups (Gfupper and G| ) with spreqvar and fpreqv a1, and store
the resulting booleans in Gs,,,,,,., and Gy, To acquire the values
in binary form, convert Gs,,, ., and Gy,,,,,, into integers, resulting
in zeros and ones, depicted as bits (Gyp;ss and Gyp;ss). Concate-
nate Gyp;ps and Gopjps into Geonear and convert it into bytes after
padding (if required). Then reshape the Geoncqr into 8-bit chunks,
convert it into string S;,chunk, and then decimal value Deccpynk,
formulating the elements (MomssecresElements) for Moms secret.
Upon completion, the MomssecrerElements €an be concatenated
into sting Momsgsecssr to make one value and then convert it to an
integer to get our proposed Moms secret (Moms,oere;)-
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Algorithm 1: Moms Secret Generation

Input: Contextual data with respect to time (Cy,, ..., Cy,,)
Output: Generated Moms Secret (Moms,,.,.;)

dc, < Collect(Cy,...,Cz,) /* Contextual Data */
2 fmedval < median(dc,) /* First Median %/
Glpper < de [fMedval > dc, ]
Gflower — dCx [fMeaval < dCx]
5 SpMedVal < median(Gﬁlpper)

6 Gsupper < SMedVal Z Gf e,
tMedval < median(Gflower)

8 Gigrer < tMedVal < Gfigyier
Gibitss Gavirs < int(Gs,pper ) iNH(Gtyposer)
10 Geoncat “— Gipirsl|Gabits

11 Pagpirs < len(Geoncar) mod 8

12 Pogpits <= 8 — PadBirs
13 if P,ypi;s > 0 then
14 Gpgg < "0" X Pogpits /* Zero’s Padding */
15 L GeoncatPad < int(str(Geoncar) + Gpad)

16 else

17 L GeoncatPad < Geoncat

-

©

'S

/* Second Median */

/* Third Median */

N}

©

/* for bytes x/
/* Padding Bits */

18 Bjtschunk < reshape Goonearpad into 8 elements
19 for i in range(len(Bj;schunk)) do

20 StrChunk < Concatpirs_to_str(Birschunk [i])
21 Decchunk < int(Srchunk> 2)

22 MomssecretElements-append(Decchunk)

23 Momssecstr < ConcatMoms_to_Str(MOWSSecretElements)
24 Momseperes < iNt(Momssecstr)

2.3 Moms Secret based on Multimodal and
Multidimensional Contextual Data

According to our analysis, ambient contextual data is usually multi-
modal and multidimensional, including sensors such as accelerom-
eter, gyroscope, and barometer, commonly used for context identifi-
cation. Therefore, to generate the Moms secret from multimodal and
multidimensional contextual data, the following steps are taken. Ini-
tially, the data from different modalities within the specified window
size (Mlct(ws)’ Mnct(ws)) are loaded into a contextual modality
dataframe (MCtx). The data dimension (Mdims) of each device’s
ambient context (c) retrieved from Mc;y is assessed. In the case of
uni-dimensional data, the My,sSecrer is generated from the selected
c as described in section 2.2 and appended with the multimodal-
based Moms secret (My;siModalMomsseere:)- If the Mgims of a spe-
cific ¢ has more than one data dimension, such as accelerometer
and gyroscope, which have three dimensions, only one data dimen-
sion is selected based on the pre-defined rules. Then, the generated
Moms secret is appended with the other sensors modalities in a
pre-defined sequence.

2.4 Moms PAKE

PAKE presents the concept of establishing a shared secret key
among communicating entities using a password known to the
targeted devices [1]. PAKE relies on the concept of zero-knowledge
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Dataset#1 — The Almanac of Minutely Power dataset (AMPds2)
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Figure 1: Shannon Entropy Assessment Between Existing
(Ustundag et al. [13]) and Proposed One-shot Approach

proof, where devices can verify and validate the possession of a pass-
word without revealing or sharing it over the communication chan-
nel [2]. We use the generated Moms,.,; OF MyitiModalMomsseerer
as a device password (Dpy,,,,,, ) depending on the nature of con-
textual data and adopt PAKE to generate a 256-bit shared secret
key for each device accordingly. Therefore, the security of our pro-
posed one-shot pairing and authentication approach relies on the
generation of Moms secret among the participating devices. In the
case where the same symmetric key is generated on both devices,
successful one-shot pairing and authentication occur. Otherwise,
pairing and authentication fail.

3 EVALUATION AND RESULTS

The security of one-shot pairing and authentication depends on
the acquired physical and ambient context, as well as the generated
Moms secret. Therefore, we have evaluated our proposed approach
based on three evaluation metrics, which include entropy assess-
ment, probability of guessing attack, and pairing time. The acquired
results for each evaluation criterion were compared with those of
state-of-the-art approaches. The detailed description of dataset se-
lection and evaluation metrics is provided below.

3.1 Dataset Selection

To evaluate our proposed one-shot pairing and authentication ap-
proach, we have selected datasets based on the contextual nature
of the data.

3.1.1  Device Physical Context Datasets. We utilize the same datasets
mentioned in [13] to reproduce their results and avoid bias. The
first dataset is the Almanac of Minutely Power dataset (AMPds2),
which contains data collected from a non-intrusive load monitoring
system for two years and includes timestamps, voltage, current, and
power as features [8]. The second dataset is the Sustainable Data
for Energy Disaggregation (SustDataED2), which contains smart
meter data attached to 18 appliances within one household [11].

3.1.2 Device Ambient Context Datasets. For the device ambient
context dataset, we utilized co-presence-based pairing and authen-
tication [4], [3]. Specifically, we selected the dataset related to the
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scenario involving cars, which was produced and used for the eval-
uation of FastZIP [3], similar to our proposed Moms PAKE. This
dataset includes accelerometer (Acc), gyroscope (Gyr), and barome-
ter (Bar) data collected from multiple smartphones placed in each
car at various positions. The data collection encompasses both
adversarial and non-adversarial settings.

3.2 Ablation Study for Multimodal and
Multidimensional Moms Secret

To select an appropriate data dimension from multimodal and mul-
tidimensional contextual data, we conducted an ablation study on
the FastZIP dataset [3], specifically for accelerometer (Acc) and
gyroscope (Gyr), considering the x, y, and z data dimensions. We
generated the Moms secret from each data dimension associated
with the corresponding modalities and computed the similarity
scores between the generated Moms secret. Our analysis on FastZIP
data revealed the similarity percentages: 60.42% for (Accy, Accy),
50.24% for (Accy, Accz), 51.45% for (Accy, Accz), 52.21% for (Gyry,
Gyry), 48.78% for (Gyrx, Gyr), and 53.63% for (Gyry, Gyrz). Thus,
utilizing multidimensional data affiliated with the same modality
would increase the computational overhead on end devices and lead
to an unreliable Moms secret due to repeated bit patterns. There-
fore, the correct Moms secret can be extracted using the dimensions
(Accy, Gyr, Bar) on the FastZIP dataset.

3.3 Entropy Assessment

Entropy measures the state of disorder, randomness, and uncer-
tainty in a given sequence. According to Claude Shannon [12],
entropy is inversely proportional to information gain (Entropy a
InformationGain™1). Therefore, we have computed the entropy
of existing (Ustundag et al. [13]) and proposed one-shot approach
using AMPds2 and SustDataED2 datasets, as shown in Figure 1.
With the AMPds2 dataset, the entropy of the raw dataset used by
existing approach is 2.1693, while the entropy of Moms secret with
a small window size of 10 is 3.8805, and with a large window size
of 1000 is 4.8454. In both cases, the entropy of our proposed ap-
proach is higher compared to the state-of-the-art. Similarly, for the
SustDataED2 dataset, the entropy of existing approach is 3.1275,
while the entropy of Moms secret generated with a window size of
10 instances is 3.8964, and with a window size of 1000 instances is
4.1728. These results indicate that the entropy of the Moms secret is
higher compared to the Ustundag et al. scheme, suggesting that our
proposed one-shot pairing and authentication mechanism ensures
strong resistance against information gain and prevents predictive
contextual attacks.

3.4 Probability of Guessing Attack

The probability of guessing attack indicate the likelihood of an
attacker to guess a specific contextual value used for a specific op-
eration. We have computed the probability of launching guessing
attack on existing (Ustundag et al. [13]) and proposed approach
using the AMPds2 and SustDataED2 datasets. The results shows
that the probability of guessing Moms secret is less than guessing
the physical context of devices used by the existing approach. Be-
cause Moms secret require to first guess the length of selected time
interval, then identify the exact pattern and value on each position
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that makes it hard for the adversary to guessing the Moms secret
within the acceptable pairing and authentication time.

3.5 Pairing Time Assessment

Pairing time is the time required for an end device to complete the
pairing process from data collection to secret key establishment. We
evaluated the pairing time of our proposed Moms PAKE approach
and compare with the state-of-the-art schemes of Fomichev et al.
[4], [3]. For a fair comparison, we used the FastZIP dataset, select
the window size (ws) for multimodal data acquisition, and used two
Raspberry Pi 4 Model B for Pairing time assessment. We assess pair-
ing among the communicating entities (Raspberry Pi devices) using
multimodal data selected in ws, and incrementally slide the win-
dow upon completion of pairing process for the targeted scheme,
then compute the average pairing time. Figure 2 demonstrates
that Moms PAKE significantly reduces pairing time compared to
Fuzzy PAKE [3] and Fuzzy Commitment [4]. For single-modality
pairing using Acc, Gyr, and Bar, an average reduction in pairing
time of 4.83% (Fuzzy PAKE) and 41.39% (Fuzzy Commitment) is ob-
served. Similarly, for dual modalities, there is an average reduction
of 22.67% (Fuzzy PAKE) and 56.91% (Fuzzy Commitment), and for
triple modalities, an average reduction of 16.22% (Fuzzy PAKE) and
57.53% (Fuzzy Commitment). The greater reduction in pairing time
for Moms PAKE is attributed to selecting one data dimension from
multidimensional data per modality, instead of considering all for
secret key generation as utilized by the state-of-the-art.

4 RELATED WORK

We have analyzed existing literature related to pairing and au-
thentication based on a device’s contextual data, considering both
physical and ambient aspects. According to our analysis, existing ap-
proaches often utilize low-entropy contextual data for pairing and
authentication, which can be exploited by adversaries for launching
predictive contextual attacks [13]. Therefore, it is crucial to collect
a sufficient amount of contextual data to provide adequate secu-
rity, resulting in prolonged pairing times. Thus, existing solutions
face a trade-off among security, computational overhead, and pair-
ing time [9], [3]. Additionally, physical contextual data are often
used in keyed hash functions for authentication, which increases
overhead on resource-constrained devices [13]. Moreover, verifica-
tion of neighboring devices based on ambient context approaches
often utilizes fuzzy commitment, incorporating error correction
mechanisms such as Reed-Solomon (RS) code to detect and correct
multiple symbol errors [3]. However, adversaries can exploit this
feature to launch contextual co-presence attacks [9].

5 CONCLUSION

In this study, we proposed a one-shot pairing and authentication
approach using the Moms secret, which converts low entropy to
high entropy, resulting in low information gain. We integrated the
Moms secret as a password in PAKE to improve security and reduce
the overall pairing time. In the future, we will assess our proposed
approach based on intra-device and inter-device pairing.
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Figure 2: Pairing Time Reduction of Moms PAKE Compared
to Fuzzy PAKE [3] and Fuzzy Commitment [4]
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