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Abstract 
 

Sensor network security solutions that have been 
proposed so far are mostly built on the assumption of a 
trusted environment, which is not very realistic so we 
need trust management before deploying any other 
security solution. Traditional trust management schemes 
that have been developed for wired and wireless ad-hoc 
networks are not suitable for wireless sensor networks 
because of higher consumption of resources such as 
memory and power. In this paper, we propose a novel 
lightweight group based trust management scheme 
(GTMS) for distributed wireless sensor networks in which 
the whole group will get a single trust value. Instead of 
using completely centralized or distributed trust 
management schemes, GTMS uses hybrid trust 
management approach that helps in keeping minimum 
resource utilization at the sensor nodes. 1 
 
1. Introduction 
 

Wireless sensor networks are susceptible to various 
types of security threats such as eavesdropping, message 
replay, and fabrication of messages. These threats can be 
avoided by introducing various safety mechanisms such 
as authentication, confidentiality, and message integrity. 
These safety mechanisms are dependent upon 
cryptographic schemes that need robust and secure key 
exchange mechanism. If the key exchange mechanism is 
securely carried out successfully, we say that the two 
nodes have established “Trust” in each other. If one or 
multiple communicating nodes are compromised before 
the successful key exchange, any subsequent safety 
mechanisms are rendered ineffective. Thus there is a clear 
need to establish trust between communicating nodes. So, 
to establish secure communications, we need to ensure 
that all communicating nodes are trusted. That’s why trust 
establishment is a prerequisite of any security 
implementation and both are tightly interdependent.  

                                                 
1This work is financially supported by the Ministry of Education and 
Human Resources Development (MOE), the Ministry of Commerce, 
Industry and Energy (MOCIE) and the Ministry of Labor (MOLAB) 
through the fostering project of the Lab of Excellency. The 
corresponding author of this paper is Prof. Sungyoung Lee. 

Current research on sensor network security is mostly 
built on the assumption of a trusted environment [1]. 
Security solutions such as SPINS [2], TinySec [3], LiSP 
[4], and LSec [5] etc that have been developed so far are 
based on this same assumption. Traditional trust 
management schemes [6, 7, 8, 9, 10] that have been 
developed for wired and wireless ad-hoc networks are not 
suitable for wireless sensor networks because of higher 
consumption of resources such as memory and power as 
we will discuss here. Therefore we need a lightweight 
trust management scheme for large scale distributed 
wireless sensor networks. 

Trust management schemes can be either centralized 
or distributed, but we believe that neither completely 
centralized nor completely distributed trust management 
schemes are suitable for wireless sensor networks. 
Centralized trust schemes are not appropriate because 
they are energy expensive due to extra routing overhead. 
In large sensor networks, the total routing cost for the 
exchange of trust values of a sensor node with the base 
station is quite energy expensive when the base station is 
far away from the node. Totally distributed approaches 
are also not suitable because each node has limited 
memory and computation power. In a distributed 
approach, each node needs to maintain the up-to-date 
record about the trust values of entire network in the form 
of a database. The size of the database is directly 
proportional to the size of the network. It is not possible 
for a single sensor node to store and compute the trust 
values of the entire network. Therefore some hybrid 
scheme is needed.  

We also believe that sensor nodes mostly fulfill their 
responsibilities in a cooperative manner [11] rather than 
individually. Therefore instead of calculating individual 
trust, it is more appropriate to calculate the trust for the 
entire group.  

Research on trust management scheme for wireless 
sensor networks is in the infancy state. Hence, in this 
work, we propose a novel lightweight group based trust 
management scheme (GTMS) for distributed wireless 
sensor networks that is based on a hybrid trust 
management scheme. Rest of the paper is organized as 
follows: Section 2 describes the Group based trust 
management scheme. Section 3 consists of conclusion 
and future directions.  



 
 

 

2. Group based Trust Management Scheme 
(GTMS) 

 
Our trust model is based upon hybrid trust 

management scheme. Within a group we used distributed 
trust management approach in which all sensor nodes 
need to calculate individual trust values for all group 
members. Cluster head will aggregate these trust values 
and forward it to the base station (BS). Then, the base 
station will calculate the cumulative trust value of the 
whole group. Depending upon that trust value, BS will 
assign one out of three possible states, namely: trusted, 
un-trusted and un-certain to the whole group as shown in 
figure 1. In this way, the state of all the groups will be 
calculated and stored at the base station. After that, the 
base station will periodically multicast the current state of 
each group to all cluster heads. Here BS is the central 
authority.  

 
Fig 1: Conceptual Group based Trust Model Scenario 

Our group based trust model works in three phases 
1. Trust Calculation at Node  
2. Trust Calculation at Cluster Head 
3. Trust Calculation at Base Station 

The trust value Tvxy of node y calculated by node x is a 
value between 0 and 1. 
 
2.1.  Trust Calculation at Node 
 
At the Node level, trust value is calculated by using time 
based past interaction as well as peer recommendations.  
 
2.1.1. Time based Past Interactions Evaluation: Time 
based past interaction value of node y at node x, ,x yPI is 
defined as:  
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Where ,x yPI  is the past interaction value of y calculated 
by node x based upon past interactions, SIx,y is the 
successful interactions of nodes x with y, UIx,y is the 
unsuccessful interactions of node x with y. ws

 and wu are 
positive numbers (depending upon time) and represent the 
corresponding weights of SIxy and UIxy. The weight ws

 is 
defined as:  
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wu is defined similarly. This mapping function helps to 
assign higher, medium or low weights based on the last 
interaction time. The time ts and tu are defined as:  
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Where currentT  is the current time, ,x yST  ( ,x yUT ) is the 

time of last successful (unsuccessful) interaction and TΔ  
is the threshold time.  

 
Fig 2: Time based Past Interactions Evaluation 

 
Figure 2, shows the graph of the past interaction 
evaluation against successful and unsuccessful 
interactions. ‘h’, ‘m’ and ‘l’ were given the values 3, 2 
and 1 and ws and wu were randomly assigned one of these 
values in every computation of PIx,y. The graph shows 
fluctuations when SIx,y and UIx,y have roughly the same 
values but when SIx,y  is considerably larger than UIx,y , 
PIx,y approximates to 1. 

 
2.1.2. Peer Recommendations Evaluation: Let’s 
suppose there are n nodes in the group and each node has 
its own unique id. Each node has a trust value for any 
other node it interacted with before. When any node gets 
peer recommendations then it calculates the trust value by 
using the following formula.  
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Where  PRx,y is the peer recommended trust value of node 
y calculated by node x, ,x iTv is the trust value of node ‘i’ 

calculated by node x and ,i yTv is the trust value of node y 
sent by node i. 
 
2.1.3. Formation of Trust Value: Let’s suppose node x 
wants to calculate the trust value ( ,x yTv ) of node y, then 
it can be calculated by the following equation.  
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2.1.4. Memory Requirement at Sensor Node: Each 
node maintains a small trust database as shown in table 1. 
The size of each record is 22 bytes. Therefore memory 
requirement for GTMS at each sensor node is (n-1)*22 
bytes, where n is number of nodes in the cluster.  

Table 1:  Trust Database at Sensor Node 
Past Interactions Node 

ID SIx,y STx,y UIx,y UTx,y 

Peer 
Recommen-

dations 

Trust 
value 

2 
bytes 

2 
bytes 

4 
bytes 

2 
bytes 

4 
bytes 4 bytes 4 

bytes 
 
Size of trust database at each node, is dependent upon 
size of the cluster. For instance, if we assume that there 
are 10 nodes in the cluster then the size of trust database 
requires 198 bytes of memory space.  
 
2.2.  Trust Calculation at Cluster Head 
 

Here we assume that Cluster Head is the sensor node 
that has higher power and memory as compared to other 
sensor nodes. For memory efficiency it is recommended 
that the size of cluster should be small and each node 
should directly communicate with its cluster head via 
single hop [12]. For the calculation of trust, cluster head 
broadcasts a request in a group. In response, all group 
member nodes forward their trust values of other member 
nodes to the cluster head. The trust vector of cluster head 
node chTv

JJG
 is defined as  

,1 ,2 ,( , , , ) (6)ch ch ch ch nTv Tv Tv Tv=
JJG

… "  

Where ,ch iTv represents the trust of node i. It is calculated 
as  
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This Trust vector is forwarded to BS.  
During group-to-group communications cluster head 

maintains the record of past interactions of another group 
in the same manner as individual nodes keep record of 
other nodes. For group based trust calculation we have 
adopted centralized trust based management scheme. 
Trust value of any group is calculated on the basis of past 
interaction and information sent by base station. Here we 
are not considering peer recommendations in order to 
save memory and power computation of cluster head 
node.  
 
2.2.1. Formation of Trust Value: Let us suppose cluster 
head ‘I’ wants to calculate the trust value ( ,i jTv ) of 
another cluster ‘j’, then it can be calculated by the 
following equation.  
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where ,i jBR is the recommendation sent by base station to 
cluster head ‘i’ for ‘j’. This trust value is later forwarded 
to the base station on request. 
 
2.2.2. Memory Requirement at Cluster Head: Cluster 
head maintains two databases; one is similar to individual 
sensor node’s trust database and the second one maintains 
the trust values of other groups as shown in table 2. The 
size of each record is 22 bytes. So, the total size of table 2 
is (m-1)*22. Here ‘m’ is the total number of groups in the 
network. In order to store all the trust values in both 
databases, cluster head needs (n+m-2)*22 bytes of 
memory space. For instance, if we assume that there are 
10 nodes in the cluster and 20 groups in the network then 
the cluster head needs 616 bytes of memory to store these 
values. 

Table 2:  Group Trust Database at Cluster Head 
Past Interactions 

with Groups Group 
ID SIx,y STx,y UIx,y UTx,y 

Recommen- 
-dations 
from BS 

Trust 
value 

2 
bytes 

2 
bytes 

4 
bytes 

2 
bytes 

4 
bytes 4 bytes 4 

bytes 
 
2.3. Trust Calculation at Base Station 
 

Suppose there are m groups in the network. BS 
periodically multicasts request and response packets to 
the cluster heads. On a request, cluster head forwards 
their trust vectors and recommendations of other groups 
based upon past interactions to BS. On the basis of these 



 
 

 

responses, BS maintains the trust matrix (TM) as shown 
below. 
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Based on this matrix, it calculates the trust value of each 
group as shown below: 
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After calculating each group’s trust value, BS will map 
these values with the mapping function Mp for 
identification of state, defined below: 

,

, ,

,

0.6 1
( ) 0.4 0.6 (11)

0 0.4

BS Gi

BS Gi BS Gi

BS Gi

trusted Tv
Mp Tv uncertain Tv

untrusted Tv

⎧ ⎫≤ ≤
⎪ ⎪= ≤ <⎨ ⎬
⎪ ⎪≤ < ⎭⎩

"  

Base station is the command center of sensor network and 
doesn’t have constraints of limited memory and power. 
Therefore, we can safely ignore the issue of memory 
storage requirements for GTMS at the base station. 
 
3. Conclusion and Future Directions 
 

In this paper, we have proposed a novel group based 
trust management scheme (GTMS) for distributed 
wireless sensor networks, which is hybrid in nature. 
GTMS is very simple and flexible and doesn’t require 
large storage of data and complex computations at sensor 
nodes. In future, we will incorporate intrusion tolerant 
intelligence in GTMS, so that nodes are able to detect 
false trust values sent by any malicious node. We will 
also perform a detailed simulation analysis to get the 
actual level of energy consumption. GTMS trust model is 
based on the assumption that every node has a unique id, 
but the following still remains an open problem: “how to 
assign identities and trust values to sensor nodes in a 
large scale anonymous environment where nodes have no 
unique id?” 
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