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Abstract. Mobile computing is an emerging and prospering field of distributed
computing where wireless mobile devices let consumers do their job on the
move. However, there are challenges such as unpredictable network quality,
lower trust, limited resources (battery power, network bandwidth, storage,
processing power, etc) and extended periods of disconnections which hinder to
make this inspiration a reality. A major issue is the appropriate handling of
such failures with minimal processing and storage overhead on mobile hosts.
To meet these goals, we propose a proxy-based coordinated checkpointing
scheme. In this scheme mobile hosts seamlessly store checkpoints on their re-
spective proxies running on the middieware. Our approach makes it efficient to
rollback to the latest consistent global snapshot, without direct involvement of
the mobile hosts, which results in less processing and storage averhead on mo-
bile devices as compared to existing schemes.

1 Introduction

Even though wireless mobile devices support mobile communication and flexible
usage, at the same time they have some shortcomings that include; unpredictable
network quality, lower trust, limited resources (power, network bandwidth etc) and
extended periods of disconnections [3]. A major issue is the appropriate handling of
such failures with minimal processing and storage overhead on mobile hosts. Tradi-
tional fault tolerance techniques are inadequate and unfeasible to meet the mobile
computing challenges, as explained in next Section. Special measures are required to
be taken to ensure fault tolerance of the mobile devices and once the fault occurred,
to roll back to the last correct state.

Different techniques have been purposed in literature regarding coordinated [4],
[8], [16] and uncoordinated checkpointing [13]. Some researchers have purposed non
blocking coordinated checkpointing algorithms in which a checkpointing sequence
number is being used to avoid inconsistencies. Nevertheless, these algorithms neces-
sitate all processes in the computation to take checkpoints during the checkpointing,
although many of them possibly will not be necessary. First algorithm to purpose a
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non-blocking coordinated checkpointing with minimal number of synchronization
messages was [4]. G. Cao, et. al uncovered that this algorithm can result in an incon-
sistency in some situations and show that there does not exist a non-blocking algo-
rithm which forces only a minimum number of processes to take their checkpoints
[1]. G. CAo, et. al in [9] propose a non-blocking fault recovery technique to minimize
the number of checkpoints by introducing the concept of mutable checkpoints.

In this paper, we present an enhanced and corrected proxy based coordinated
checkpointed scheme based on our previous work [2]. Our contribution includes
fixing the errors in our previous scheme; including more generalize cases in our algo-
rithm such as mobility management, multiple instances of MSS in the system and a
more detailed survey and comparison with related work. Our proxy-based coordi-
nated checkpointing scheme takes storage and processing overhead from low-power
mobile devices and delegates it to their respective proxies running on mobile service
station (MSS).

The rest of this paper is organized as follow: Section 2 surveys the existing work
in the field of fault tolerance, in general and in mobile systems in specific, and gives a
comparison with our work. Section 3 elaborates our proposed proxy-based check-
pointing scheme in details. In section 4, we present the simulation results and analyze
our work. Conclusion and directions for future works follows.

2 Related Work

Acharya, et. al was the pioneers in presenting a checkpointing algorithm for mobile
computing systems [15]. They use uncoordinated checkpointing technique in which a
MH takes a local checkpoint whenever a message reception is preceded by a message
sent at that MH. G. Cao, et. al [5] introduces the concept of mutable checkpoint,
which is neither a tentative checkpoint nor a permanent checkpoint, to design effi-
cient checkpointing algorithms for mobile computing systems. Mutable checkpoints
need not be saved on the stable storage and can be saved anywhere, e.g., the main
memory or local disk of MHs. This scheme, however, fails to overcome the storage
overhead on mobile devices. Our scheme overcomes this drawback by delegating
resource intensive tasks to the MHPs residing on the resource rich MSS.

First coordinated checkpointing algorithm was presented by G. Barigazzi, et.al
[10]. According to their assumption, all communications between processes are
atomic, that again is too restrictive. Algorithm purposed by R. Koo, et. al.[8] gives
more flexibility to there assumption by allowing only those processes to take the
checkpoint that have communicated with the checkpoint initiator either directly or
indirectly, consequently minimizing the number of synchronization messages and the
number of checkpoints. The entire checkpointing process is aborted if any of the
involved processes is not able to or not willing to take a checkpoint,

All of the above coordinated checkpointing algorithms are blocking in nature as
they require processes to be blocked during checkpointing. Checkpointing includes
the time to trace the dependency tree and to save the state of processes on the stable
storage, which may be long. Therefore, blocking algorithms may noticeably reduce
the performance of the system and arc considered inappropriate for mobile devices.
One of the earliest works done in the category of non-blocking checkpointing was by
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K. Chandy, et. al. [11], which deals with static nodes and system messages are sent
along all the links in network during snapshot collection. This leads to a message

complexity of O(nz). E. Elnozahy, et. al used the checkpoint sequence number to

identify orphan messages [12]. This sequence number avoids the need for processes
to be blocked during checkpointing. However, this approach is centralized in nature
as it requires the initiator to communicate with all processes in the computation, L.M,
Silva, et. al in [13] used a similar idea as [14] with an exception that the processes
which did not communicate with others during the previous checkpoint interval
change do not need to take new checkpoints. Both algorithms [13] and [14] suffer
because of there centralized natures which assume that a distinguished initiator de-
cides when to take a checkpoint.

3 Proposed Solution

We present a technique based on similar ideas as [5] in which purposed that the
checkpoint can be stored on any storage media, either on the MH or on MSS. How-
ever, mobile devices, being light in processing and having limited storage, cannot
efficiently store and bear the calculation overhead of constructing the dependability
checkpointing tree as suggested by [5]. To resolve these issues, we introduce the
concept of mobile host proxy (MHP), which resides on MSSS and seamlessly com-
municates to their respective MH. MSS coordinates among all the MHPs to calculate
globally consistent snapshot. We propose that rather than calculating and storing the
checkpoints at the mobile device, MH delegates this task to its respective MHP. As
MHP is a static host and resides on the MSS, which is rich in resources, this delega-
tion results in better performance and reliability as compared to existing techniques.

Our proxy based checkpointing algorithm uses two-phase commit (2PC) protocol
in which we saves two types of checkpoints on MHP; permanent and tentative. A
permanent checkpoint can not be undone, while a tentative checkpoint can be undone
or changed to permanent. In first phase MHP takes its latest local snapshots and mark
it as tentative. In tentative phase, MHP refrains from communication with other proc-
esses. Moreover, after receiving tentative checkpoints from all relevant processes,
MSS will convert the tentative checkpoints to permanent and store in the stable stor-
age to rollback for fault recovery. If any relevant process refuses to take tentative
checkpoint, it will notify back to MSS which will notify all the participating proc-
esses to rollback the checkpointing activity and discard their tentative checkpoints.
By relevant process we mean a process which received or sent a message from/to the
checkpoint initiator after taking its last permanent checkpoint. So only affected proc-
esses are involved in the checkpointing process, which save the considerable over-
head on the system. In addition to the tentative and permanent checkpoints, we em-
ploy the concept of mutable checkpoints [5] in our proxy based checkpointing
scheme to avoid the checkpointing inconsistencies [6], [1]. Mutable checkpoints are
neither tentative and nor permanent. When a MH takes a mutable checkpoints it
doesn’t send the checkpoint requests to other MHs and don’t need to save the check-
point on stable storage.
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MHP being the gateway to MH, log and number all the messages sent and re-
ceived by MH. Moreover, MHP afier adjustable time quanta, request its correspond-
ing MH to take a local snapshot of its processes (which includes process states, func-
tion stack). Moreover every MH may have its own snapshot frequency. This process
of taking local snapshot is an offline activity and is not synchronized with the global
checkpointing process. After taking its local snapshot, MH sends it back to MHP.
Subsequently MHP stores this local checkpoint in its personal storage which is read-
ily available to it. After time quanta expire, MHP will repeat these steps and will
update the local snapshots. Fig. 1 explains the process.
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Fig. 1. (a) Calculating local snapshot (b) Calculating global consistent checkpoint

3.1 System Model

Any MH in the system can initiate the checkpointing process by sending a request to
MSS through its MHP. If there are » mobile hosts, system can be modeled as;

{(MH ,, MHP,), MSS}Vp € {1,2.3,..., n}
Let MH | has its mobile host proxy MHP), residing on the resourceful fixed MSS.

AJHP; maintain two array R: and csn‘; of n bits where R,[j]=1 means that

MHP; receive a message from MHP; in the current checkpoint interval and
csn,[j] represents the checkpoint sequence number of MHP; known at MHP; .
Besides that MHP,' maintains two boolean variables cp _ state and sent, to indi-
cate if MHP, is in checkpointing state and if it has sent a message during its current

checkpointing interval respectively. .MHP: uses variables old _csn, to save the

esn of the current tentative checkpoint. It also uses a tuple trigger(pid,inum) of
checkpointing initiator identifier pid and csn number at pid . In our algorithm we use
a non-negative variable @ which is uscd to detect the termination of checkpointing
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algorithm. Initially array esnp(j], cp_state, w are all initialized to Os.
trigger (pid, inum) is initialized to (p,0) at MHP,' . When MHP] sends a mes-
sage, it appends its csn,[p] to the message. Also MHP, checks if cp_state is
equal to one. If so, MHP] also piggybacks its trigger with the message. If MHP,

receives a message from MHP,, MHP,' takes a tentative checkpoint if and only if
old csn, sreq_csn (where req _csn is appended with the checkpointing request).

Note that oia'ﬁcsnp is literarily used to instead of esn,[p].

We also define three control messages MH , may send for connection man-
agement with MSS. These messages are msg _ join, msg recon and
msg _disc . Message msg _ join is sent for a new connection with a MSS,

msg _disc is for a graceful disconnection from its current MSS and msg _recon

is for a reconnection after a graceful disconnection or failure with the same or a dif-
ferent MSS. Fig. 2 shows the process of creation of a new proxy for a newly
connected MH. Note the difference between msg _ join and msg _recon.

msg _recon is meant to reconnect its processing from where it left whereas
msg _ join is used to make a new connection. Moreover, msg _recon and

msg _disc messages sent by MH » Will piggyback the address pointer of the last
MHP it corresponded with.

Connect >
Step 1. MH, Mss2
Addrens
Step 2: MH,| MHP* MSSe
Step 3: ”" | MSge
é MHP';]

Fig. 2.A new MH joining the system

3.2 Checkpointing Scheme

Assume the checkpointing process is initiated by MH ;, Whose proxy is AJHB:’ ,
at timef, such thats, <7, + A p- The initiation process for checkpointing includes
incrementing its csn,[g], setting its w to I, setting its cp _state, to 1 and storing its

own identifier, the new csn,[g] in its trigger along with sending this information
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along with its latest snapshot to its MHP, that is MHR;’ in this case. Once this in-

formation is received from MH :: , MHR:’ marks the received snapshot as tentative
and is saved on its personal local storage. Subsequently the MHE, will report MSS

for its readiness to take a checkpoint via sending checkpointing request. The request
carries the trigger of the initiator, R andw. MSS multicasts this request to

all MHP, connected such that R [i]=1and wherei # ¢ .

Upon receipt of the checkpointing request from AJHR;) , MHP; will decide
should it need to take a checkpoint. Checkpoint is inevitable if and only
ifold _csn, <req_csn. MHP] on behalf of MH,, update its csnand

cp _ state and compares checkpointing request message trigger with its own trigger.
If message trigger is equal to its own trigger (implying that WP; has already taken
a checkpoint for this checkpointing), MHP, further checks if it has a mutable
checkpoint which has a trigger identical to message trigger. If not, MHP sends the

appended @ to the initiator. In all other cases MHP) turns the status of mutable
checkpoint as tentative and then propagates the request.

If MHP] propagates the request to all MHs on which it depends, it may result
in a large number of redundant system messages since some MH on which
MHP; depends may have received the request from other MH. The [8) algorithm
uses this approach and its system message overhead can be as large as O(N =1
where N is the number of MH in the system. On the other hand, only propagating the
request to MHs on which MHP; depends, but MHF, (the sender) does not, may not

work since receiving a request does not necessarily mean that the MH inherits the
request. We solve this problem by attaching some information (csn and R which are
saved in a structure called MR in the algorithm) to the request as does [9].

MHP] only propagates the request to each MHP, on which MHP] depends, but
MHP, may not have inherited the request; that is, if MHP, knows (by MR) some
other process has sent the request to MHP, withreq _csn 2 sen [k} (req _csn is

appended with the request and saved in MR[k].csn ), it does not need to send the re-
quest to MHP, ; otherwise, it has to send the request since MHP; may inherit the re-

quest from MHP:. Furthermore, MHP appends the initiator's trigger and a por-

tion of the reccived weight to all those requests. Then, MHP, sends a reply to the
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initiator with the weight equal to the remaining weight and resumes its underlying
computation.

If msg _trigger # own _trigger MHP; takes a tentative checkpoint, increases

its csm,, as well as propagates the request as above. Eventually,

MHP, clears R, and sent , , sends a reply to the initiator by means of the remaining

weight, and then recommence its basic computation.

3.3 Mobility Management

Duration MH movement, the cost of carrying the checkpoint and logs can be a sig-
nificant communication overhead. In our proposed scheme, due to mobility of MH,,

there can be 7 number of MHPs, each on a different MSS it has visited. These dis-
tributed MHPs not only take space but are also difficult to manage. Moreover, after
recovery from failure, they make recovery process slow due to delay in collaboration
among these distributed proxies.

Step 0: Omeconnecred .
MH MHP» [ L E- 3. ]
Re-connection to different MSS Re-connection to the same M33
Step 1: MH | Reconmectanr,, | mssge Step 1: MH, Reconnmct MHP, = M38*
-
CTn S B
Resume
Tramsler Checkpolmt. proxy i met
& Messmpen wotive
Step 2: ® Step 2:
P MH_ MHPS Mss MH, MHPY mss»
Step 3¢ Cannvcted v | | Btep 3: Eonnewed
P MHP MHPb mMss P MH._ MHP. M3se

Fig. 3.A MH Reconnection and Hand-off management

We propose our mobility management scheme keeping above mentioned issues
in mind. Let us suppose MH, looses its connection from its current MSS, due to

mobility. Let it enters in the cell of MSS, and send msg _recon to MSS, with
piggybacking curr_proxy:, the address of the last mobile host proxy it corre-
sponded with. MSS, will identify MFH , as a new MH in its cell and will create a
new proxy ﬂffHPﬁ for it. MSS, will also receive the last saved checkpoint ckp;

from curr _ proxy; at MSS, . ckp;j will be copied into local stable storage of
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MHP ﬁ ‘There are also cases when a connection is lost due t poor network or failure.
Suppose MH , abruptly disconnects from its current MSS, . At a later time, MH,
recovers from its failure and wants to reconnect to the same MSS . It will send a
reconnection message MSg _ re€COn to WP; piggybacking curr _ proxy;. the
address of the last proxy it corresponded with. Finding curr _ proxy: as its own
address, MHP; will identify MH, as its lost MH. So MHP] will send the last
checkpoint Ckpi to MH . Note that during the time period of abruptly disconnec-
tion of MH, from its proxy, MHP," will be in a suspended mode. For a considera-
bly longer disconnection period, MHP,' can consider MH, permanently discon-

nected or dead and can trigger MSS, for a disconnection on behalf of its MH by

sending msg _ disc message. Fig. 3 explains these cases.

4 Simulation and Analysis of Results

‘We simulated our proposed scheme to evaluate the performance effects due to the
inclusion of mobiie host-proxies in the systems. We choose communication cost and
time to recover as simulation metrics for 20 MHs with varying network bandwidths,
number of messages exchanged and hand-offs.

Let MH, takes its local checkpoint describing current state of MH , at time
T;Im and sends to MHP,. Let T;kp is the average time to calculate local check-
point at MH , . If A, is the wireless network bandwidth between MH , and MHP,
and 6'p is the data load associated with T;kp then T; s/ time taken to transfer
checkpoint from MH , to MHP,,, can be calculated as follows; T;mf = 6’p / }{p
Note that A, must be set greater than (T;mmf +T ;kp ). Let later at some time?,, ,

MHP, receive a checkpointing request from MH . The total time Tp taken by
MH , to take a checkpoint after receiving the checkpoint request from a peer MH is;
T, =T +T% +¢
We define ¢ as the time taken to participate in the checkpoint process. Now note that
MHP, will only request a new local snapshot from MH , if there was some message
exchange to and from MH , otherwise MHP, will use locally stored snapshot

of MH , which will save considerable time (Fig. 4). Every time the local snapshot is
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used from the personal storage of the Aﬂ{Pp, the total time taken to calculate the
snapshot is considerably less. When the, locally stored snapshot is invalid, MHP,
requests a new snapshot from .’lﬂ:\“, . In that case the time taken to take a checkpoint

is equal to the system without proxies as seen in the case 6, 11 and 18, We define
communication cost as the total number of bytes transferred per checkpoint. In our
scheme, due to the existence of MHP there is less communication cost in comparison
with system without proxies (Fig. 5).
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Fig. 4. Time comparison to take a checkpoint using proxies and without proxies
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Fig. 5. Communication cost comparison to take a checkpoint using proxics and without proxics

5 Conclusion and Future Work

In this paper, we presented a proxy based checkpointing scheme for wireless mobile
systems. We extend the work done by [2] and propose a proxy based extension of this
checkpointing approach. Our proxy-based coordinated checkpointing scheme takes
storage and processing overhead from low-power mobile devices and delegates it to
their respective proxies running on mobile service station (MSS).
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In future we plan to implement our proposed scheme and accumulate the experi-
ment result to find correctness of our scheme. We also intend to investigate the per-
formance and storage overhead of our scheme.
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