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Abstract CORBA (Common Object Request Broker Architecture) security service must supports
the QoP (Quality of Protection) to guarantee confidentiality and integrity that are requested by the
users when the system transmits the data in distributed environments. The conventional QoP
functions, however cannot support integrity and confidentiality of the transmission data in CORBA
applications such as electronic commerce, electronic finance, tele-communications, and CORBAMed if
they have their own different encryption policies. To resolve these problems, we propose an enhanced
QoP scheme in CORBA that improves the management and control functions to handle the existing
encryption algorithms more efficiently than ever before. The proposed scheme is created by adopting
the OMG's RFP (Request for Proposal). It has the modification and control functions for the existing
encryption algorithms in the course of their management and implementation. It also can support the
encryption and decryption confidentiality. The experimental result shows that the proposed scheme
makes the developers to build the applications more easily since it uses CORBA ID. It also supports
the QoP function for the encryption algorithms in CORBA applications. Furthermore, the invented QoP
scheme provides an interoperability among the encryption algorithms since it uses OID (Object
Identifier) defined by the ISO/IEC 8824(AS7N.1).
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/* Client QoP Info */

CryptoAlgList :
[1] : 40, 1, "DES40", "DES"
[2] : 64, 1, "DES64", "DES"
[3]: 64, 1, "RC4", "RC4"
[4] : 64, 1, "RC5", "RC5"
[5]: 128, 1, "IDEA", "IDEA"
QoPCryptoAlgList :
[1] : 1, CryptoAlgList[1],
[2] : 2, CryptoAlgList[2], CryptoAlgList[3];CryptoAlgList[4];
[3] : 3, CryptoAlgList[5];

/* Server QoP Info */

CryptoAlgList:
[1] : 64, 1, "DES64", "DES"
[2]: 64, 1, "RC4", "RC4"
[3]: 64, 1, "RC5", "RC5"
[4] : 128, 1, "IDEA", "IDEA"
[5]: 128, 1, "DESede", "3DES"
QoPCryptoAlgList :
[1] : 2, CryptoAlgList[1], CryptoAlgList[2];CryptoAlgList[3];
[2] : 3, CryptoAlgList[4], CryptoAlgList[5];

/* Common QoP Info */

CryptoAlgList:
[1]: 64, 1, "DES64", "DES"
[2] : 64, 1, "RC4", "RC4"
[3]: 64, 1, "RC5", "RC5"
[4]: 128, 1, "IDEA", "IDEA"
QoPCryptoAlgList :
[1] : 2, CryptoAlgList[1], CryptoAlgList[2];CryptoAlgList[3];
[2] : 3, CryptoAlgList[4], null;

%]
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/* Client Encrypt Execution */

Used QoPLevel : 2
Used QoPCryptoAlg :
[1] : 64, 1, "DES64", "DES"

Plain Text :
ISXE $H Y L2 HAIKE $S5 HES 283 E2ACZ
HSEHH S35 IS HM ASTOH 2 HAKE sttt
Encrypt Text :

2222}2%¢2272712722QM?RR2j-@$222; 22m# | 22"
\’7W$aG’7D’>cH ’>{7|977’77JSm*’)L”xc[?”a’)b]?\?’?S

/* Target Encrypt Execution */

Used QoPLevel : 2
Used QoPCryptoAlg :
[1] : 64, 1, "DES64", "DES"

Encrypt Text :
27222)?¥c?21?71?72?QM?RR?j-@$7?2, 22m# |22
\’7W$aG’7D”CH 7{"' 777’77JSm*’)L”XC[’?”a’)b]?\??S

Decrypt Text :
ANBIIZ 2H 22 22 HAXE 253 BHE +-S EFU2
HEEH S8 HEE HAM AEXOH 2H HIAXIS =HlstCh

a9 22 /5538 7l A8 23

I* Client Encrypt Execution */

Used QoPLevel : 2
Used QoPCryptoAlg :
[1] : 64, 1, "RC4", "RC4"

Plain Text :
Z40[HEMNAM I
2 JEE HSEILL E} % ez
o2 g5st ¢uelE

Encrypt Text :
[C@175b15a6??K6-
’74”'7’7035’7’7l 21?7 UbEl”R 1??b" ’7Z*V7’)’7’HJ J??ezcwp £
977 ?722Q???1C?722¥2? JIA$%e 2i??7{27<29Z

/* Target Encrypt Execution */

Used QoPLevel : 2
Used QoPCryptoAlg :
[1] : 64, 1, "RC4", "RC4"

Encrypt Text :
[C@175b15a6??K6-
247720877122/, UBE/PR 1?2b" 27NT7929-0: J?2?ezcwp s
977 222Q]?2?2?21C?22%22 JIA$te 2i?7?{22<27Z

Decrypt Text :
Z2el0IHENA JI2 2&5t L el
3 ZEE HEELL BN NS BE FEE 018510 27§
Jl2 ¢33t 22522 QoPEEE N
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