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Abstract— Wireless sensor networks (WSNs) will play an
active role in the 21th Century Healthcare IT to reduce the
healthcare cost and improve the quality of care. The
protection of data confidentiality and patient privacy are
the most critical requirements for the ubiquitous use of
WSNs in healthcare environments. This requires a secure
and lightweight user authentication and access control.
Symmetric key - based access control is not suitable for
WSNs in healthcare due to dynamic network topology,
mobility, and stringent resource constraints. In this paper,
we propose a secure, lightweight public key - based security
scheme, Mutual Authentication and Access Control based
on Elliptic curve cryptography (MAACE). MAACE is a
mutual authentication protocol where a healthcare
professional can authenticate to an accessed node (a PDA or
medical sensor) and vice versa. This is to ensure that
medical data is not exposed to an unauthorized person. On
the other hand, it ensures that medical data sent to
healthcare professionals did not originate from a malicious
node. MAACE is more scalable and requires less memory
compared to symmetric key-based schemes. Furthermore, it
is much more lightweight than other public key-based
schemes. Security analysis and performance evaluation
results are presented and compared to existing schemes to
show advantages of the proposed scheme.’

Index  Terms—elliptic  curve  cryptography, user
authentication, access control, wireless sensor networks

I. INTRODUCTION

Electronic patient records and wireless sensor
networks for patient monitoring are at the current
forefront of new technologies to improve the quality of
healthcare, cost-efficiency, and health information
delivery. While there are great benefits of technologies,
associated data confidentiality and patient privacy need to
be enhanced to make these technologies socially
acceptable. The security requirements are very diverse as
they are based on differing usage scenarios ranging from
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pre-hospital, in-hospital, ambulatory and home
monitoring. It could be dangerous, or even fatal, if this
medical monitoring data is corrupted. Thus, strict security
mechanisms must always be in place to prevent malicious
interactions with the healthcare systems. Such
mechanisms should also be scalable since it is expected
that thousands of WSNs will be deployed within the
current decade.

Most of the research work has mainly focused on how
to seamlessly collect and wirelessly transmit health data
(e.g. vital signs) in the presence of extreme resource-
limitations in terms of power, computation, and
bandwidth [1]-[9]. Security is an important factor for
WSN’s success and acceptance in medical applications.
One of the most critical security concerns is how to
protect patients’ privacy, which requires secure
authentication and access control. User authentication is
to allow legitimate healthcare professionals to access
medical information while declining malicious persons or
attackers. After authentication, access control has to
restrict authenticated healthcare professionals to access
only data that they have privilege for proper healthcare
services. In healthcare environments, authentication and
access control face a big challenge due to dynamic
network topology, mobility of nodes, and resource
constraints. Currently, many security mechanisms have
been proposed for WSNs based on symmetric key
cryptography (SKC) due to its extremely fast
computation and energy efficiency for resource-constraint
sensor platforms. However, SKC is not scalable, requires
large memory for storing keys and a complicated key pre-
distribution scheme, and difficult to maintain the key
infrastructure when a new node is added. These barriers
have impeded SKC being practically deployed in
healthcare WSNs. Public key cryptography-based
schemes are ideal to overcome these challenges due to
their high scalability, low memory requirements, easy
key-addition/revocation for a new node, and no
requirement of complicated key pre-distribution [10]-
[14]. However, it is computationally expensive to apply
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public key cryptography to such resource-limited devices
like sensors [15].

In this paper, we propose a new method, Mutual
Authentication and Access Control based on Elliptic
Curve Cryptography (MAACE). It uses public key
approach, which is more scalable and requires less
memory compared to symmetric key-based schemes.
More importantly, it is more energy-efficient than
existing public key-based approaches and practically
feasible to implement it on sensor platforms. This paper
is an extended version of our previous paper presented at
ICUIMC-2010 [11] with detailed description and
simulation results.

The remainder of the paper is organized as follows.
We highlight open research challenges of WSNs in
healthcare applications in Section II. Section III briefly
reviews related work. Background of Elliptic Curve
Cryptography, which forms the foundation for this
proposed method, is described in Section IV. In Section
V, we briefly describe our earlier work and its drawbacks.
Then, the proposed security scheme is presented in
Section VI. Section VII and Section VIII present the
security analysis and performance evaluation of MAACE.
Finally, Section IX concludes the paper and outlines
investigation for future work.

II. OPEN RESEARCH CHALLENGES

The introduction of WSNs into healthcare applications
poses unique challenges in security and privacy
implementation due to the following factors:

= Resource constraints: medical sensors are usually
smaller than ordinal ones, and thus have more limited
capacity in terms of power supply, memory, and
computation. Security functions must be lightweight,
yet secure enough to protect medical data.

= Dynamic network topology: The sensor network
topology is constantly changing overtime. As the
topology changes, re-establishing security parameters
such as secret key must not generate too much
overhead.

= Mobility: medical sensor and coordination nodes are
mobile every time as patients are moving. Existing
security schemes are not suitable because they depend
on node relational information such as neighborhood,
locations, etc. Established security materials (e.g. secret
keys) may no longer work. When nodes change the
location, all necessary cryptographic functions and
keys must reside and be executable efficiently within
the nodes. The security architecture also needs to be
scalable to account for varying numbers of mobile
nodes as well as for making best use of the scarce radio
resources.

III. RELATED WORK

A number of security schemes have been proposed for
WSNs [10]-[29] to solve the problem of how to pre-
distribute pair-wise shared keys (symmetric keys) to a
large number of nodes that are scattered over a large
field. Most of them have not taken into account
challenges in healthcare domain. For example, [16]-[18]

©2011 ACADEMY PUBLISHER

JOURNAL OF NETWORKS, VOL. 6, NO. 3, MARCH 2011

are based on node deployment knowledge (i.e. node
location information) to efficiently and securely pre-
distribute key rings to a number of group. In healthcare
environments, node locations are not fixed. Furthermore,
node location retrieval and frequent location updates
increase network overhead and energy consumption
significantly. Several work introduced efficient
approaches using symmetric key [12][13]. However,
symmetric key based authentication requires complicated
key pre-distribution scheme, large memory to store keys,
and is difficult to deploy a new node.

Wang et al. [14] (HBQ scheme) applied public key
cryptography based on ECC to solve the problem of
symmetric key approaches in terms of scalability, key
storage, and key pre-distribution. However, the
performance evaluation in [14] has shown that HBQ is
still burdensome for sensors leading to impracticability of
implementation. Le ef al. [10] (ENABLE scheme) has
solved security limitations and performance issues in
[14]. However, it relies on a trusted third-party (e.g. Key
Distribution Scheme) to handle significant ECC
operations. Always communicating with an on-line KDC
introduces significant cost increase in healthcare.
Furthermore, failure of KDC may lead to failure of the
security function for the network.

Ng et al. came up with security issues of wireless
sensor networks in healthcare applications [19]. Authors
discussed the wunique challenges of security
implementation in healthcare such as resource limitations
of sensor mnodes, uncontrollable environment, and
dynamic network topology. In [9], the authors introduced
a hierarchical network for in-home, in-hospital, nursing-
house healthcare applications. The sensor network tier
uses BTnode (Bluetooth-enable node) and relies on
Bluetooth security. Since many current sensors are built
on Zigbee standard (e.g. CodeBlue [1][2]), the proposed
scheme lends itself to be impractical. Boukerche and
Yonglin [20] proposed a secure mobile healthcare system
using trust-based multicast system. The authors presented
a secure multicast strategy that employs trust in order to
evaluate the behavior of each node so that only
trustworthy nodes are allowed to participate in
communications, while the misbehavior of malicious
nodes is effectively prevented. Chakravorty [21]
introduced health-related service architecture (MobiCare)
for mobile patient care. It satisfies the need of medical
monitoring by deploying medical sensors to form a body
sensor network, and provides the necessary protection to
clinical services by applying secure and reliable dynamic
software. The author further discussed issues with
MobiCare, which include confidentiality, integrity, and
privacy of patient’s information. Many techniques were
suggested, such as authentication, access control,
encryption, and so on.

Kim et al. [22] discussed some potential threats for
ubiquitous healthcare systems and described the security
requirements for these u-healthcare systems. They
proposed a systematic architecture in order to design a
security policy for such healthcare systems and to allow a
patient to control access to any sensing data recorded by a
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personal healthcare device. Bao et al. [23] proposed an
interesting scheme that solved the issue of entity
authentication for BSN, in which the notion of biometrics
is applied as an authentication approach that
automatically verifies an individual’s identity. In the
established BSN, peer authentication can ensure secure
connections between different entities. This method is
however only designed for wearable biometric sensors.
Jeong et al. [24] presented a mobile collaboration
framework based on distributed systems. It supports the
necessary security services by checking access rights for
corresponding users. It then divides the collected data
into secure and public data, and subsequently applies the
access control technique to specify that each security
object needs the corresponding access privilege.

Marti et al. [25] presented a specification of integrated
network and security services for mobile e-health
environments. It applies different security mechanisms to
address threats such as eavesdropping or manipulating
patient information, and thus guarantees the patient data
confidentiality and integrity. Markovic et al. [26]
considered the issues of mobile healthcare security and
employ cryptographic techniques to address possible
vulnerabilities. They made wuse of symmetrical
cryptographic methods to protect data confidentiality, and
asymmetrical cryptographic algorithms such as Public
Key Infrastructure (PKI) and digital signature technique
to achieve data integrity. PKI is the most preferable
solution in healthcare, but their technique can be applied
to powerful computing systems only.

In summary, none of the existing security schemes
addressed the important challenges in healthcare WSNss.
First, increased security vulnerability of medical sensors
that are often deployed in unprotected environments.
Second, the impracticality of SKC for WSN networks in
healthcare since keys are wusually pre-distributed
according to node’s static locations and/or network
density, whereas in this application scenario the topology
is dynamic (nodes are mobile and are free to join and
leave the network at any time). Third, the impracticality
of prior secure information exchange (e.g. secret keys)
due to diversity of WSN security infrastructure. Fourth,
the need for a lightweight security mechanism for
pervasive access to WSN data from mobile devices (e.g.
PDA) because both handhelds and sensor nodes have
strict resource-constraints. Compared to SKC, Public Key
Cryptography (PKC) (e.g. RSA scheme) is more scalable,
requires less memory for storing keys, less
communication overhead, and is easy-to-deploy.
However, the computational cost is prohibitively high
making conventional PKC impractical to implement on
sensor platforms.

IV. BACKGROUND
A.  Elliptic Curve Discret Logarithm Problem (ECDLP)

Elliptic Curve Cryptography (ECC) was suggested
independently by Miller [32] and Koblitz [33] in 1985.
Recently, ECC has attracted much attention as an
efficient security solution for wireless networks due to
the small key size and low computational overhead. It is
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an approach of public-key cryptography based on the
algebraic structure of elliptic curves over finite fields.
Compared to conventional public key cryptography such
as RSA, ECC achieves much better performance with the
same security level. For example, ECC with 160-bit key
length has equivalent security level to that of RSA with
1024-bit key length [31]. On the other hand, ECC
multiplication operation has been shown to be feasible on
a sensor mote that takes only 0.81 second on 8-bit CPU
Atmel ATmegal128 MHz [15].

An elliptic curve consists of the points satisfying the
equation:

y>=x3+ax+b,

where x,y,a and b are elements in GF(q) (a Galois
Field of order q, where q is a prime).

Each choice of (a, b) yields a different elliptic curve.
For example, Figure 1 shows an elliptic curve of y? =
x3 — 7x.

A | P(-235-186)
Q(~0.1,0.836)

—R(3.89,5.62)
R(3.89,— 5.62)

P+Q=R=(389-562)

.. yE=x3- 7x

Figure 1  Elliptic curve and point addition

The elliptic curve group operation is closed under
addition so that addition of any two points is also a point
in the group. Given two points P(xq,y;) and Q (x5, y,),
the addition results in a point R (x5, y3) given by:

(x1, 1) + (2, ¥2) = (x3,¥3).

such that
X3 =¥2+W+x, + x,+a

y3 = lp(xl +X3) + x3 +y1
where W = (y; +v,)/(x1 + x3)

An example of P(—2.35,—1.86) and Q(—0.1,0.836)
is illustrated in Figure 1.

IfP=Q, then R=P+P =2xP. Addition of
multiple points P will give R = k X P. ECC relies on the
difficulty of the Elliptic Curve Discrete Logarithm
Problem (ECDLP), that is, given points P and Q of the
group, it is practically infeasible to find a number k such
asQ =k xP.

B.  Elliptic Curve Diffie-Hellman Protocol (ECDH)

Elliptic Curve Diffie-Hellman (ECDH) protocol is a
secret key exchanging protocol to establish a secret key
between two parties who have no prior knowledge about
each other. Based on ECDLP, a typical ECDH is built as
shown in Figure 2.

Initially, Alice and Bob agree on system based point P
and generate their own key-pair (Qy4, k4) and (Qp, k). To
share a secret, Alice and Bob exchange their public keys,
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and then use their own private key, k4 and kg respectively,
to multiply the other’s public key, i.e.

Alice computes: Ry =k, X Qp,

Bob computes: Rp = kg X Q .

Since ky X Qp = ks X (kg X P) = kg X (kg X P) =
kg X Qg4, thus Ry = Rg = R(xg,Vgr)-

The value xi will be the secret key of Alice and Bob.

Alice _ Bob
private key k4 Qu =kax P private key kg

»

Compute Secret Qp =k X P Compute Secret
R=kyxQp R =kp X Q4

Figure 2 ECDH key exchange protocol

The protocol is secure because nothing is disclosed
(except for the public keys and the based point P, which
are not secret), and no party can derive the private key of
the other unless it can solve the Elliptic Curve Discrete
Logarithm Problem.

V. BRIEF REVIEW OF ENABLE SCHEME
A. Protocol Description

In our earlier work, ENABLE scheme [10], we have
applied ECC to eliminate the issues of symmetric key
approaches in terms of scalability, key storage, and key
pre-distribution. More importantly, ENABLE schemes
achieved better performance compared with existing
public key-based schemes such as HBQ scheme [14].

The network model of ENABLE scheme is shown in
Figure 3. Whenever a user wants to access data on a
particular node or a group of nodes, first he/she must
sends a request to that node or the representative node of
the group. Then the node will talk to the trusted third
party (such as a Key Distribution Center (KDC) in our
scenario). Upon receiving the decision from the KDC, the
node can accept or reject the user’s request.

@ Accessgd Node

Trusted third-party
(Key Distribution Center)

Figure 3  The network model of ENABLE scheme

Prior to accessing the network, the user, say Alice (4)
comes generates her public key (Q,), private key (k)
using the same ECC parameters with KDC. KDC
generates a certificate of the user’s access list and public
key by signing with its private key (certy = {acy, Oy
signgpc(acy || Q). The certificate is then sent to the user.
The structure of access control list is similar to that of
HBQ scheme [8]. It is composed of user identification
(uid), group identification (gid), and wuser access
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privileges mask. user access privilege mask is a set of
binary bits. Each bit represents a specific information or
service (see the example in Figure 4). The user 4 and
sensor S compute a secret key (x,) using ECDH key
exchange protocol. The sensor S and KDC also compute
a shared secret key (xs) in the same way. Notations are
explained in TABLE L.

TABLE I NOTATION
Symbol DESCRIPTION
o Identifier of entity A
X4p Shared secret key between A and B
aca Access control list issued to entity 4
signa (m) Message m is signed by entity 4
A> B:m Entity 4 sends entity Ba message m
(mK Symmetric encryption of message m with key X
A message authentication code of message m
MAC(K, m) with key K
h(m) Hashing value of message m

|| Concatenation

64238 : 23187 : 00 : 07 : E9 : 26 : F1 :A5

b

uid  gid user access privilege mask

Figure 4 An example of user access list

user Alice Sensor § KDC
L= h()CA ® TA)

S, = signa((r)L || certy)
MWL T4, S,

MAC; =MAC(xy4, (NL || T4l S1)
(L, Ty, S, MAC,

»

check if 7 is valid?,
verify(MAC,?), verify(S;?),
verify(certy?), L = h(xs ® Ty),
r=decrypt ((r)L),

M= h(xs@ TKDC ),

MAC; =MAC(xs, (nNM|| IDy4))

("M, Txpe, ID 4, MAC,

check if Txpc is valid? I
verify(MACz?), M= h(Xs @ TKDC):
r=decrypt (M), MAC; = MAC(r, IDs)

MAC;

verify(MAC3?)

Figure 5 ENABLE protocol

The authentication and access control protocol is
described in Figure 5. The protocol includes four steps.
First, user 4 selects a random number r € GF(p) which
will be used as a session key with S, creates a secret key
L = h(xy ® T,) (where T, is the current timestamp
generated by A), and encrypts » with key L ((»)L). 4 then
signs this encrypted value along with its certificate (S; =
signa((r)L || certy)) and sends to the sensor S. In second
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step, upon receiving the message from A4, S first checks if
the time 7 is valid. If yes, then it builds a MAC by the
shared secret key xg (MAC; = MAC(xs, (")L || T4 || Sy)).
The sensor then forwards the message along with MAC,
value to KDC. In third step, KDC verifies MAC, value. If
the verification is successful, then S is authentic to KDC.
KDC then verifies S;, which was signed by A. If the
signature is valid, then A4 is also authentic. The cert, is
also verified to check the validity of the access list acy.
KDC now constructs a secret key L = h(xy @ T,), and
decrypts (r)L to get r. It then generates a secret key M =
h(xs ® Tixpc) (Where Txpc is the timestamp created by
KDC), encrypts r, and builds a MAC (MAC, = MAC(xy,
(ryM || ID,)). Afterward, KDC sends them to S. In the last
step, when S receives the message, it verifies MAC,
value. A successful verification indicates that the user is
authentic to S. After that, S constructs the secret key M =
h(xs ® Tkpc) and decrypts (r)M to get r. Using this secret
key, S builds a MAC (MAC; = MAC(r, IDs)) and sends
to the user. Upon receiving the MAC value from S, user 4
verifies it by the same key r. If the verification is
successful, then S is authentic to the user.

B.  Major Drawback

Although ENABLE scheme has solved the main issues
of symmetric key cryptography by significantly
improving performance, it possesses a major
disadvantage. As shown in Figure 3, the sensor S must
communicate with the KDC to authenticate the user and
verify the access request. First, this requires an on-line
KDC all the time. Any failure or security breach of the
KDC will lead to serious problem to the network.
Second, communicating with the KDC requires a
significant extra overhead to the network. This extended
version will eliminate the drawback.

VI. THE PROPOSED SCHEME: MAACE
A.  Network Model

A typical health information network is shown in
Figure 6. Wearable biosensors and embedded sensors are
deployed in hospital wards to continually monitor
patient’s physiological signal and health related
information. Due to the short communication range, these
sensors transmit data to a coordination point (e.g. a
handheld device). The coordination point aggregate
sensor data and transmit it to physicians or to the hospital
information server for further fusion and accessing. Local
hospital practitioners can access to health information
either at the centralized/distributed information servers,
or at wards provided by wireless biosensors and
coordination nodes. Besides, remote practitioners from
other healthcare providers also can access to the hospital
information server via Internet with a limited
permissions.

We define this network as a hierarchical (layered)
network consisting of three layers as shown in Figure 7:
Sensor Network (SN) layer, Coordination Network (CN)
layer, and Data Access (DA) layer.
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Figure 6 Typical wireless sensor network in healthcare

Data Access
Layer

Coordination
Network Layer

Sensor Network
Layer

Figure 7 Hierarchical structure of a WSN in Healthcare

Sensor Network (SN) Layer: In SN layer, different
types of medical sensors are wearable on the human
body to monitor vital signs such as blood pressure,
electrocardiogram (EKG), heart rate, blood oxygen
saturation (SpO,). Furthermore, embedded sensors are
also deployed in indoor areas (e.g. patient’s home,
hospital ward) to monitor context conditions (e.g.
human activity, temperature) which is necessary for
healthcare services. These sensors use either ZigBee
(IEEE 802.15.4) or Bluetooth (IEEE 802.15.1)
wireless technology. Since these sensors have a short
communication range (10 - 100 m), they must be
connected to more powerful devices in CN layer to
deliver sensed data to healthcare professionals.

Coordination Network (CN) Layer: In CN layer, a
number of computing devices such as PDA, laptop,
cell phone, are organized regionally using an ad hoc
network or an infrastructure-based network to connect
to a fixed remote or local station. CN nodes collect
and analyze data from SN layer because SN node does
not have mass data storage capability over a long
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period (such as a few months or years). Further, CN
nodes are tamper-resistant.

e Data Access (DA) Layer: The DA layer includes a
number of database servers and accessing points
that physicians can use to access sensory data. The
database servers store patient medical records for
long-term periods from the monitored individuals
along with their residence environmental data. The
accessing points provide an interface to physicians
to access sensory data from their computers or
handheld devices (e.g. PDAs, tablet PCs). A third-
party, e.g. a Key Distribution Center (KDC), set up
on the Internet can be trusted to open access areas
such as hospitals or nursing homes supporting the
proposed healthcare monitoring service. The third-
party issues effective certificates and keys to valid
SN and CN nodes.

B.  Mutual Authentication and Access Control based on
ECC (MAACE)

The first step is to establish key between nodes. To
meet scalability requirements for a large number of
sensor nodes, we propose a public key management
scheme based on Elliptic Curve Cryptography (ECC).
Compared to symmetric key cryptography, ECC is more
scalable, requires lesser memory for storing keys,
introduces low communication overhead, and is easy to
deploy [10].

1) Key Establishment

There is one or more trusted third-parties on the
network called Key Distribution Center (KDC) to
generate all security materials (e.g. keys, certifiates),
issue and revoke users’s access privileges. Note that this
KDC is not required to be online all the time like in
ENABLE scheme [10]. Initially, KDC selects a particular
elliptic curve over a finite field GF(p) (where p is a
prime) and publishes a base point P with a large order g
(where q is also a prime). It picks a random number
X € GF(p) as a private key, and publishes its
corresponding public key Q = x X P. It also generates a
random number x; € GF(p) as a private key for a sensor
s; and generates a corresponding public key Q; = x X P.
The key-pair {x;, Q;}is then loaded to s;. For each node
in CN and DA layers, it generates this key-pair based on
the base P by itself since it is more powerful than a
sensor node. After this step, every node in the network
has an ECC key-pair which will be used to establish
secret (symmetric) key for secure communication. The
proposed scheme is based on Elliptic Curve Diffie-
Hellman (ECDH) [34] to establish a shared secret key
between two nodes.

2)  Authentication and Access Control Protocol

MAACE is enhanced from our previous work
(ENABLE [10]) to meet security requirements in
healthcare environment. We consider a situation that a
medical practitioner or a healthcare server (generally
called Alice, or A) wants to access data from a particular

©2011 ACADEMY PUBLISHER

Alice (4)

L =h(e DT "
Sp = signA((r)LH certA)

JOURNAL OF NETWORKS, VOL. 6, NO. 3, MARCH 2011

sensor, a group of sensors, or data on the coordination
node. Similar to ENABLE scheme, Alice obtains the
base P from a KDC and generates her private key (k,)
and public key Q4 = k4 X P. KDC issues a proper access
control listac, via a certificate cert,. The ac, list has
similar structure as ENABLE scheme [10] (see Figure 4).
We use the same notations as presented in TABLE 1.

Coordination Node (C) Sensor Node (S)

1
()L, T4 Sa ;l

check if T, is valid?

{verify S; ? verify cert,?

If ‘YES’then A is authentic}
compute L = h(xyc @D Ty)

r =decrypt((r)L)

compute M = h(x.s @ T¢)
MAC; = MAC (xcs, ()M ||1D,)

1
I (r)M, T, ID 5, MAC,

»
»

check if T is valid?

{if MAC, is valid

then A is authentic}
compute M = h(x.s D T¢)
r = decrypt((r)M)
MAC, = MAC(r,1Dy)

I‘ 1D, MAC, I

1
{if MAC, is valid
then S is authentic}
Sc = signc(IDs||IDc|| certe)

I ID(, ID, S, I

verify S, {if 'YES'
then S and C is authentic}

Figure 8§ MAACE protocol

MAACE protocol is described in Figure 8, which
includes the following steps.

o Step 1. Alice - C: (r)L, Ty, S,y

Alice selects a random number r € GF (p) which will
be used as a session key with C and S, creates a secret
key L = h(xyc @ T4) (Where T, is the current timestamp
generated by Alice), and encrypts r with the key L (i.e.
(r)L). Alice then signs this encrypted value along with its
certificate (i.e. S, = sign,((r)L || cert,)) and sends a
combination (r)L, Ty, S, to the sensor S.

o Step2.C - S:(r)M,T;, 1Dy, MAC,

Upon receiving the message from Alice, node C first
checks if the timestamp T, is valid (i.e. by verifying if
Ty < Thow> Where Ty, is current timestamp). Then it
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verifies Alice’ signature S,. If valid, then Alice is
authentic to C. Alice’s certificate cert, is also verified to
check the validity of the access list ac, which was
assigned to her. Alice is authorized if cert, is valid. Node
C now constructs a secret key L = h(x,c @D T,), and
decrypts (r)L to get r. It then generates a secret key
M = h(xcs @ Tc) (where T, is the timestamp created by
C), encrypts r, and builds a MAC value (i.e. MAC; =
MAC (x¢s, (r)M || ID,)). Finally, the coordination node
C sends (r)M, T, ID,, MAC; to S.

e Step3.S - C:1Ds, MAC,

When S receives the message, it checks if Te > Ty -
Then, it verifies MAC; value. If valid, it indicates that
Alice is authentic to S. After that, S constructs the secret
key M = h(xcs @ T¢) and decrypts (r)M to get r. Using
this secret key, S builds a MAC (MAC, = MAC(r,IDy)
and sends to Alice. Node S sends IDg, MAC, to node C.

e Step4.C — A:ID.,ID;, S,

Node C verifies MAC,. If valid, it generates a signature
S¢ = signc(IDg||ID) and sends ID, IDs, S to Alice.

Upon receiving the 1D, [Dg,Sc from C, Alice verifies
C’s signature Sc. If valid, then S and C is authentic to
Alice.

VII. SECURITY ANALYSIS

Note that security level of the proposed protocol
depends on the security level of ECC signature, message
authentication code (CBC-MAC), and encryption
algorithm (RCS5). Those have been proven secure in
literature. So in the scope of this paper, we focus on
possible vulnerabilities to the proposed protocol.

A. It provides mutual authentication

In step 2 of the protocol, node C verifies the signature
Sy. If 8 is valid, then the user is authentic to C because
only Alice can generate the signature S, by his private
key. Consequently, the user is also authentic to sensor S
because S trusts C (step 3). On the other hand, only S
shares the secret key x.s with C. It means that only S can
decrypt (r)YM (where M = h(xcs@® T¢)). So if S can
achieve r from (r)M to build MAC, = MAC(r,IDy)),
then S is authentic to the user. The mutual authentication
is provided through trust relations between Alice — C,
and S — C.

B. It can defend against replay attacks

There are two possible ways for an adversary to launch
replay attacks as follows:

e The adversary can intercept the message sent out
from Alice (in step I) or from the sensor S (step 3).
However, both cases are not possible in MAACE
because C can easily detect by verifying timestamp
T, (step 3). If T, is older than a predefined
threshold, it is invalid because it has been used for
previous authentication. If 7, was changed, then Sy,
(S4 = signg((r)L || certy), where L = h(x, @
T,)) is not valid.
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e The adversary can intercept the message sent out
from C (step 2). Node S can detect by checking
timestamp T¢. If To is older than the predefined
threshold, it is not valid. If T, has been changed
to T¢, then the MACT value
(MAC{ = MAC(x¢cs, (r)M ||ID4), where M =
h(xcs @ T¢) is not consistent to MAC; .

C. It can mitigate DoS attack

Upon receiving the message from C (step 2), sensor
node S first checks the validity of timestamp T;. If it is
not valid, then S discards the message. Otherwise, it
computes a MAC value to compare with MAC; received.
A message authentication code (MAC) generation, e.g.
CBC-MAC algorithm, is very fast [28]. A CBC-MAC
operation on Mica2 mote takes 3.12 ms [28], which is
very fast compared to ECC point multiplications used by
HBQ (which in total takes 3.5 s, about 1121 times
longer). Therefore, the proposed scheme significantly
reduces DoS compared to HBQ.

VIII. PERFORMANCE EVALUATION
A.  Analysis-based Performance Evaluation

This section presents performance analysis of the
proposed scheme and compares with ENABLE [10] and
HBQ [14]. Since Alice and coordination node C are
powerful devices, the computational overhead is trivial
compared to that of the sensors. Therefore, we only
consider computational overhead for sensors. We use the
computational overhead (the computation time required
by sensors, denoted by 7) to analyze the performance.
According to practical implementations on Mica2 motes
[21][28][15], the computational time of each security
primitives is listed in TABLE II.

TABLE I EXECUTION TIMES ON MICA2
Notation Description Time (ms)
Time to perform one-way hash
T function (e.g. SHA-1) 3.636

Time to generate MAC value (e.g.

Thac CBC-MAC) 3.12

Tres Time to encrypt/decrypt by RC5 0.26

Tows Time to perform ECC point 810

multiplication

The total computational time of the proposed scheme,
ENABLE, and HBQ are shown in TABLE IIl. In
MAACE, both user authentication and node
authentication  take  2TyyctTy+Tres.  For  user
authentication, ENABLE requires /7),¢ (approximately
3.12 ms), while HBQ scheme requires 27y, 2T e, 2Trcs,
and 37, (total cost is approximately 2,451.04 ms). For
node authentication, ENABLE requires
2Tyact1Trest1 Ty, while HBQ scheme does not support
it. Based on TABLE II, MAACE takes only 10.136 ms,
which is less than ENABLE (13.256 ms) and HBQ
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(2,451.04 ms). We used the formula £ = U*[*t to
estimate the energy consumption of security
computations [27][28]. For Mica2 mote, when processor
is in active mode, / = 8 mA. Typically, U = 3.0 V if two
new AA  batteries are used [28]. Total energy
consumption is shown in Figure 9. Our approach
consumes 0.24 mJ, which is more efficient than
ENABLE (0.381 mJ) and HBQ (58.82 mJ).

TABLE IIT COMPARISON OF COMPUTATIONAL TIME
MAACE ENABLE HBQ
User Twac 21+ 2 Tnac+
Authenticati T 3T
uthentication 2Tonct Tht res+3Tmu
Tres
Node 2Twmac+1Tres None
Authentication +1Tx
Total 2Tmac+Tu+ 2Twmac +1Tres 2Tu +2Twmac
Tres +1Tn +2Tres +3TmuL
Total Time 10.136 ms 13.256 ms 2,415.04 ms

EHBQ MBENABLE N MAACE
57.96

60.00

50.00

40.00

30.00

20.00

10.00 0.32 0.24

Energy consumption (mJ)

0.00

Figure 9 Comparison of energy consumption

B.  Simulation-based Performance Evaluation

We customized SENSE simulator (Sensor Network
Simulator and Emulator) [36] to simulate and evaluate
performance of MAACE in terms of energy consumption
and delay. Since SENSE only provides energy
consumption and delay for communication, we have
modified it to compute security computational cost. Our
simulation  results included not only security
computational cost, but also communicational cost to
transmit security messages. Since the coordination nodes
are much more powerful than sensors, we only
considered energy consumption of the sensor nodes.

For the simulation, 400 sensors and 20 CHs were
randomly distributed in a 2000 m x 2000 m area. The
transmission range of sensor S and coordination node C is
60 m and 150 m, respectively. For communication, we
used the same energy model used in ns-2.1b8a [37] that
requires 0.66 W, 0.359 W, and 0.035 W for transmitting,
receiving, and idling, respectively. We set the power
consumption rate according to [28] for SHA-1 and CBC-
MAC calculation 0.48 W. As analyzed in [28][38], we set
the time consumption for computing a CBC-MAC and
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SHA-1 is 7.1 ms and 3.5 ms, respectively. At the link
layer, the simulation used Medium Access Control
(MAC) 802.11 Distributed Coordination Function (DCF).
Two-ray ground was used as the radio propagation
model. At the network layer, Ad hoc On-Demand
Distance Vector (AODV) was used for routing protocol.
User ID length is 8 bytes, SHA-1 value is 20 bytes. As
discussed in [28], the choice of 4-bytes MAC is not
security detrimental in the context of sensor networks.
Therefore, we applied 4-byte CBC-MAC for every
message. We repeated a hundreds scenarios, in which
location of user and the sensor node S was randomly
selected. The results were then averaged for all scenarios.

H w/o MAACE
28
24
20
16
12

w/ MAACE

29.90 %

4
0

Energy consumption (J)

Figure 10 Energy consumption

H w/o MAACE
0.1

B w/ MAACE

28.78 %
0.08

0.06

Delay (s)

0.04

0.02

0

Figure 11 Delay performance

The results are shown in Figures 10 and 11, which
compare energy consumption and delay of cases without
(w/0) and with (w/) MAACE. For the former case, there
were only plain messages transferred between the user
and accessed node. In the latter case, all MAACE security
computations and communications were taken into
account. As shown in Figure 10, w/ MAACE
computation and communication cost is 22.48 J, while
w/o MAACE is 17.31 J. That means MAACE only
increases only by 29.9 % energy consumption. In Figure
11, w/ MAACE delay is 90.74 ms, which is longer 28.78
% compared with the case of w/o MAACE (70.5 ms).

In summary, the simulation results have shown a small
increment of MAACE cost compared with a normal
communication. Besides, it is important to note that
MAACE is only performed once for a number of data
communications. Therefore, such energy consumption
and delay are insignificant for the network.
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IX. CONCLUSION AND FUTURE WORK

One of the most critical security concerns before
deploying a WSN in healthcare applications is patient
privacy because their vital signs and activities are
monitored all the time. To achieve this, authentication
and access control must be enforced to ensure that only
authenticated healthcare professionals can access, and
further can access data that they have privilege for their
healthcare services. This paper introduces a public key
cryptography called Mutual Authentication and Access
Control based on Elliptic Curve Cryptography
(MAACE). MAACE provides mutual authentication (a
healthcare professional can authenticate to an accessed
node (a PDA or medical sensor) and vice versa) and
ensures a healthcare professional can only access data
that he/she has privilege. By applying elliptic curve
cryptography, MAACE provides a public key approach,
which is more scalable and requires lesser memory
compared to symmetric key-based schemes. Its
performance makes it practically feasible to be
implemented on sensor platforms. Security analysis and
performance evaluation results have shown that MAACE
is 238 times and 1.3 times faster than HBQ and
ENABLE, respectively. In addition, MAACE consumes
041 % and 75 % energy compared to HBQ and
ENABLE, respectively. The simulation results have
shown that MAACE only increases energy consumption
and delay about 30 % compared to a normal
communication. However, since MAACE is only
performed once for a number of data communications,
such energy consumption and delay are insignificant for
the network.

One of the main issues in ECC is that Point
Multiplication operation takes significant time (810 ms)
(and consequently, increases energy consumption)
compared with Point Adding. Reducing the ECC’s Point
Multiplication operation cost will be our next goal to
provide a more secure and energy-efficient scheme for
WSNs. Another future work is to implement MAACE on
Crossbow Mica2 motes [39] in order to observe its real
performance.
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