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Abstract

The emergence of Internet-of-Things (IoT) presents significant challenges to security and privacy.
IoT are usually constrained devices with limited resources in terms of power, memory, computa-
tion, and battery life. The consumer arena prioritizes the time to market at the expense of compro-
mising security. The lack of standardization for IoT development at the initial stage has inherited
the vulnerabilities. However, the recent tsunami of 1oT devices has created a variety of competing
technologies that lead to a highly fragmented threat model. These technologies have evolved our
daily life with wearables and sensors, which analyze the ambient context and collects informa-
tion about a specific entity. The collected contextual data can be used to evolve the user’s daily
life such as cost reduction-based energy management systems, home automation, and autonomous
driving. These innovative technologies have access to highly sensitive information, often personal
data, and become an active target of an attack. The constrained property of an IoT device makes it
the weakest link of the connected network and often targeted by adversaries for exploitation. The
current security measures such as conventional cryptography, Adhoc patches, and security policies
are not adequate protection for these devices.

This thesis focus on the zero interaction pairing and authentication that identify the device
based on its physical, virtual, or ambient context. We have identified that the existing approaches
use the device’s physical context as a dynamic credential for pairing and authentication, which
has low entropy and require time synchronization. To solve this problem, we have proposed the
Median of medians (Moms) secret key that converts the low entropy context to high entropy us-
ing time intervals. Similarly, we have identified the vulnerability of network key transportation
in the user assistance pairing using virtual context and proposed an efficient zero-effort scheme,

which ensures the mutual authentication and key provision among the devices using a self-signed
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identifier and integrated encryption scheme respectively. Moreover, the existing approaches for
identifying the devices based on the contextual co-presence require sufficient data for adequate
security and utilize an error correction mechanism, which leads to prolonged pairing time and
contextual co-presence attacks respectively. For this purpose, we have used the Moms secret that
analyze the multimodal data and selects a specific data dimension from each modality based on
randomness and similarity, which leads to the reduction of pairing time. Additionally, we have
used the password-authenticated key exchange instead of an error correction mechanism that en-
sures strong resistance against the contextual co-presence attack. The proposed approaches were
evaluated using publicly available datasets and compared with the state-of-the-art. The evalua-
tion result shows that the proposed approach reduces the operational overhead on the devices and

improve security by providing strong resistance against contextual co-presence attack.
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Chapter 1

Introduction

The world is growing more connected with technological advancements. These interconnected de-
vices have facilitated user’s by providing a variety of services at their fingertips without effort. The
connected technologies have proved Moore’s law in terms of device size, computation, and per-
formance. The production cost of computers and their peripheral devices has also been reduced,
smaller and faster as compared with traditional mainframe systems. The embedded systems are
found everywhere, even invisible to us. These embedded devices are cost-effective, often used
for data acquisition, processing, and decision-making tasks in different application areas such as
smart manufacturing, wireless sensor network, self-driving vehicles, health monitoring systems,
and many consumer applications. Besides these advantages, the embedded devices are resource
constrained with limited memory, computation, and battery lifetime. Therefore, a specific protocol
or algorithm is deployed on these devices to fulfill the required task. The resource-constrained na-
ture of these devices makes them vulnerable to a variety of security threats. The research commu-
nity has exploited and proposed patches for these vulnerabilities. But due to competitive business,
the consumer arena still prioritizes the time to market at the expense of compromising security.
Also, cheap production may compromise quality assurance and security testing. When such de-
vices become a part of the network, then it is considered as the weakest link and the adversary
often targets them to get access to the network.

The Internet-of-Things (IoT) become popular by introducing the smart feature in the network,
where the connected devices utilize the knowledge bases or machine learning to sense, anticipate
and take actions considering the desires of users. Figure 1.1 presents the prominent application ar-
eas of [oT. These technological tsunamis of IoT have evolved our life with smart services such as

healthcare, transportation, homes, and industries. IoT includes heterogeneous devices such as ac-
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CHAPTER 1. INTRODUCTION 2

PROLIFERATION OF SMART DEVICES

Figure 1.1: Proliferation of Smart Device in Different Domains

tuators, sensors, and smart nodes, which exchange network information and provide personalized
services. The IoT devices have limited resources in terms of memory, energy, computation, and
processing capabilities. The vast number of devices’ connectivity may lead to several challenges
such as scalability, diversified protocols, and communication channels. The IoT relies on two types
of networks such as server-based and peer-to-peer. In the server-based, the server is responsible to
process all the data, ensure data privacy, and provide services to the client. In this way, the over-
head on the client side is minimized, but it leads to one-point failure. In case of failure, the whole
network will be down. On the contrary, in peer-to-peer, each client process the data and provide
relevant services to its neighboring node. The peer-to-peer network is easy to establish, but it has
very minimum security measures and became the target of an adversary.

Pairing and authentication are used to ensure secure communication between communicating
entities. The rapid increase of smart devices plays an important role in daily life, ranging from
businesses to household management and healthcare services [1,2]. According to [3,4], the num-
ber of smart devices will increase three times by 2025, enabling a sustainable environment with
autonomous processes that reduce cost and increase productivity [5]. On the downside, these smart

devices collect physical, virtual, and ambient contextual data that leads to a wide range of security
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CHAPTER 1. INTRODUCTION 3

and privacy concerns [6,7]. The collected data may have personally identifiable information and
its leakage or misuse may have severe consequences [8, 9]. Moreover, IoT devices lack security
standards, leading to vendor-specific mechanisms and provide weak security. The traditional cryp-
tographic mechanism required fine-tuning to be deployed on these constrained devices. Therefore,
new approaches need to be proposed that considered the limitation of constrained devices and

provide optimum security to ensure strong resistance against a variety of attacks.

1.1 Motivation

The rapid growth of IoT needs the protection of devices and its transmitted data. IoT provide per-
sonalized service by analyzing the collected data from wearable and sensors. The attacker usually
target the IoT for launching a variety of attacks such as masquerading, man in the middle, replay,
and eavesdropping [10,11]. These attacks not only compromise the privacy, but also leads to severe
consequences such as identity theft, evidence tampering, and ransomware [12, 13]. The traditional
security mechanism provide confidentiality, integrity, authentication, and authorization. Pairing
allows the establishment of shared secret key among the communicating entities without the in-
volvement of trusted third party, ensuring data confidentiality and integrity. While authentication
identify and validate the identity of communicating entities, providing data origin authentication.
In IoT, pairing and authentication provide strong resistance against a variety of attacks by protect-
ing the data transmitted over the communication channel and prevent the devices from malicious
code [14,15].

Pairing and authentication are broadly divided into user assistance and zero interaction. The
user assistance pairing and authentication utilizes the predefined credentials for managing the se-
cure communication between the communicating devices [16, 17]. Figure 1.2 presents the concep-
tual workflow of the user assistance pairing and authentication. The predefined credentials includes
the password, Quick Response (QR) code, or bar code. As the name depict, the user assistance is
required for initial authentication by entering the password or scanning the QR/bar code. Usually
smartphone is utilized to scan/enter the credential and transmit via Wireless Fidelity (WiFi) chan-
nel. upon receiving the device credential, the coordinator share network key and the corresponding

device become the part of network. With the increasing number of IoT devices, the high user effort
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CHAPTER 1. INTRODUCTION 4

Camera

Washing

Figure 1.2: User Assistance Pairing and Authentication

will be needed during the initial management of devices. In order to solve the high user effort issue,
the Zero Interaction Pairing and Authentication (ZIPA) was introduce, which eliminate the user
assistance and utilize the contextual data as a security credential for identification and validation of
devices [18, 19]. Figure 1.3 present the conceptual mechanism of ZIPA, where the targeted device
use the physical, virtual, or ambient context, collected from smart device’s on-board sensors. The
collected contextual data decides the acceptance and rejection of devices [20]. The ZIPA do not
require the another communication medium for transmission of security credentials and improve
the network scalability.

With the constrained nature of IoT in terms of power, memory, computation, and battery life.
The user assistance pairing and authentication are not suitable to be deployed directly because
it relay on public key cryptography that required proper tailoring for deployment on constrained
node. Therefore, the 10T preferred ZIPA due to its autonomous pairing and authentication without
any prior association requirement. Despite these benefits, the ZIPA scheme utilize the contextual
data that has low entropy and according to the Shannon Entropy in information theory [21], the
low entropy value leads to high information gain. Based on this theory, the existing ZIPA schemes

are vulnerable to brute-force and contextual co-presence attack [22,23]. To solve the low entropy
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Figure 1.3: Zero Interaction Pairing and Authentication

issue, the existing approaches requires sufficient contextual data to provide adequate security that
results in prolong pairing time [19,20,24-30]. Moreover, the existing user assistance pairing utilize
the device virtual context that exists in plain text, the exploitation of this vulnerability can lead to
key transportation attack, specifically during the network key sharing at the initial authentication
phase [31-35]. Therefore, we are motivated to design an efficient ZIPA scheme that convert the low
entropy contextual values to high entropy, reduces the pairing time, and ensure strong resistance

against predictive contextual and key transportation attacks.

1.2 Challenges and Goal

The ultimate goal of this thesis is to design an efficient ZIPA mechanism that reduce the pairing
time and ensure strong resistance against predictive contextual and key transportation attacks. To
achieve this goal, we systematically analyze the existing literature related to ZIPA and identify its
limitations. Base on the identified limitation, we have proposed the state-of-the-art ZIPA scheme
and evaluated it with the publicly available datasets, which depict the real-world scenarios. Ac-

cording to the evaluation results, our proposed methodology provide strong resistance against a
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CHAPTER 1. INTRODUCTION 6

variety of attacks, improve the security and reduce the pairing time compared to the existing ap-
proaches. The ZIPA uses contextual data (physical, virtual, and ambient context) that have low
entropy and leads to predictive contextual attacks. Therefore, the existing approaches require suf-
ficent data for adequate security that results in prolong pairing time. Moreover, the existing user
assistance pairing is also vulnerable to key transportation attacks. Some of the recent studies have
considered these issues, but it required time synchronization, vulnerable to contextual co-presence
attack, and take prolong pairing time. To solve these challenges, we have designed an efficient
ZIPA mechanism that reduces the pairing time and ensure strong resistance against predictive
contextual and key transportation attacks. The target goals are as follows:

Independent of Time Synchronization: For the server-based network, the existing ZIPA
mechanism uses the device physical context as dynamic credential, which required the time syn-
chronization among the client and server. In reality, achieving the time synchronization on com-
modity devices are infeasible and attacker can also exploit this vulnerability to launch an asyn-
chronous attack. Therefore, we have considered an interval based approach for selecting the con-
textual information.

High Entropy and Low Information Gain: The device physical context have low entropy,
which can be predicted by passive analysis or bruteforce attack. Therefore, we have proposed the
median-of-medians (Moms) secret that convert the low entropy value to high entropy to reduce
the information gain.

Reduction of Operational Overhead: The existing ZIPA scheme required user assistance for
analyzing the device virtual context, which is vulnerable to key transportation attack. Either the
device virtual context is globally available or transmitted in plaintext. Therefore, we have proposed
the zero-effort approach that reduce the operational overhead by using the device virtual context
for identification and shared key generation without user assistance.

Reduction of Pairing Time: The existing ZIPA scheme collect multi-modality data from co-
presence environment and generate the device fingerprint by taking an average or single medical
of each modality and concatenate it to increase the search space. According to our analysis the
data collected from one modality with multiple dimension has similarity pattern, that increase

the overhead on each peer. Therefore, our propose methodology considered one dimensional per
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Figure 1.4: Overview of Research Scope to Improve Security

modality for generating the device fingerprint and reduces the pairing time.

Resistance against Contextual Co-presence Attack: The existing ZIPA scheme utilizes the
fuzzy-based approach for contextual pattern, which allow and correct a certain amount of error
in the contextual data pattern. The adversary exploit this feature and launch the contextual co-
presence attack. We have utilizes the password authentication key exchange instead of the fuzzy-

based approaches to provide resistance against such type of attacks.

1.3 Key Contributions

The key contributions of this thesis are described as follows:

1.3.1 Analysis of Existing Schemes

We analyzed the existing ZIPA schemes and categorized them based on the network architecture
into server-based and peer-to-peer. In the server-based ZIPA scheme, the server verify and vali-
date the end devices based on physical context or virtual context. The physical context include
the unique property of device such as power consumption. While the virtual context include the
personal identification number, password, or quick response code. In the peer-to-peer network,
each device collect the ambient context using their own board sensors and verify the neighbor-
ing devices. Also, we find that the existing ZIPA schemes are vulnerable to a variety of attacks
such as guessing, asynchronous, key transportation, masquerading, man-in-the-middle, and replay.

Moreover, some of the existing schemes require user assistance. Therefore, we identified critical
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CHAPTER 1. INTRODUCTION 8

security, privacy, usability, and pairing time issues. Figure 1.4 present the scope of our thesis in

term of attacking perspective.

1.3.2 Median-of-Medians (Moms) Secret

We address the problem of time synchronization and low entropy contextual information by
proposing the median-of-medians (Moms) secret, which uses the interval based data that is in-
dependent of time synchronization and convert the low entropy values into high by taking the
medians. The Moms secret can be used as a dynamic credential for ZIPA schemes that ensure the

randomness and prevent information leakage.

1.3.3 Device Virtual Context as Self-signed Identifier

To ensure prevention against the key transportation attack, we proposed zero-effort protocol that
utilizes the device virtual context as a self-signed identifier (instead of considering it as a key)
for mutual authentication and then generate a shared key based on integrated encryption scheme.
With this approach, the existing user assistance schemes can be evolved to zero-interaction and
automate the joining process of new device, which will reduce the operational overhead and also
mitigate the vulnerabilities of masquerading, man-in-the-middle, key transportation, and replay

attacks.

1.3.4 Pairing Time Reduction

We solve the problem of prolong pairing time by selecting one data dimension from each modality
based on the similarity, then use the selected data dimension from all the modalities for device
fingerprint generation using Moms secret that significantly decrease it predictability, increase the

entropy and reduce the pairing time.

1.3.5 Resistance against Contextual Co-presence Attack

The existing approaches adopt the fuzzy-based approach for ZIPA such as Reed-Solomon code
that detect and correct multiple symbol errors. The adversary can exploit this vulnerability to

launch the contextual co-presence attack. To solve this issue, we adopt the password authenticated
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Figure 1.5: Idea Diagram Representation and Mappings of Chapters

key exchange and integrate it with Moms secret, which results in reducing the pairing time and
improving the security. In this way, the security is completely dependent on the generated Moms
secret. The innovative design of Moms secret with PAKE provide strong resistance against the

contextual co-presence attack.

1.4 Thesis Organization

This dissertation aims at investigating an efficient zero interaction pairing and authentication
method that reduces the pairing time and ensure strong resistance against predictive contextual
and key transportation attacks. Figure 1.5 presents the bird-eye view of the dissertation and con-

nectivity between different components. The rest of thesis is organized as follows.

* Chapter 1: Introduction. Chapter 1 described the brief introduction of pairing and au-
thentication schemes, which contains many vulnerabilities and its exploitation may leads
to severe consequences. It focus on the motivation of this research, preliminary definitions,
problems in areas, the goal to solve these problems and key contributions that achieved
through this research work. Finally, this chapter conclude with the organization of this dis-

sertation.
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CHAPTER 1. INTRODUCTION 10

* Chapter 2: Related work. Chapter 2 provides detailed literature review of the studies re-
lated to zero interaction and pairing. This section described the literature in terms of one-
shot, zero-effort, and co-presence-based pairing and authentication. For each of these area,
the strengths and weakness are summarized that provide a base for supporting our proposed

approach.

* Chapter 3: One-shot Pairing and Authentication. In this chapter we have describe our
first solution that use the device physical context to ensure the pairing with server. Moreover,
this chapter briefly describe our proposed Median-of-medians (Moms) secret key generation
and proof the key sharing with zero knowledge proof. The evaluation of the proposed ap-
proach was illustrated in terms of entropy assessment, probability of guessing context, and
time complexity. Based on the evaluation results, our proposed approach perform very-well

as compare with the existing approaches.

* Chapter 4: Zero-Effort Authentication and Pairing. This chapter described our second
solution that use the device virtual context to ensure the pairing with coordinator. The vul-
nerability exploitation of the existing approach was discussed in detail, which leads to key
transportation attack and required user assistance. Based on these limitations, this chapter
briefly described our proposed zero-effort scheme that solve these issues in an optimum
way. Also, the proposed scheme was simulated with scyther and AVISPA for security vul-
nerability assessment, also the operational overhead was computed and compare with the

existing approaches.

* Chapter 5: Co-presence based Pairing and Authentication. In this chapter, we address
the identification of devices based on their contextual co-presence data. Each device collects
their ambient from their own board sensor and generate a device fingerprint, which can be
used to ensure pairing with the neighboring device. The existing approaches take prolong
pairing time and vulnerable to contextual co-presence attack. Therefore, we have briefly
describe how our proposed approach try to mitigate this kind of challenges. Moreover, we
have used the publicly available dataset to evaluate our proposed methodology with the

existing approach.
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* Chapter 6: Conclusion and Future directions. This chapter summarizes the thesis with
concluding remarks and provide future directions in the area of zero interaction and pairing.
Furthermore, the relevant application areas of the proposed methodology are described in

detail.

Collection @ khu



Chapter 2

Related Work

Zero Interaction Pairing and Authentication uses device physical, virtual, and ambient context to
establish a shared secret key and validate the device identity. In this chapter, we described the

critical analysis of the existing state-of-the art approaches and identified the limitations.

2.1 IoT Authentication

The 10T has revolutionized the daily life of human with personalized services. These device need
to verify and validate its identity to become a part of the network, the procedure is known as [oT
authentication. A variety of IoT authentication mechanisms has been proposed in the literature that

ensure the security and provide reliable services. Figure 2.1 present the overall research taxonomy

| - Research ama
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Figure 2.1: IoT Authentication Research Taxonomy and Targeted Area
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of IoT authentication and the description of each category is described as follows:

2.1.1 Hardware-based

This type of authentication mechanism rely on a dedicated physical device/behavior that can be
used as an authentication credential for getting access to a relevant resource or device [36]. Such
type of mechanism is divided into implicit and explicit authentication [37]. The implicit approach
identify the resources or devices based on its behavior [38]. For IoT devices, the most common
implicit approaches are True Random Number Generator (TRNG) and Physical Unclonable Func-
tion (PUF). The TRNG generates random numbers from hardware level process instead of relying
on an algorithm or random number generator [39]. While the PUF is a unique fingerprint of de-
vice generated from the implemented integrated circuit [40]. On the contrary, the explicit approach
generate, store, and validate the hardware-based credentials [41]. Trusted Platform Module (TPM)
is an appropriate category of explicit hardware-based authentication, which is a secure crypto-

processor designed for managing the cryptographic operations [42].

2.1.2 Password-based

The secret credentials, key, or code that grant access to the device or resource after verification
can be considered as password [43]. It can be graphical [44], pattern [45], or secret string [46],
which require user assistance. Usually password based authentication required registration, where
the appropriate credentials are set and stored securely. For granting access to a specific device or
resource, the input and stored password are compared with each other for making an authentication

decision [47].

2.1.3 Token-based

This type of authentication mechanism use a unique cryptographic token for verification of device
or resource identity [48]. The token-based authentication depends on a cryptographic protocol,
which generate a token after verification of the device or resource credential [49]. The generated
token have limited validity and used for identity verification instead of providing the credentials

every time. The most common use of token-based authentication is the concept of Single Sign
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On (SSO), which enable the device or user to access multiple resources with a single identity

verification [50].

2.1.4 Factor-based

The factor-based authentication grant the access to a specific resource by verifying and validating
two or more evidences that prove the identity of a device or user. It is also known as multi-factor
authentication and usually deployed for protecting high sensitive resources such as preventing pri-
vacy, securing financial assets and applications rely on personally identifiable information [51,52].
The factor-based authentication mechanisms are further divided into identity and context based ap-
proaches. The identity-based approach use independent identifier to verify and validate the device
or user identity [53]. It includes biometrics, smart card, and passwords. While the context-based
approach analyze the user or device contextual data in term of physical, virtual, and ambient con-
text for the purpose of authentication [54]. The context-based authentication is further divided
into physical and behavioral. The physical context use the device and environmental factors such
as noises, lighting, temperature and location [55]. While the behavioral context is influence by
external and internal factors related to a specific situation such as activity analysis and pattern

recognition [56].

2.1.5 Cryptographic-based

This type of authentication scheme use the cryptographic primitives for key establishment, encryp-
tion, and authentication [57]. The cryptographic-based approaches are classified into symmetric ,
asymmetric, and hybrid cryptosystem. The symmetric cryptosystem use one shared secret key for
encryption and decryption [58]. The generation of similar key among the communicating entities
can lead to successful authentication. On contrary, the asymmetric cryptosystem rely on secret key
pair known as public and private [59]. The public key is used for encryption, while the private key
is used for authentication combined with other cryptographic primitives. The hybrid cryptosystem
use both the symmetric and asymmetric approaches based on the pre-defined protocol designed

for a specific application [60].
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2.2 Context-based Authentication Mechanisms

Among the IoT authentication schemes described in section 2.1, this thesis falls within the scope
of factor-based and cryptographic-based approaches. We have emphasized on the pairing and au-
thentication between IoT devices using contextual data in terms of physical, virtual, and ambient
context. Therefore, we have critically analyzed the existing literature that utilizes these contextual
information for establishing the shared key and validating the device identity within its proxim-
ity. The detailed descriptions of the existing literature is divided based on the contextual data and

described as follows:

2.2.1 Physical Context

The physical context is related to the IoT itself. It is different from the hardware-based features be-
cause the hardware usually have a unique fingerprint due to the integrated circuit but the physical
context maybe similar between vendor specific devices with a minor difference. The hardware-
based features are mostly generated by the device itself, while the device physical context can be
analyzed by a specific monitor. Rostami et al. designed a pairing scheme that extract the random-
ness from electrocardiography (ECG) and allow an external device to interact with the implantable
medical devices (IMDs) [61]. The proposed approach ensure that only the devices in possession
of patient can access the IMDs. Adversary may compromise a device closely in contact with the
patient body and use it to compromise the target IMD. Han et al. proposed a pairing scheme
that binds the vehicle’s digital certificate with its location to identify the presence of legitimate
vehicles in a convey and ensure prevention against ghost attack [62]. The proposed approach is
vulnerable to replay attack on a specific road and traffic condition. In [63], the authors proposed
a challenge response authentication protocol using micro-electro-mechanical sensors that collects
the accelerometer and gyroscope measurement affiliated with targeted user, and authenticate the
nearby devices. The approach used linear regression and hidden Markov model for movement
and trajectory recognition, which required relevant data to train and fine tune the model. Melo et
al. designed an authentication protocol using physical context that established shared secret key
among the communicating entities and provide strong resistance against the external attacks [64].

The approach use error correction code for generation of unique bit stream and accept a certain
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bits of errors. Cabuk et al. in [65] proposed a mutual authentication protocol for Unmanned Aerial
Vehicle (UAV) communication network. The protocol verify and validate a single or group of
UAVs identity based on its mission identifier, which is considered as a physical context and eas-
ily guessed by an adversary. Also, the traditional cryptographic primitives (such as Rivest Shamir
Adleman (RSA) and Advanced Encryption Standard (AES)) were considered that add compu-
tational overhead on each UAV. In [20], the authors considered device’s power consumption as
a physical context and use it as a dynamic credential for authentication in smart manufacturing
environment. The approach can be beneficial as a factor-based authentication in the centralized
constrained node network because the device physical context can be collected by a smart meter
within the network and then the centralized server validate the IoT device identity to prevent ma-
licious node. The proposed approach required time synchronization and use the contextual data as
a dynamic credential for cryptographic hash function. According to avalanche effect [66], a minor
change in the physical context due to time delay leads to the asynchronous attack [67]. Also, the
power consumption value have low entropy, which lead to high information gain based on the

notion of Shannon entropy [68].

2.2.2 Virtual Context

The virtual context is an imaginary identifier assigned to each device in form of quick response
code, barcode, or personal identifier (such as registered password or cryptographic token). Such
virtual context identify the specific device while connecting with a network. It required user as-
sistance to scan or enter the credentials, which are usually available in plaintext and accessible
to all the users. Moreover, another application or communication medium (such as WiFi/Blue-
tooth) for transporting the credential is needed. Coordinator utilizes the received credential for
encrypting the network key and delivered it on an insecure communication channel. In [69], the
authors proposed an efficient pairing and authentication scheme using public key cryptography,
where the client precompute public and private key parameters. Then provide the precomputed
parameters based on the proposed protocol to the server for shared secret key establishment and
mutual authentication. The proposed scheme shift the computational burden from client to the

server and suitable for centralized network. Esfahani et al. proposed a lightweight peer-to-peer
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authentication mechanism that use exclusive disjunction and hash function for validating the de-
vice identity [70]. The proposed approach reduce the computational overhead and provide strong
resistance against the well known attacks such as man-in-the-middle, masquerading, replay, and
data tampering. Similarly, Lara et al. in [71] proposed authentication protocol that reduce the ex-
change of messages among the communicating entities. The approaches proposed in [70] and [71]
required a secret key distributed prior to the communication. In [72], the authors identify that
the ZigBee touchlink commissioning process is vulnerable to active and passive attacks. The ex-
plotation of touchlink commissioning vulnerablity may help the adversary to compromise the
network. To provide strong resistance against such vulnerability, an efficient and lightweight pair-
ing and authentication mechanism is required. Wang et al. in [31] propose certificate-less protocol
and leverage low-cost public key primitives that integrate elliptic curve Diffie Hellman exchange
into existing association request/response messages. The goal was to improve the security of in-
stallation code by using public key cryptography. The security of this approach depends on the
credential and its transmission over the communication channel. Furthermore, the credentials are
normally global and publicly available to all the users, including the attacker. In [32], the authors
analyze the existing protocols using the security verification tool such as Pro-Verify and presents
the insecurity in the underlying communication protocol stacks. The limitation of this study was
that the security analysis was performed based on one attacking model only. Amanlou et al. in [73]
designed protocol using elliptic curve diffie hellman along with pre-shared secret and evaluated
based on publish-subscribe framework such as MQTT protocol. The approach was proposed for
fog and edge computing architectures. But this approach did not consider the overhead on the
IoT end devices, which are usually constraint in nature. Similarly, Lu et al. impose the security
policies and procedures on the edge node, ensuring mutual authentication between the communi-
cating entities [74]. The approach is vulnerable to one-point failure, any vulnerability in the edge
node may compromise the targeted network. A lightweight authentication protocol was proposed
in [75], which use cryptographic hash function for device identity verification and validation. The

approach transmit the digest value on an insecure channel that can be easily spoofed by an adver-

sary.
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2.2.3 Ambient Context

The ambient context is the immediate surrounding of an entity such as environmental and social
factors. The ambient context can be utilized in a variety of research areas for analysis, prediction,
and decision making. Kalamandeen et al. proposed a pairing and authentication scheme [76],
named as Ensemble, which authenticate the device based on its proximity assessed from the
strength of radio frequency. The approach classify close proximity devices into legitimate and
adversarial. However, it required an observer device to collect the ground truth and support in
decision making process. In [77], the authors proposed ProxiMate that establish the shared secret
key among the communicating entities within its proximity. The authentication decision was made
based on the established shared secret key, which gets computed by analyzing the ambient envi-
ronment. Halevi et al. in [78] proposed a challenge-response protocol that sense the surrounding
audio and lumination to identify the proximity of Near-Field Communication (NFC) devices. The
selected ambient context can be affected by the surrounding activities such as noise, crowds, and
lightning infrastructure. In order to solve the issue of pre-shared secret, Xiao et al. present prox-
imity based authentication approach that uses the infinite Gaussian mixture model for proximity
range control and improve the authentication accuracy [79]. The proposed approach is vulnera-
ble to proximity based man-in-the-middle attack. In [80], the authors generate shared secret key
among the communicating devices using the ambient audio. The approach considered fuzzy com-
mitment for fingerprint generation that tolerate noises. Such vulnerability can be exploited by the
adversary to launch a brute-force attack. In [81], the authors ensure prevention of rely attacks
in radio frequency identification (RFID) readers and collects the contextual data using onboard
sensors, which support in identification of valid tag within specific proximity. The approach re-
quired pretrained model for detecting the proximity between communicating devices. Urien et
al. use the sensed value from temperature sensor and integrate it with elliptic curve cryptogra-
phy to ensure prevention against relaying attack [82]. Each of the communicating device require
a temperature sensor to capture the contextual information. Miettinen et al. proposed a pairing
scheme that analyze the ambient noise and lumination to identify the co-presence devices [19].
The proposed approach use fuzzy commitment scheme for device fingerprint generation, which

allow a certain percentage of erroneous bits and the adversary may take benefit from such vul-
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nerability. In [26], the authors considered four modalities for co-presence device identification,
which includes global positioning service (GPS), audio, WiFi and Bluetooth signals strength. The
assessment results present the improve pairing on multimodal data compared to single modality.
Karapanos et al. collects the ambient noise from user’s smartphone and measure the proximity
with targeted device [83]. Based on these factors, the smart phone compute the similarity scores
between collected noise signal and accept/reject the login attempt. Such approach may not be
feasible for the constrained node network, where node has limited resources and analyzing the
audio may increase the computational overhead. Similarly, Gu et al. proposed co-presence based
pairing scheme that authenticate a group of IoT devices based on ambient audio signal [84]. Each
device analyze the audio signal using fuzzy extractor to generate a share secret key, which may
be guessed by the adversary due to the error correcting code feature. In [28], the authors analyze
context-based authentication in term of security and proposed an approach that mutually authenti-
cate the devices based on their ambient context. The fuzzy vault was used for device’s fingerprint
generation that rely on error correction mechanism and support the adversary for launching guess-
ing attacks. Fomichev et al. [30] address the challenge of schemes that do not reflect the realistic
IoT scenarios and compare different schemes under the realistic conditions. Then collected and
released billion of sensors reading including audio, accelerometer, gyroscope, magnetometer, and
barometer. In [27], the authors used event timeline extracted from IoT gateway for generation of
device fingerprint. The context data was collected in real-time from various smartphone sensors
and then transform accordingly. The approach required user assistance for making a pairing deci-
sion. Han et al. [85] utilize time as a common factor across different sensors types for a specific
event detection. The device co-located within a physically secure boundary can observe the events
and ensure prevention from adversary. This approach perform clustering for group identification
and use Fuzzy commitment for key establishment. Fomichev et al. in [29] proposed FastZIP that
reduces the pairing time and provide prevention against the contextual co-presence attacks. The
FastZIP adopt fuzzy password authenticated key exchange protocol for secure key agreement,

which allows a certain amount of bits deviation in the generated device fingerprint bits.
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2.3 Analysis Of Literature Survey

We have analyzed the existing literature related to pairing and authentication based on the de-
vice’s contextual data in terms of physical, virtual, and ambient. According to our analysis, the
existing approaches used the low entropy contextual data for pairing and authentication, which
gets exploited by the adversary for launching predictive contextual attacks [20, 64]. Therefore,
sufficient contextual data gets collected to provide adequate security that results in prolong pair-
ing time. Thus, the existing solutions have a trade-off among security, computational overhead,
and pairing time [19, 29, 83]. Moreover, the existing user assistance authentication and pairing
schemes required another communication medium for device identity verification and validation
that is vulnerable to key transportation attacks due to the availability of contextual data in plain-
text [31,72,73].

We have identified that the existing approaches consider the physical context that require time
synchronization for contextual data collection, which is infeasible in the commodity devices and
delay may lead to asynchronous attack [67]. Also, the contextual data are used in keyed hash
function for authentication, which increase the overhead on resource constrained devices [20].
Therefore, an efficient pairing and authentication is required that solve the synchronization is-
sue, reduce the pairing time, and provide strong resistance against the guessing attacks. For the
devices that utilized the virtual context for verifying and validating its identity, the security de-
pends on the credentials and it transmission medium [72]. The credentials are usually global and
publicly available in the device specification document. Also, it required user assistance for ini-
tial authentication, which increase burden on the human with increasing number of devices [31].
Thus, zero-effort mechanism is needed that reduce the operational overhead and provide resis-
tance against key transportation, masquerading, man-in-the-middle, and replay attack. Moreover,
the verification of neighboring device based on ambient context require sufficient contextual data
for adequate security leads to prolong pairing time. Also, these approaches used fuzzy commit-
ment that uses the error correction mechanism such as Reed-Solomon (RS) code that detect and
correct multiple symbol errors [29]. The adversary can take advantage from this feature and launch
the contextual co-presence attack [19]. Therefore, an innovative approach for co-presence device

identification is required that reduce the pairing time and improve the security by ensuring strong

Collection @ khu



CHAPTER 2. RELATED WORK 21

resistance against predictive contextual attack.

In this dissertation, we have proposed one-shot, zero effort, and co-presence based pairing and
authentication schemes, which provide an efficient and robust solutions to the above mentioned
challenges. The one-shot pairing and authentication scheme is independent of time synchroniza-
tion, convert the low entropy to high entropy for low information gain and resistance against the
guessing context. Zero-effort authentication and pairing eliminate the assistance from user dur-
ing the initial configuration, reduce the computational overhead and ensure prevention against key
transportation, masquerading, man-in-the-middle, and replay attacks. The contextual co-presence-
based pairing and authentication improve the security and reduce the pairing time based on the
innovative design of Median-of-median secret with password authenticated key exchange. The de-
tail description of the proposed solutions and it comparison with the state-of-the-art are described

in the upcoming chapters.
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Chapter 3

One-shot Pairing and Authentication

3.1 Introduction

The recent tsunami of IoT has evolve our daily life with different sensors and actuators. These
devices sense the context and make an intelligent decision to improve the lifestyle [86,87]. How-
ever, the acquired contextual data are sensitive in nature because it contain personally identifi-
able information and attract an adversary for launching a variety of attacks such as identity theft,
man-in-the-middle, and data tampering. Therefore, many solutions were proposed to prevent the
misuse of these personally identifiable information and provide strong resistance to the well-know
attacks [88]. Inspired from the automation, time efficiency, cost reduction, and improve productiv-
ity, the research community considered to use these contextual data for pairing and authentication.

Pairing is the establishment and computation of secret credential (such as key) among the
communication entities based on the commonly sensed context [30]. While authentication verify
and validate the identities of communicating entities [89]. According to our analysis, the research
of pairing and authentication using contextual data are broadly considered in terms of user and
device perspectives. In user perspective, the objective is to identify the devices in possession of
user [90-93]. Therefore, the contextual data are usually associated with the user and ensure that the
acquired data belongs to the specific user, then validate the device within proximity. On contrary,
the device-based contextual data is affiliated with the device and verify the identities of communi-
cating devices within its proximity [19,28-30]. Our focus in this dissertation is on the pairing and
authentication mechanism in device perspective, instead of user perspective that is a very mature
area of research.

In this chapter, we will described our proposed one-shot pairing and authentication approach

that verify and validate the devices based on its physical context. The name one-shot described

22
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Figure 3.1: One-shot Pairing and Authentication

that only the end device contextual information will be used by the centralized server to verify and
validate its identity. It is assumed that the device contextual data is already stored in a secured cen-
tralized repository and accessible to the server. The server acquire physical context of the specific
device based on its identity, establish a share secret key, and identify the end device based on the
shared secret key. The most prominent example is the non-intrusive load monitoring data, where
each of the appliances shared the power consumption data with the centralized server for energy
management system [94]. The goal of one-shot pairing and authentication is to utilize such kind
of physical contextual data as dynamic credential, which is independent of time synchronization,
reduce the time complexity and computational overhead, and ensure prevention against guessing
attacks. The application areas include the energy management system, appliances management
system, and healthcare monitoring system. Figure 3.1 presents the architecture of our proposed
one-shot pairing and authentication, which analyzed the device physical context and validate its

identity. The detail description of each component is described as follows.

3.1.1 Retrieve Contextual Data

The device share its physical context with the centralized server for long term storage and also
utilize the same interval of data for pairing and authentication. It is assumed that the physical
context can be transmitted over the secure communication channel. The interval for selecting the
context are predefined based on the number of instances. Each device contextual data is linked with
its unique identifier, which can be utilized while retrieving its corresponding context for validation

and verification.
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Algorithm 3.1: Median of Medians Secret Key Generation
Input: C;,, ..., Cy,
Output: M,,,

Ssecret

/* Retrieve Contextual Data */
1 dg, + Collect(Cyy, ..., Ct,)
/* Compute the Median of dc, */

2 fMedVal — median(dcz)
3 Gfypper < dog[fMeava > dc,]
4 Gy, —do[fMeava < dc,]

/* Compute the Median of Gy,,.. */
5 SMedVal < medéan(Gfupper)
6 GSupper A Gfupper ['511!"*"‘3(1“""1lE > Gfupper]

/* Compute the Median of Gy, . */
7 tMedval < median(Gy,,,..)
8 Gliguer ¢ Gflower [tMedVﬂJ < Gfl',owew‘]
9 Glb‘itsa GQb‘its — int(Gsupper), int(Gttwer)
10 Gco'rwat — GlbitsllGQbits
11 PaaBits < len(Geoncat) %08 /* for bytes =/
12 PuaBits + 8 — PadBits /* Padding Bits «/
13 if Padgﬁg 7é 0 then
14 L Gpad + Add Phipits padding to G eoneat

15 else
16 L GPad — Gconcat

17 BiteChunk — shape G paq into 8 — bits chunk
18 Mmssgcrgt — ént(BitsChunka 2)

3.1.2 Generate Moms Secret

As the device physical context has low entropy, which is vulnerable to guessing attacks. Therefore,
we proposed a method to convert the low entropy context to high entropy for low information again
by using the median of medians (Moms) secret key generation as shown in Algorithm 3.1. Initially,
the selected time interval contextual data (Cy, , ..., Cy,, ) related to a specific device is acquired from
the centralized repository based on the unique identifier of targeted device. Then compute the first
median to divide the contextual data into two approximately equal size groups such as Gy, ..
and Gy, . . In order to convert the low entropy value to high entropy, the median of Gy, ..
and Gy, are computed as syreqvar and tyreqvar respectively. Figure 3.2 present the groups

of contextual data divided based on median of medians. The corresponding groups (G¥,,,., and
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Figure 3.2: Median-of-medians (Moms) Groups

G f1pwer) @re compared with syreqvq and €yreqvqr and the resultant boolean are stored in G, .
and GY,,,,.,. In order to acquire the values in binary form, the G, .. and Gy,,,,., are converted
into integer that results in zero’s and one’s, depicted as bits (G1p;s and Gopizs). The Gy and
Glopirs are concatenated in Geopeqr and converted into bytes after padding (if required), which

generate our proposed Moms secret (M pms, oper)-

3.1.3 Zero Knowledge Proof

In order to established a shared secret key among the communicating entities, we adopt the concept
of Zero Knowledge Proof (ZKP) [95-97], which prove the possession of information without
revealing the information itself. For the proof of concept, we used the ZKP with elliptic curve

cryptography to generate a shared key based on M, Algorithm 3.2 described the process

Ssecret *

of generating shared secret key from the perspective of two communicating entities. Each device
compute and reveal some information regarding the possession of Myms......- Using the revealed

information (T and Sgo), both devices compute the share secret key Shgred . In case

secretKey

of same Shared generated between the communicating entities, the devices authenticated

secretK ey

successfully. Otherwise, the process will be repeated upon failure.
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Algorithm 3.2: Zero-Knowledge Proof
Input: Dy, - ECu, ECN
Output: Ds, .

secretKey ' DQSh“rEdsecw‘etKeg

/+ Dy Preparation */
rq1 4+ selects random numberrg; : 0 < rgp < p

Xp—ra -G /* G is a point on Elliptic Curve =/
Ta1 < DMoms,,,,., - ECM + Xa1

D4 share Ty with Doy

/* Dy Preparation */
r42 4+ selects random number gy : 0 < rgo < p

Yo 142G /* G is a point on Elliptic Curve =/
Sz DMOT"Ssecre: ECN +Ya

D share Sg9 with Dy

/+ Dy Compute Shured

W e =

e =1 = tn

*/

secret K ey

< Td1 - (Sd2 - DMOmSSECret : ECN)

= Tdi- (DMomssecret \ ECN - Yd2 o DMO'mssecret ’ ECN)
1 ‘D]-Shﬂw‘ed S Tdc Yd2

secretK ey

9 D]-Shﬂw‘ed
10 D]-Shﬂw‘ed

secretK ey

secretK ey

12 D]-Shﬂw‘ed S Td1-Td2 - G

secretK ey

/* D2 Compute Sfla?"edsecreﬂ(eg */
13 DQShgred S Td2 - (le Y DMomssecret 1 ECM)

secretK ey

14 DQShﬂW‘Ed S Td2- (DMomsseC,.et 1 ECM + Xdl ' DMomssecw.et ) ECM)

secretK ey

15 DQShm-ed — Tdo - Xd]

secretK ey

16 DQShﬂw‘ed S Td2 " Td1 - G

secretK ey

17 DQShm-ed S Td1 - Tde - G

secretK ey

18 if Dyg, . =

secretKey QShare‘isecretKey

19 L AythStatus + Succeed

then

20 else
21 L AUEhSE&tES — Fﬂ%-‘ted

3.2 Comparison of One-shot Approach with State-of-the-art

We compared our proposed approach with Ustundag et al. context aware authentication mecha-
nism [20], which used the device physical context as a dynamic credential for cryptographic hash
function. Figure 3.3 present difference between [20] and our proposed approach. The Ustundag et
al. approach require time synchronization at both the communicating entities, which is not feasible

in the commodity devices and in case of asynchronization, the computed hash on the communi-
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Figure 3.3: One-shot Pairing and Authentication - Existing vs Proposed Methodology

cating entities will be different [20]. Also, the Ustundag et al. approach used device physical
contextual value directly, which has low entropy and vulnerable to guessing attacks. Therefore,
we generated the Moms secret that uses interval based contextual data to prevent asynchronous
attack. Also, our proposed approach covert the low entropy device physical context value to high

entropy for low information gain and provide strong resistance against guessing attacks.

3.3 Evaluation and Results

The security of one-shot pairing and authentication using device physical context depends on
the input values, especially the generated Moms secret. Therefore, we have evaluated our pro-
posed approach based on three evaluation metrics, which includes entropy assessment, probability
of guessing attacks, and time complexity. The acquired results of each evaluation criteria was
compared with the state-of-the-art approach of Ustundag et al. [20], which is very similar to our
proposed approach. The detail description about the dataset selection and evaluation metrics are

described as follows:

3.3.1 Dataset Selection

We utilize the same datasets mentioned in the [20] to reproduce their result and avoid biasness.
The first dataset was the Almanac of Minutely Power dataset (AMPds2), which contains the elec-
tricity consumption data from 21 power meters at one minute interval within house. The data was

collected from non-intrusive load monitoring system for two year, which have timestamp, volt-
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age, current, and power as features [98]. The second data was the Sustainable Data for Energy
Disaggregation (SustDataED2) that contain smart meter data attached to 18 appliances within one
household. The data was collected for 96 days, which have timestamp and power as features [99].
Using the AMPds2 and SustDataED?2 datasets, we have evaluated our proposed one-shot approach

and compared the result with Ustundag et al. scheme.

3.3.2 Entropy Assessment

Entropy measure the state of disorder, randomness, and uncertainty in a given sequence. The
entropy is directly proportional to the randomness (Entropy a Randomness), which mean
that if entropy is high then randomness will be high as well and vice versa. In information
theory and coding, the information gain uses the entropy to make a decision. According to
Claude Shannon [21, 68], entropy is inversely proportional to the information gain (Entropy «

InformationGain™"), if entropy is high then information gain will be low and vice versa. This

Dataset#1 — The Almanac of Minutely Power dataset (AMPds2)
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Figure 3.4: Shannon Entropy Assessment of AMPds2
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Figure 3.5: Shannon Entropy Assessment of SustDataED?2
concept is known as Shannon entropy and presented as H(X) = — ) p(z) logy p(z). Fig-

ure 3.4 and Figure 3.5 presents the entropy assessment calculated for existing (Ustundag et al. [20])
and proposed (one-shot) approaches using AMPds2 and SustDataED?2 datasets. The probability
density function of AMPds2 dataset presented in Figure 3.4 shows a clear difference between the
existing and proposed schemes. The x-axis presents the input data, while the y-axis present the
density. The entropy of raw dataset is 2.1693 used by the existing approach, while the probability
of Moms secret with a small window size of 10 is 3.8805 and large window size of 1000 is 4.8454.
In both the cases the entropy of our proposed approach is high, compared with the state-of-the-
art. Similarly, for SustDataED?2 dataset shown in Figure 3.5, the entropy of existing approach is
3.1275, Moms secret generated with a window size of 10 instance is 3.8964, and large window
size of 1000 instances is 4.1728. The results show that entropy of Moms secret is high as compared
to Ustundag et al. scheme, which concludes that our proposed one-shot pairing and authentication
mechanism ensure strong resistance against the information gain and prevent predictive contextual

attacks.
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Algorithm 3.3: Probability of Guessing the Contextual Value - Existing Approach

Input: Contextual Dataset Dc,, , ...,c;,

Output: Contextual Value Probability p(Cy)

/+* Load the Data & Identify min and max wvalue */
Cldata +— Load DC:I yoensCip,

CM inValue < Cdam.mén()

CMazValue < Cdata-mamo

/* Identify the total number of values between Cirinvaiue &
CMamValue */

while CMz'nValue < CM arValue do

CM inValue < CMz'nValue +0.01
Teount +— count 4+ 1

-

L2

= LT

/* Identify the total values within Cggyg */

Tyalues len(cda.m)

/* Compute the probability of Guessing the Contextual Value
*/

p(Ct) + ﬁ X

b

1

Tvalues

o

3.3.3 Probability of Guessing Attack

Probability is the occurrence of an event, which is usually between 0 and 1. The O present uncer-
tainty of an event, while 1 indicates certain event. The higher probability mean that the event will
more likely be occur. The probability of guessing attack indicate the likelihood of an attacker to
guess a specific contextual value used for a specific operation. Algorithm 3.3 described the pro-
cedure on which the guessing attack probability for the existing approach was computed. For this
purpose, we have loaded the device specific contextual data (Dgtl s ++5Cy,, ) 88 Clagq- Then identify
the minimum value (Cafinvaiue) and maximum value (Cprazvaiue) €Xisted in Cgarg. Based on
the Chrinvaiue a0d Chrazv alue. count all the possible values between Chyinvaiue and Cyrazv alues
and store in T, Next, identify the total values in the dataset Cy,;, and save the resultant

value in Tygues- Finally, calculated the probability of guessing attack for existing approach as
1 1

Teount Tvalues )

Our proposed Moms secret generation algorithm required specific time interval or window
size. Therefore, the procedure for computing the probability of guessing Moms secret is different
from the existing approach because the adversary has to guess the exact pattern instead of just

identifying a single contextual value. Algorithm 3.4 described the steps for calculating the proba-

Collection @ khu



CHAPTER 3. ONE-SHOT PAIRING AND AUTHENTICATION 31

Algorithm 3.4: Probability of Guessing the Contextual Pattern of Moms Secret
Input: Contextual Dataset Dc,, , ...,c;,

Output: Contextual Pattern Probability p(Myms...,..)

/* Load the Data */
1 Cdata +— Load DC:I yoensCip,

/* Identify the total values within Cgaq */
2 Tyalues len(cda.m)

/* Identify the Selected Window Size MymeWin.;,. */
3 MomszS,-ze — Ien(Mom.eWm)

/* Identify the Length of Generated MymsSecret */
4 L -‘!en(ansSecret)

/+* Total Possible combination of Binary wvalue */
5 T'possibleBits < 2" /* For 1 Byte, n=8 x*/

/* Probability of Identify 1 value of MymsSecret */

6 p(MmsecVal) — QL“

/* Probability of Identify 1 value at a specific position
of MomsSecret s o */
7 p(MmsecVal&Pos) A (2_“)
/+* Compute the Probability of Guessing Contextual Pattern

*/
8 Tvalues

jliomssecretPossibIe MamsWinsize

9 p(MOTTISsecret) A T.Hrfams

x(2m)k)

secret Possible

bility of Moms secret. Initially, the device contextual data within specified interval (D¢, L cesCypy)
is loaded as Cl 4. First, the algorithm identifies the total values in Cgqeq and store it in Tyqpyes,
then count the number of instances in the selected window size and save the resultant value in
Momswin.,,.- Next, it identify the length of generated Moms secret (L) and compute the total pos-
sible combination of binary values (T'pyssipieBits)- Finally, compute the guessing probability of
Moms secret as probability of identifying one value p(Momes,.., ., ). Probability of identifying one
value at a specific position p(Moms,..vae po. )» aNd probability of guessing correct Moms secret
P(Momseerer)-

Based on Algorithm 3.3 and Algorithm 3.4, we have computed the probability of launch-
ing guessing attack on existing and proposed approaches using the AMPds2 and SustDataED?2
datasets. Figure 3.6 presents the calculated probability of guessing attacks, which shows that the
probability of guessing Moms secret is less than guessing the physical context of devices used by

the existing approach. Because Moms secret require to first guess the length of selected time inter-
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EXISTING APPROACH EXISTING APPROACH

Dataset#1 — The Almanac of Minutely Power dataset (AMPds2) Dataset#2 — Sustainable Data for Energy Disa ation (SustDataED2
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Figure 3.6: Probability of Guessing Context using AMPds2 and SustDataED?2

val, then identify the exact pattern and value on each position that makes it hard for the adversary

to guessing the Moms secret within the acceptable pairing and authentication time.

3.3.4 Time Complexity

Time complexity estimate the computational time of an algorithm by counting the number of tasks,
which usually required a fixed operational time [100]. Therefore, the number of tasks and opera-
tional time of an algorithm are correlated with a constant factor called big O notation [101]. The
big O notation consider the worst-case scenario of an algorithm and estimate its computational
time accordingly [102]. The commonly used estimation of time complexity includes constant time
O(1), linear time O(n), logarithmic time O(logn) and many others, the n present input size in
bits. Based on big O notation, we compute the time complexity of our proposed one-shot ap-
proach based on Moms secret and compared with Ustundag et al. scheme [20]. According to our
analysis, the time complexity of our proposed approach is O(n). While, Ustundag et al. scheme
adopt the cryptographic hash function (Secure Hash Algorithm (SHA)) and its time complexity is
O(c+ zn) [103, 104]. Thus, our proposed one-shot approach is time efficient as compared with
Ustundag et al. scheme, specifically if > 2. Moreover, we have compared the time complexity
of our proposed and existing approaches using AMPds2 and SustDataED?2 datasets. Figure 3.7

present the obtained results and its comparison using AMPds2 and SustDataED?2 datasets. Our

Collection @ khu



CHAPTER 3. ONE-SHOT PAIRING AND AUTHENTICATION 33

proposed approach reduces the time complexity compared with Ustundag et al. scheme as an aver-

age of 7.5% and 18.5% compared to existing approach using SHA256 and SHA512 respectively.
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Figure 3.7: Time Complexity Assessment using AMPds2 and SustDataED?2
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Chapter 4

Zero-Effort Authentication and Pairing

4.1 Introduction

According to the World Economic Forum, the global spending on households IoT product is fore-
casted to reach $1.1 trillion in 2023 due to the increasing number of IoT devices utilized for
household purposes [105, 106]. These devices have limited resources in terms of memory, com-
putation, and usually operated on battery with a life time of days, months, or years. Therefore, an
efficient algorithm is deployed on such devices to fulfill a specific task and collect relevant data for
optimum decision making, which increase productivity and reduce burden on human being. With
all these benefits, these devices are highly targeted by the adversary for launching a variety of at-
tacks due to its constraint nature and often considered as the weakest link of a network. Therefore,
the research community have proposed many lightweight solutions that provide strong resistance
against the well known attacks such as masquerading, man-in-the-middle, massage tampering, and
replay attacks. Also, with the emergence of industrial IoT, many vendor have also considered the
security of device and it communication as a primary factor such as the evolution of ZigBee from
challenge response protocol (v1.0) to installation code based protocol (v3.0).

According to our analysis, the security of these existing approaches utilized the device virtual
context as credential to become a part of network. The virtual context is an imaginary identifier
assigned to each device in form of quick response code, barcode, or personal identifier (such as
password or cryptographic token). Such virtual context identify the specific device while connect-
ing with a network. It required user assistance to scan or enter the credentials, which are usually
available in plaintext and accessible to all the users. Moreover, another application or commu-
nication medium (such as WiFi/Bluetooth/ZigBee) is required for transportation of credential.

Coordinator utilizes the received credential for encrypting the network key and delivered it on an

34
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Figure 4.1: Zero-Effort Authentication and Pairing

insecure communication channel. For vendor specific devices, these credential are available in the
device specification document, which support the adversary to launch key transportation attack.
Also, it required user assistance for initial authentication, which increase burden on the human
with increasing number of devices [31]. Therefore, an efficent approach is needed that reduce
the operational overhead, increase efficency, and provide strong resistance to key transportation
attack along with other well-known attacks such as masquerading, man-in-the-middle, massage
tampering, and replay attacks.

For this purpose, we proposed zero-effort authentication and pairing mechanism that evolve
the existing protocols by eliminating the assistance from user during the initial authentication
and improve security by reducing the operational overhead. Figure 4.1 present the component
workflow of our proposed zero-effort authentication and pairing approach, which automate the
device joining process by mutually authenticating the devices based on their corresponding self
signed identifier and then adopt the integrated encryption scheme for key provision. Finally, the
algorithm confirm the generated shared secret key among the communicating devices in the key
confirmation. The detail description about the initialization of communicating devices and the

component of our proposed approach are described as follows.

4.1.1 Coordinator Initialization Process

The coordinator is responsible to start and manage the network. Algorithm 4.1 describe the ini-
tialization process of coordinator. After booting, the coordinator perform energy scan to check
the radio frequency activities (RF'A¢tivities) ON the neighboring channels. Then perform the per-
sonal area network scan on the identified channels to find the nearby personal area networks

(Py Nxeig nbop)- Based on the scanning results, the coordinator selects personal area network identi-

Collection @ khu



CHAPTER 4. ZERO-EFFORT AUTHENTICATION AND PAIRING 36

Algorithm 4.1: Coordinator Initialization Process

Input: Scan RF Activities, PaA Nieighbor

Ol.ltpl.lt: P ANrps OCh,a.nnel 3 Sca.nTt‘me; N, etworkSecurityK ey
RF pctivities +— Perform Energysmn on Channels

P, ANnNeighbor S Perform Pan,.., o1 Channels

Pan,p < Selects Pan,p, : Pan;p # PANNeighbor
OChannet + Selects OCh,annel : OChaﬂnet % RFActim‘ties
ScanTime < Set ScanTime 0N OChannel

NetSeck ey Set N, etworkSecurityK ey

[ LY T S S R S

fier (Pan, ) and operational channel (Ocpanner) for its own network in such away that it can not
duplicate with the neighboring network. Finally, selects the scanning time (S;qy,7ime) and network
key (NetSeck ey). The ScanTime 15 the time coordinator can listen to a beacon and the NeSeck ey 18
used to secure communication after joining the network. These information are broadcast over the

communication channel and wait for response from clients.

4.1.2 End Device Initialization Process

The end device broadcast its identity to scan for nearby coordinator and initiate the association

process. Algorithm 4.2 describe the initialization process of end device. After booting, the end

Algorithm 4.2: End Device Initialization Process
Input: Contextual Data P4y, ., Ochanne
OUtPUt: Association flag

1 OChannet < Perform Ene-rgysmn on OChannels
2 Pan,,, < Perform Pan,.,,, on OChannels
3 JB\.ga_g.:m,REqwst < Broadcast Begcon
4 Beaconpesponse < Wait for time(t) after Beaconpegyes:
5 if Beaconpesponse 7 ull then
6 Channelpanip < validate
PaN;p : Panip > 0 A len(bin(Pan,p ) %len(Setectedp an1p) == 0
7 if Channelp 4y p 5 valid then
8 Jo'inﬂagStatus A ChBCk Jm:n_flag
9 if Join 110950acus 7 O then
10 Association flag S set Agsociation flag tol
1 Call Mutual Authentication()
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device perform the energy scan and personal area network scan to identify the nearby operational
channel (Ocpanner) and personal area network identifier (Pan, ) respectively. Upon identification
of Ochanner and Pay,,, the beacon is broadcast and wait for its response (Begcon gesponse) fTOmM
the coordinator. Upon the Beaconpe,pons.- the €nd device verify and validate the Pan;,,, channel
identifier (Crannetp anp)s and joining flag status (Join ;140540¢,¢)- Then initiate the mutual authen-

tication process with the coordinator.

4.1.3 Mutual Authentication

Authentication verify and validate the identity of devices. The mutual authentication mean that
both the communicating parties prove their identities to each other. In zero-effort authentication
and pairing, we utilized the self-signed identifier for device identification. Algorithm 4.3 presents

our proposed mutual authentication scheme. Initially, the end device generate a self signed iden-

Algorithm 4.3: Mutual Authentication

Input: Association Flag Agsociation Ao

Output: Authentication Status Ay, Status

/* Eng,.... Initiate the Association Phase */
1 if Associationﬂag == 1 then

2 DeviceSignEdmenﬁﬁer = Sﬁ, (DEUiCEJDHTimeSMmp)

3 Assocrequest < Assocrequest || Pevicesignea e

/ * Endpemce sent Assoc_;;equest to Coordinator */
/% Coordinator validate Assocgeques: */
if (T, — T3) < AT then

if Devices;gne 4 gentifior U5 valid then

AuthSmtus +—1
Coord

- =

Signedrdentifier < S‘ign (CdeD I |Timt‘33mmp)

8 A330€Respanse — A330€Respo‘nse Ilcoo‘rdSignedIdenﬁf:-er | IAuthSta,tus

/% Coordinator sent AssocR,Hpoﬂ_.ls,3 to Endgemce */
/* Enqp.. .. Validate A
9 if (T, — T}) < AT then
10 if Cmdsmned”em”m is valid then

n AuythStatus < 1
keyProvisioning()

*
880CResponse /

Collection @ khu



CHAPTER 4. ZERO-EFFORT AUTHENTICATION AND PAIRING 38

tifier (Devices, gne‘ildentif:'er) of virtual context appended with timestamp and sent this to the coor-
dinator for verification. The coordinator verify the Devices,gp. 41 denti pior with the pre-shared public
key after the assessment of time delay (AT"). In case of successful verification, the coordinator
generate its own self-signed identifier (Coords, QREdIdentifier) using the virtual context appended
with timestamp and send it to the end device, which verify and validate the Coordg,,,. A dentifien”
If the generated self-signed identifiers are validated then the devices are mutual authenticated and

proceeded to the key provision. Otherwise, the authentication process will be repeated, in case of

failure.

4.1.4 Key Provisioning

The key provisioning initiated after the successful mutual authentication of devices. We adopted
the concept of integrated encryption scheme for key provisioning between the end device and
coordinator as shown in Algorithm 4.4. The end device initiate the process by sharing the newly
generated public key (D) with the coordinator. The coordinator select a random number (rcoorq)
as private key on elliptic curve and perform a dot multiplication (x) with the Dy to generate a

share secret key (Sharedy.,)- Then the coordinator encrypt the network key (Netseckey) using

Algorithm 4.4: Key Provisioning

Input: Authentication Status Ay¢hStatus
Output: Shared Network Key Netseckey

1 if Ayepstarus == 1 then

2 Endp.,... Share Dy (Device Public K ey) with Coordinator
/* Dpr =14 xG */
/* rg:0<rg<p & G is a point on FElliptic Curve */
/% Coordinator compute Sharedxey */
3 Sha.redxey — Dpk X TCoord
/* TCoord used in generating Cp (Coordinator Public Key) */
/* Cpk = Trcoord X G */
/* TCoord : 0 < TCoord <P & G is a point on Elliptic Curve */

4D atapp: < EﬂC?‘foShared Key (Coordinatown | |D evicerp | IN etSecK eyl |T®'m-‘33£amp)| Icpk
/% Coordinator share Datay, with Engp,,... */

5 Sha.redxey — Cpk: X rd
6 NetSecKey — Decryptshamdf{eg (Datapk;)
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Sha.redxeg and send it to the end device along with Coordinator public key (Cpi). The end device
validate the receive data packet (Datﬂpkt)’ compute the Sha,nedxey by multiplying Cp;, with end

device’s private key r4, and then retrieve the Ne;seck ey-

4.1.5 Key Confirmation

In order to confirm the legitimate possession of NetSeckey. the end device have to perform one
more step of key confirmation, in which the end device shared the same Deyjce Staned; gentifrer gen-
erated during the mutual authentication process, concatenate with the current timestamp and en-
crypted it using the retrieved Netseckey as illustrated in Algorithm 4.5. After receiving the data
packet ( Dampm ), the coordinator extract Deyice, onedgontiion” validate it with end device previous

public key and set the key confirmation status (Keyc ) as true(0)/ false(1).

Algorithm 4.5: Key Confirmation
Input: Network Key Ne;seck ey, Device Signature D,
Output: Key Confirmation Keyc fr,

EVICESigned Identifier

1 Dampm — Eﬂﬂ?‘yptNe:Secxeg (Dev@oem||Coord¢?natorm”Dem'CESigned Tdenti fier ”TimeSmm;o)
/ * EﬂdDeuice
/* Coordinator validate Dampkt] */

share Da.ta.p;c“ with Coordinator *x/

4.2 Comparison of Zero-effort Approach with State-of-the-art

We compared our proposed approach with Wang et al. scheme [31], which leverage low-cost
public key primitives and integrate Elliptic Curve Diffie Hellman key exchange into existing as-
sociation request/response messages. The Wang et al. scheme is similar to our proposed approach
except the user assistance and vulnerable to key transportation attack. Also, the existing approach
includes non-user assistance scheme that required pre-shared key distributed among devices [32],
which are usually available in the device specification document. Figure 4.2 presents the differ-
ence between existing and our proposed zero-effort authentication and pairing approaches. The
existing schemes utilizes two type of methods: i) Device send request to coordinator and receive

the Nesgeckey encrypted with pre-shared link key [32]. The pre-shared link key is usually same
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Figure 4.2: Zero-Effort Authentication and Pairing - Existing vs Proposed Methodology

for all devices and publicly available in the specification document. ii) The second approach try to
mitigate the issue of publicly available link key by assigning a unique identifier in form of virtual
context to each device (such as Quick Response (QR) code, barcode, or Personal Identification
Number (PIN)). In Wang et al. approach [31], the virtual context require user assistance during
the initial authentication and need to be transmitted via another communication medium or ap-
plication to the coordinator. The problem with this approach is that the virtual context existed in
plaintext and its exploitation can lead to key transportation attack. Therefore, we have designed
a lightweight scheme, considering the resource constrained devices and proposed the zero-effort
authentication and pairing mechanism, which do not required user assistance and authenticate the
devices based on self signed identifier. Moreover, the key provisioning are performed using the
integrated encryption scheme to reduce the computational overhead. Finally, the generated shared
key is used for encrypting the network key and then ensure that only legitimate devices are in

possession of the network key.

4.3 Opverall Workflow of Zero-effort Authentication and Pairing

In this section, we described the detail workflow of our proposed zero-effort authentication and
pairing mechanism. Figure 4.3 presents the overall concept in a sequential manner between the

communicating entities, where the end device interact with coordinator to become a part of net-
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Figure 4.3: Overall Workflow of Zero-effort Authentication and pairing

work. We assumed that both the communicating devices have generated a public-private key pair
using elliptic curve cryptography. These key pair can be used to ensure security and privacy of
our proposed zero-effort authentication and pairing mechanism. Initially, the end device broadcast
a beacon request (Beaconge,) on the communication channels and wait for response. When the
coordinator receive device’s Beacon geq 1n its open state, which illustrate that the coordinator can
accept the devices to form a network. Therefore, a beacon response (Beaconpges) is shared with
the end devices from coordinator to notify about the network identifier and operational channel.
The end device create and share an association request (AssocRequest) With coordinator, which in-
cludes the communicating device identifiers (Drp, Crp), timestamp (T's), and device self-signed
identifier (Siqp, Dyp ) of virtual context. The coordinator assess time delay (AT), verify the S;g,, Dyp*

then create its own self-signed identifier (J.‘;}:g,_,,,clrD ), which gets included in the association response
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(AssocResponse) and shared with the end device. Similarly, the end device assess the AT and ver-
ify Signc, - After successful verification, the end device generate a new public-private key pair

(D,

k> fr"d) and share the public key (D;;k) with coordinator. The coordinator also generate a new

public-private key pair (C;,k, r.) and generate a share secret key (Skey) by taking a dot product
of end device public key (D;k) and coordinator private key (7). Then encrypt the network key
(Nwkg ey) using the generated Sk, and share it with end device along with coordinator pub-
lic key (C;}k). Upon receiving, the end device create a share secret key (Skey) by taking a dot
product of coordinator public key (C;,k) and end device private key (r&). Using Skey, the end
device decrypt the receive packet and extract the Nwkf.,. In order to prove the possession of
Nwkk ey, the end device share the same Sign pip generated in the authentication phase, encrypted
with Nwkfey. Finally, the coordinator validate the received Sign pip and set the key confirmation

status.

4.4 Evaluation and Results

Zero-effort authentication and pairing evolve the existing communication protocol with automated
joining process and eliminate the assistance of user during the initial device authentication. The
goal of our proposed approach was to improved the security and reduce the computational over-
head. Therefore, we evaluated the proposed approach based on two evaluations metrics: i) Formal
security analysis, and ii) Performance measure. The detail description about the mentioned evalu-

ation criteria are described as follows:

4.4.1 Formal Security Analysis

According to our analysis, the existing user assistance approaches proposed for device authen-
tication are vulnerable to the network key transportation attack due to the availability of virtual
context in plaintext. Therefore, our proposed approach considered the vulnerabilities of existing
approaches (such as key transportation, masquerading, eavesdropping, replay, and man-in-the-
middle) and proposed a reliable zero-effort authentication and pairing mechanism. In order to

prove our claims, we evaluated our proposed approach in different attacking environment using
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[ Scyther results : verify X

Figure 4.4: Formal Security Analysis Result of Zero-effort Approach Using Scyther

two type of simulation tools such as Scyther and AVISPA [107-109]. Both tools utilize Dolev
and Yao model, where adversary take full control of a network and actively try to tamper the data
packets on the communication channel. Figure 4.4 present the formal security analysis results of
our proposed approach obtained from Scyther, which identify the packets reachability among the
communicating entities. The detailed description of the verified claims obtained from Scyther are

described as follows.

* Secret: Zero-effort authentication and pairing approach generate the shared key by multi-
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plying the elliptic curve primitives and encrypt network key with the computed shared key.
Then use the received network key for encrypting the data transmitted over the communi-
cation channel. Therefore, our proposed approach verify the secret claim and ensure strong

resistance against eavesdropping.

* Alive: Our proposed approach utilized the self-signed identifier of communicating entities
for mutual authentication, which illustrate that only the device’s private key can be used to

generate such kind of signature. That ensure the integrity and prevent identity spoofing.

* Weakagree: Weak agreement (Weakagree) assess the identity and data authentication of tar-
geted approach by evaluating in different attacking environment. Our proposed zero-effort
mechanism used self-signed identifier for authentication and adopt integrated encryption
scheme for key provision, which ensure verification and validation of device’s identity and

its transmitted data among the communicating entities.

* Commit: Commitment (Commit) evaluate the running events among the communicating
entities, which includes key establishment, session management, and data exchange. Our
proposed approach establish the shared key after successful authentication, assess the re-
sponse time, and ensure the data security over the communication channel. Thus, verify the

commit claim and prevent data loss.

* Niagree: Non-injective agreement (Niagree) assess the targeted approach for man-in-the-
middle attack. Our proposed zero-effort mechanism consider identity based verification and
validating between the communicating entities, which ensure strong resistance against man-

in-the-middle attack.

* Nisynch: Our proposed zero-effort approach verify the Non-injective synchronization
(Nisynch) because each message include a fresh nonce in form of timestamp, which ensure
prevention against replay attack. In case of re-transmission, the packet will be discarded and

the communicating entity has to initiate the authenticate process.

Furthermore, we evaluated the proposed zero-effort mechanism using the Automated Val-

idation of Internet Security Protocols and Applications (AVISPA), which perform the assess-
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Figure 4.5: Formal Security Analysis Result of Zero-effort Approach Using AVISPA

ment based on a variety of attacking models such as On-the-Fly Model-Checker (OFMC) [110],
Constraint Logic-based Attack Searcher (CL-ATSE) [111], Satisfiability-based Model Checker
(SATMC) [112], and Tree Automata-based Protocol Analyzer (TA4SP) [113]. Each of these model
support the adversary for identifying the specification, message generation and manipulation.
Figure 4.5 presents the result of formal security analysis of zero-effort approach obtained from
AVISPA. The summary report described that the proposed approach provide strong resistance to
active and passive attacks, declared as SAFE because it provide source identity and data authen-
tication, secrecy, and integrity. The evaluations were performed in a bounded number of sessions,
under the assumption that attacker has full control of the network. In order to launch an offline

attack, the existing and proposed approach required 2~2% attempts to retrieve the network key.

4.4.2 Performance Measure

The performance measure assess the efficiency of an algorithm in terms of operational, time, and
memory overhead. We considered the limitation of resource constrained devices and designed
the zero-effort approach to ensure the efficiency and reliability. In order to justify our claims,

we identify the cryptographic primitives of both the existing and proposed approaches as shown
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Figure 4.6: Comparison Workflow of Existing and Proposed Approaches

in Figure 4.6. These cryptographic primitives support in operational overhead identification on
the end device and coordinator. We computed the average execution time of each cryptographic
primitive and specify the exact algorithm adopted by the existing (Wang et al. [31]) and pro-
posed (zero-effort) approaches. Figure 4.7 presents the obtained results. Wang et al. [31] uses the
BrainpoolP256r1 curve for elliptic curve cryptography, which according to National Institute of
Standards and Technology (NIST), not recommended for constrained devices. Therefore, we used

the Curve25519, which is lightweight in nature and recommended for resource constrained de-
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vices. With the selection of an appropriate curve (Curve25519), the computational time of key pair
generation, digital signature formation and verification, and point/dot multiplication have signifi-
cantly reduced. Also, instead of block cipher (Advanced Encryption Standard) used in Wang et al.
approach, we used the stream cipher (ChaCha20), which perform the addition, rotation, and exclu-
sive disjunction for key stream generation and required 512 bits of memory for state maintenance.
Moreover, the Secure Hash Algorithm (256 bits) was used as a cryptographic hash function by both
the existing and proposed approaches. Based on the cryptographic primitive used by end device
and coordinator, we formulated the operation overhead of existing and proposed approaches as
shown in Figure 4.8. Using the execution time and algorithms information, we calculated the time
and memory overhead for existing and proposed approaches. According to our analysis, the end
device’s time overhead of existing and proposed approaches were (0.158134 seconds and 0.025293
seconds respectively. Thus, the proposed zero-effort reduced 84% of time overhead on end device,
compared with the Wang et al. approach. Similarly, the end device’s memory overhead of existing
and proposed approaches were 259 Bytes and 238 Bytes respective, which illustrate a reduction
of 8.1%. From the coordinator perspective, 83.15% time overhead reduced as compared with the
existing approach. However, the memory overhead of existing approach was 195 Bytes, while, our
proposed approach was 238 Bytes. The difference of 43 bytes was due to the generated shared key
using Curve25519, and fixed memory required for maintaining the state of selected stream cipher.
Usually the coordinator are rich in resources, compared to the end devices and the 43 bytes of

memory overhead can be accommodated without compromising the efficiency.
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Figure 4.8: Performance Overhead of Existing and Proposed Approaches
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Chapter 5

Co-presence based Pairing and Authentication

5.1 Introduction

The emergence of enterprise IoT enable devices to shared the data and facilitate the users with
personalized services such as resource management [114], automation [115], and remote moni-
toring [116]. The sharing of data depends on the network architecture, which can be centralized,
distributed, or federated. Each of these architectures utilized its own security mechanism to verify
and validate the device identity, and ensure data transmission security [117]. Our emphasis was
on identification of a single or group of devices based on their ambient context. The recent trend
of smart devices usually have built-in onboard sensors, which sense the surrounding environment
and utilized the data for a variety of services [118—120]. The goal of co-presence based pairing
and authentication is to verify and validate the neighboring devices based on their ambient context,
which can also be used for personalized services and reduce the computational overhead on the
end devices for operating a separate communication protocol for authentication.

According to our analysis, the existing solution are proposed in two major perspectives such
as user centric [121-124], and device centric [19,28-30]. The user centric co-presence based ap-
proaches collect the data affiliated with a specific user and ensure the authentication of devices
in user’s possession. Such approaches first identify the user behavior based on the collected data
and initiate the pairing process to select the legitimate devices in possession of the targeted user,
preventing the contextual co-presence attack. In device-centric, each device sense the surrounding
environment and utilize the collected data for identifying the legitimate devices within its proxim-
ity using pairing and authentication. The surrounding contextual data depends on the number of
sensors involved in the data acquisition process and its corresponding data modalities such as the

collected data can be either single or multimodal [125].

48

Collection @ khu



CHAPTER 5. CO-PRESENCE BASED PAIRING AND AUTHENTICATION 49

INPUT Solution 3: Co-presence based Pairing and Authentication OuTPUT

Amblent Shared
Context Syrnrmetric Key

Contextual Co- Moms Secret Password Auth. Trust Score Auth. & Pairing
presence Data Generation Key Exchange Assignment Response

Figure 5.1: Co-presence based Pairing and Authentication

In this chapter, we focused on the device centric approaches that verify and validate the de-
vices based on their co-presence-based contextual data. The existing co-presence-based pairing
and authentication mechanisms adopt either fuzzy commitment or fuzzy password authenticated
key exchange for device fingerprint generation using the collected data of surrounding envi-
ronment [19, 28-30]. However, the fuzzy-based use error correction mechanism such as Reed-
Solomon code, which detect and correct multiple symbol errors existed in the devices fingerprint
generated from ambient context. The attacker can exploit this vulnerability to launch a contextual
co-presence attack. In order to provide strong resistance against such type of attacks, the existing
approaches generate the device fingerprint based on adequate amount of collected data that lead
to prolong pairing time. Also, it increases the computational overhead due to collection and pro-
cessing of large amount multimodal contextual data. Therefore, we proposed an innovative design
of Median-of-Medians Password Authenticated Key Exchange (Moms PAKE), which generate
the device fingerprint based on the selected data dimensions from different modalities and used it
with PAKE for shared secret key establishment. Figure 5.1 present the overview of our proposed
co-presence based pairing and authentication scheme, where the end device collects the ambient
context, generate a Moms secret, then utilized the generated Moms Secret as a password for both
the devices and establish a secret key. Upon successful key establishment, assign a trust score to
each device based on the pairing attempt and success rate that supports in threats identification.

The detail description about the components of our proposed approach are described as follows.

5.1.1 Moms Secret Generation based on Multimodality Data

We adopt our proposed Moms secret key generation mechanism as described in Chapter 3, but

instead of using the uni-dimensional contextual data, we considered the multimodality and mul-
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Algorithm 5.1: Co-presence based Pairing and Authentication
Input: Co-presence-based Modalities Data MlC:(ws)a ey Mnct(ws)
Output: Authentication Status A, ;pStatus

1 M¢yy ¢ Load M]-Ct(ws) s eeey M,

2 foreach c € Mgy, do

3 Mims < dimension(c)

4 if Mgims > 1 then

5 Mdic(keya Uatue) — split(c, Md@‘ms)

6

7

Ct(ws)

for i in range(Mg;.) do
L DevansSec,.et [3] — MomsSecret(d)

8 OpM OMSgeeret T Optimumsgecret (D ev Momsgecret )
9 else
10 L OpM OMSgecret T MomsSecret (C)

11 L SEEECtEdensSecret 'append(OpMmSecret )

12 DSharedKEy — PAKE(Setectedenssgcmt)
: 1y

13 lf DShG‘J"EdKey _ Sha‘]"ﬁd}(ey thEl'l

14 AyihStatus — Succeed

15 | D, Dy < Assign Tecore

16 else
17 AuthSmtus < Failerd
18 | Do, Dr,,,,. < Assign Tscore

tidimensional ambient data for Moms secret key generation as illustrated in Algorithm 5.1 (line
1 ~ 11). Initially, the modalities data within the specified window size (MIC:(ws)s s MHC‘:(w))
are loaded into contextual modality dataframe (M ¢y, ). Then assess the data dimension (M gjms)
of each device ambient context (c) retrieved from M. In case of uni-dimensional data, the
Moms secret (Mymssecrer) gets generated from the selected ¢ and appended with the multimodal-
based Moms Secret (SeiectedMomsgepre;)- I Mdims Of a specific ¢ has more than one data di-
mensional, then each dimension gets split into key-value pair and stores in modality dictionary
(M gic(key, Vaiue)) for generating Mo eSecret- For each of Mg, existed in Mg;c(key, Value ), gen-
erate a M;e5ecre; and store the resultant in Deyaromss, ., » Which gets parsed for selecting an
optimum Moms secret (OpMomss,.,..) based on the bits similarity score. The process repeats for
all c € Mgy, and the selected Oppromsgeer.: €Xtracted from each My, ¢, (wsy ZE1S concatenated,

producing the final multimodal-based Moms secret (SeiectedMomsgepres)-

Collection @ khu



CHAPTER 5. CO-PRESENCE BASED PAIRING AND AUTHENTICATION 51

5.1.2 Password Authenticated Key Exchange

Password Authenticated Key Exchange (PAKE) presents the concept of establishing a shared
secret key among the communicating entities using password known to the targeted devices
[96,97,126]. PAKE rely on the concept of zero-knowledge proof, where the devices can verify
and validate the possession of password without revealing or sharing it over the communication
channel [95]. In PAKE, all the communicating entities must required to have the same password
to derive a common secret key. Therefore, the security of our proposed co-presence-based pairing
and authentication scheme rely on the generation of Moms secret among the participating de-
vices. We used the generated multimodal-based Moms secret (SejectedMomss,.p.;) @S @ password
and adopt PAKE to generate 256 bits shared secret key as presented in Algorithm 5.1 (line 12).
PAKE provide strong resistance against offline analysis because the exchange of parameters occur
online. In case of a spoofing attempt, the adversary gets only one chance to guess the accurate
Moms secret for deriving the shared secret key within the acceptable pairing and authentication

time.

5.1.3 Trust Score Assignment

In IoT, trust presents the integrity, strength and confidence of a specific entity, which can be as-
sessed with interactive communication and network parameters [127]. Our proposed approach
evaluate the device’s trust based on the pairing attempts (P, 4¢+) and success rate (Syqcr:). When
all the communicating entities generate the shared secret key, then a simple challenge response
protocol initiated to verify and validate the secret key possession among the devices. Upon as-
sessment, set the authentication status (Aypstatus) and assign the trust score (Tsqpre) to each
participating entity using equation 5.1. The P; 4;; identify the total number of pairing and authen-
tication attempts with the targeted device. While, the S, .g; is the number of successful attempts
and summation (}) is used to maintain the state of P44 and Syccr: for each targeted device,
which drastically reduce the trust score, if Pra¢x > SuccRi-

SuccRe

Tscore = ﬁ (51)
rAtt
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5.2 Comparison of Moms-PAKE with State-of-the-art

We compare our proposed approach with Fomichev et al. schemes [29, 30], which adopt fuzzy-
based (Commitment, PAKE) approaches for fingerprint generation and allow pairing among the
legitimate devices within proximity. Figure 5.2 presents the difference between existing and our
proposed approaches. The existing schemes considered the low entropy ambient contextual data
for device fingerprint generation, which can be exploited by the adversary for passive analysis
and pattern identification. Also, the fuzzy-based approaches adopted in [29,30], detect and correct
multiple symbol errors existed in the device fingerprint and its exploitation may lead to contextual
co-presence attack. For multimodal-based device fingerprint generation, the existing approaches
select an interval based ambient contextual data, compute the average of each data dimension per
modality, and concatenate it for increasing the search space. Such multimodal fusioning technique
required randomized contextual value to avoid duplication/repetition in device fingerprint. Thus,
the collection of sufficient data is required for randomized interval selection that leads to prolong
pairing time because it depends on the rate of deviation in the ambient context. Also, it increases
the computational and memory overhead on the end devices to process and store large interval
contextual data respectively. Moreover, the pairing and authentication decision on the existing
approaches are biased towards the multidimensional data. Therefore, we proposed an innovative

design of Moms PAKE, which analyze the data dimension of acquired multimodal ambient context

Existing Methods ,"'— _____ _""-\ Proposed Method ‘,4"— _____ “~\‘

<= Device Comm. i 2 4 N
Contextual Attack Contextual Attack
Vulnerability Vulnerability

Figure 5.2: Co-presence based Pairing and Authentication - Existing vs Proposed Methodology

Collection @ khu



CHAPTER 5. CO-PRESENCE BASED PAIRING AND AUTHENTICATION 53

and selects one data dimension per modality for Moms secret generation. We used the generated
multimodal-based Moms secret as a password for PAKE algorithm to generate a shared secret and
assign a trust score accordingly to each communicating entity. The generated multimodal-based
Moms secret have high entropy with low information gain (without selecting a randomized inter-
val) and assign equal weights to each modality for optimum decision making, results in reduced
pairing time. Also, we eliminate the use of fuzzy-based approaches for device fingerprint genera-
tion and ensure that the multimodal-based Moms secret correctly generated among the legitimate

devices for PAKE.

5.3 Evaluation and Results

The security of our proposed co-presence-based pairing and authentication mechanism rely on the
multimodal-based Moms secret, generated among the communicating entities. Therefore, we con-
ducted an ablation study on the publicly available dataset to identify the similarity pattern of bits
in the multidimensional data, then selects an appropriate data dimension per modality and gen-
erate the Moms secret among the communicating entities using the acquired ambient context. In
order to prove our claims regarding efficiency and robustness, we evaluated our proposed approach
based on two evaluation metrics, which includes pairing time, device identification and attack re-
sistance rate. The acquired results of each evaluation criteria was compare with the state-of-the-art
approaches of Fomichev et al. [29, 30] by reproducing their results. The detail description about

the dataset selection, ablation study, and evaluation metrics are described as follows:

5.3.1 Dataset Selection

We analyzed the existing datasets proposed by Fomichev et al. for co-presence-based pairing and
authentication [29, 30], which includes the data collection from different experimental scenarios
using cars and offices. We selected the cars scenario, specifically the dataset that was produced and
used for FastZIP evaluation [29], which is similar to our proposed Moms PAKE. The dataset in-
cludes accelerometer, gyroscope, and barometer data, collected from multiple smartphones placed

in each car at different positions such as dashboard, seats, and trunk. Also, the authors defined
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the car’s route in such away that it can cover a variety of scenarios from parking lots to city
areas, and country roads. The interesting fact about the data collection was the adversarial and
non-adversarial settings using two cars, which supports the pairing and authentication assessment

under both circumstances.

5.3.2 Similarity Pattern Identification

In order to reduce the computation and memory overhead on end devices, we selected an appro-
priate data dimension per modality for multimodal Moms secret generation. For this purpose,
we analyzed the existing dataset, which includes accelerometer, gyroscope, and barometer data.
Accelerometer and gyroscope measure the acceleration and angular momentum of an object
in three dimensional space X, y, and z respectively. While, barometer measure the atmospheric
pressure in one dimensional space. Therefore, our proposed Moms PAKE required to selects
one data dimensional from accelerometer and gyroscope, then append with barometer data for
multimodal Moms secret generation. For this purpose, we use the sliding window concept for
dataset parsing and compute the similarity pattern between data dimension. Initially, selects
a fixed window size (w,), then acquire accelerometer (a,ay,a;), gyroscope (g, gy, g-), and

barometer (b,,) data within w,. In order to identify the similarity pattern, we considered the

Figure 5.3: Accelerometer and Gyroscope Multidimensional Data Patterns
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acquired data as one dimensional (ag, ay, @z, gz, gy, gz, bm) and generates the Moms secret as
(Momssec,, , Momssec,, s Momssec,, , Momssec,, , M omssec,, , M omssec,, , Momssec,, )-
Then perform the bit-wise comparison between the Moms secret generated from data dimension
affiliated with same modalities as (ansgecaI,Momssecay), (Momssec,, , Momssec,, ).
(JMF(3'1"]'7»336:4::%|I ' Momssecaz ) (JMF'f"?':"lssecgI s ‘liil"dr'i)'ﬂ’lSsezcg,!ll ), (Momssecgz ' Momssecgz ),
(M omssecgg,Momssecgz) for identifying the exact pattern of bits and compute the similar-
ity score accordingly. The same process repeat for parsing the whole dataset by sliding the
window incrementally, and finally compute the average similarity score.

According to our analysis on FastZIP dataset, 60.42% similar bits pattern ex-
(Momssecﬂz,Momssecag), 50.24% in (Momssec,,, Momssec,,), 51.45%

52.21% in 48.78% in

isted in
in (Mr197/1'3;.53\.3%!’r s Momssec,_ ), (Momssec,, Momssecgg ),
(Momsge,, , Momsge, ), and 53.63% in (Momssecgy,Moisecgz)- Figure 5.3 presents
a two minutes visual representation of accelerometer and gyroscope multidimensional data
patterns. We identified that with the conversion of accelerometer and gyroscope multidimensional
data into Moms secret, around 50% bits are similar because Moms secret extract the pattern out
of multimodal data instead of relying on the exact values. Therefore, utilizing multidimensional
data affilated with same modality will increase the computational overhead on end devices and

leads to an unreliable Moms secret due to repeated bits pattern. Hence, the optimum and correctly

generated multimodal-based Moms secret among the communicating entities can be extracted

GYROSCOPE (SELECTED DIMENSION)

-
BAROMETER (NO SELECTION) # Generated Moms Secret = 960bits
= ———— N ++  Window Size = 1 minutes
< Number of Instance = 3 x 6000
S “ Generated Moms Secret Security = 2480
e
- . - o L’:. Execution Time = 4.078 seconds

Figure 5.4: Selected Data Dimension for Multimodal-based Moms Secret Generation
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using the selected data dimension as (M omssec,, || M omssec,, || M omssec, ) on FastZIP dataset,
where a; measure rate of change in velocity, g, measure the clockwise and counter clockwise
rotation, and b,;, measure air pressure. Figure 5.4 presents a sample of selected dimensions from
multimodal data, which generate 960bits of Moms secret with 1 minute interval and complete one

cycle in 4.078 seconds from data acquisition to multimodal-based Moms secret generation.

5.3.3 Pairing Time Assessment

Pairing is the establishment and computation of secret credential (such as key) among the commu-
nicating entities using the acquired contextual data. While, the time required for an end device to
complete the pairing process from data collection to secret key establishment is known as pairing
time. We evaluated the pairing time of our proposed Moms PAKE approach and compare with the
state-of-the-art schemes of Fomichev et al. [29, 30]. For a fair comparison, we used the FastZIP

dataset, select the window size (w,) for multimodal data acquisition, and used two Raspberry

[¥] @ Proposed Approach (Moms PAKE)
Fomichev2021 (Fuzzy PAKE)

100 == Fomichev2019 (Fuzzy Commit)

120

E 80 1
g _
£ -
= B0 — _
;§ 40 -
20 +
0
Acc Gyr Bar Acc+Gyr  Acc+Bar  Gyr+Bar Acc+Gyr+Bar
Sensor Modalities
‘/-\ /I-\
Comparison Acc Gyr Bar Acc+Gyr Acc+Bar Gyr+Bar Acc+Gyr+Bar

@ MOMPAKE vs FuzzyPAKE 462% 6.569’0 3.33% 3621% 1961% 122% 16220/6

© Momsp s vs Fuzzycommic 30.34% 51.28% 42.57% 60.22% 54.95% 55.56%  57.53%

Figure 5.5: Pairing Time Comparison of Moms PAKE with Fuzzy PAKE and Fuzzy Commitment
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Pi 4 Model B for Pairing time assessment. We assess pairing among the communicating entities
(Raspberry Pi devices) using multimodal data selected in wg, and incrementally slide the window
upon completion of pairing process for the targeted scheme, then compute the average pairing
time. For evaluating the impact of modalities on pairing time, we perform the assessment based on
modalities (inspired from [29]) such as accelerometer (Acc), Gyroscope (Gyr), Barometer (Bar),
Acc+Gyr, Acc+Bar, Gyr+Bar, and Acc+Gyr+Bar. Finally, we compared the achieved pairing time
of Moms PAKE, Fuzzy PAKE [29], and Fuzzy Commitment [30] as shown in Figure 5.5.
According to our analysis, the Moms PAKE has reduced the pairing time, compared to Fuzzy
PAKE [29], and Fuzzy Commitment [30]. For single modality based pairing using Acc, Gyr, and
Bar, an average of 4.83% and 41.39% pairing time is reduced compared to Fuzzy PAKE and Fuzzy
Commitment respectively. Similarly, an average of 22.67% (Fuzzy PAKE) and 56.91% (Fuzzy
Commitment) on dual modalities, and 16.22% (Fuzzy PAKE) and 57.53% (Fuzzy Commitment)
on triple modalities. The result shows that the reduction time of Fuzzy Commitment is high com-
pared to the Fuzzy PAKE because it required randomized contextual value and use cryptographic
hash function for proving the committed value. Also, we identified that with the increasing num-
ber of modalities, the pairing time decreases for all the approaches, and vice versa. Hence, our
proposed Moms PAKE highly reduced the pairing time on triple modalities, compare to dual and
single. Also, with the increasing number of modalities, the security of Moms PAKE increases as

well.

5.3.4 Device Identification and Attack Resistance Rate

Device identification verify and validate the identity of legitimate devices within proximity based
on the acquired ambient context and filtered out the malicious communicating entities. While,
the attack resistance rate analyze the intelligence of an algorithm to assess the preventive strategy
against the adversary for launching attacks. In order to evaluate the device identification and attack
resistance rate, we used the same experimental setup described in section 5.3.3, which includes
two Raspberry Pi 4 Model B devices, the FastZIP dataset, and sliding window with fixed wg for
data acquisition. The data collection in adversarial and non-adversarial settings of FastZIP dataset

supports the real-time assessment of algorithms such as Moms PAKE, Fuzzy PAKE [29], and
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INTRA-DEVICE PAIRING INTER-DEVICE PAIRING
SAME CAR — DIFFERENT DEVICES DIFFERENT CARS — DIFFERENT DEVICES

-

Figure 5.6: Intra-Device and Inter-Device Pairing

Fuzzy Commitment [30]. For the assessment of these algorithms, we considered intra-device and
inter-device pairing mechanisms based on triple modalities (accelerometer, gyroscope, barometer),
presented in Figure 5.6.

The intra-device pairing establish the shared secret among the communicating entities within
the same car. While, inter-device pairing establish the shared secret among the communicating
entities between different cars. For intra-device pairing based on triple modalities, we used the
data collected in non-adversarial settings of four cars and performs pairing among the devices
placed in each car to achieve the average score of co-presence based device identification. In
intra-device pairing, the device 1 (d;) initiate pairing with da, ds3, d4, and ds, ds pairs with ds,
dy4, and ds, d3 pairs with d4, and ds, d4 pairs with ds, results in a total of ten pairing among
each car, incrementally sliding the window with w; after storing the resultant values. Similarly,
we utilized the collected data in adversarial settings for inter-device pairing, where one-car fol-
lows the other to collects the same ambient context and acts as adversary for launching contextual
co-presence attacks. In inter-device pairing, each device in the following car perform pairing at-

tempt with the followed car devices to launch a contextual co-presence attack, results a total of
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twenty five pairing between car’s devices. We analyzed the intra-device and inter-device pairing
for co-presence based device identification and attack resistance rate respectively. According to
our analysis, Moms PAKE achieved 93.04% co-presence based device identification on FastZIP
dataset in non-adversarial settings. While, Fuzzy PAKE and Fuzzy Commitment attained 92.15%
and 91.37% respectively. Similarly, the attack resistance rate computed based on the inter-device
pairing using triple modalities, Moms PAKE achieved 96.91%, Fuzzy PAKE attained 93.64%, and
Fuzzy Commitment secured 79.19%. The results shows that 0.95% and 1.79% co-presence based
device identification gets improved using Moms PAKE, compared to Fuzzy PAKE and Fuzzy
Commitment respectively. In terms of co-presence based attack resistance rate, Moms PAKE pro-
vide 3.37% and 18.28% strong resistance against contextual co-presence attacks, compared to
Fuzzy PAKE and Fuzzy Commitment respectively. The low attack resistance rate of Fuzzy PAKE
and Fuzzy Commitment are due to the fuzzy-based approach for device fingerprint generation that
support the adversary (following car) to use its ambient contextual data collected in the adver-
sarial settings and launch the co-presence attacks. Thus, our Moms PAKE improved the device
identification and attack resistance rate, compare to the state-of-the-art approaches.

Moreover, we perform a pilot study to analyze the impact of our proposed Moms PAKE in term

0: Successful Pairing within Devices Located in Same Car
| X:Unsuecessful Pairing within Devices Located in Same Car

SCENARIOS INTRA-DEVICE PAIRING

Acc Gyr Bar Acc+Gyr Acc+Bar Gyr+Bar Acc+Gyr+Bar

Several cars in between Car 1 and Car 2 X 0 0 o] o] 0} (0]
Car 1 and 2 follow each other no cars in between O (o] X (o] (o] (0] (o]
Turned to the highway route X X 0 (o] (o] X (0]
Traffic jam on a highway 0O O o (o] 0 0] (o]
0: Successful Pairing Between Devices within Different Cars I
X: Unsuccessful Pairing Between Devices within Different Cars

SCENARIOS INTER-DEVICE PAIRING

Acc Gyr Bar AcctGyr Acc+Bar Gyr+Bar Acc+Gyr+Bar

Several cars in between Car 1 and Car 2 X X X X X X X
Car 1 and 2 follow each other no cars in between X X o] X X X X
Turned to the highway route X (0] (0] X X (0] X
Traffic jam on a highway X X 0 X X X X

Figure 5.7: Intra-Device and Inter-Device Pairing Scenario
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Figure 5.8: Intra-Device and Inter-Device Pairing Modalities Analysis

of mobility, and environmental factors. For this purpose, we analyze a 26 minute interval acquired
from FastZIP dataset in adversarial setting, which includes four scenarios and evaluate each sce-
nario with single, dual, triple modalities as shown in Figure 5.7. The experiments were performed
in intra-device and inter-device pairing, which shows that our proposed Moms PAKE achieved
good results with dual and triple modalities, compared to single modality. Figure 5.8 presents the
analysis of modalities in term of intra-device and inter-device pairing. In single modality, barom-
eter data is highly vulnerable to launch the contextual co-presence attack because it measure the
environmental pressure, which can be capture by adversary within the same environment. Also,
the gyroscope data on a highway can also support in inter-device pairing. In intra-device pairing, a
minor change in the single modality data of different devices can lead to unsuccessful pairing such
as turning or slope, where the devices at front and back acquired different contextual values. Our
objective from this pilot study was to considered a diversified real-time use cases and improved
our proposed Moms PAKE. In future, we will analyze the dataset for multiple scenarios and extend

our proposed approach based on the results obtained from the pilot study.
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Chapter 6

Conclusion and Future Work

In this chapter, we summarized the thesis with concluding remarks and provide future directions in
the area of zero interaction and pairing. Furthermore, we described the relevant application areas

of the proposed methodology.

6.1 Conclusion

In this dissertation, we focused on the ZIPA, which utilized the device physical, virtual, or ambi-
ent context to established secret key among the communicating entities and validate it accordingly.
According to our analysis, the existing approaches used the low entropy contextual data of device
as dynamic credential for cryptographic hash function, which required time synchronization and
vulnerable to asynchronous attacks. Also, the existing user assistance pairing and authentication
required human effort to setup the devices based on their virtual context, which required another
interface or application to transmit the virtual context to centralized server for identity verification
and validation, leads to increase operational overhead. Usually the device credentials are pub-
licly available in the specification document, which supports the adversary for launching network
key transportation attack. Moreover, the existing approaches that verify the neighboring devices
based on their ambient context considered the fuzzy-based (commitment, PAKE) schemes for de-
vice fingerprint generation, which required sufficient contextual data with randomized value and
support error correction mechanism for correcting multiple symbol errors. The collection of suffi-
cient contextual data and error correction mechanism leads to prolong pairing time and contextual
co-presence attacks respectively. Therefore, we proposed an efficient ZIPA scheme in terms of
one-shot, zero-effort, and co-presence-based, which convert the low entropy contextual value to

high entropy, reduce the pairing time, and ensure strong resistance against predictive contextual
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and key transportation attacks.

The one-shot pairing and authentication verify and validate the devices based on its physical
context. The name one-shot described that only the end device contextual information will be
used by the centralized server to verify and validate its identity. It is assumed that the device
contextual data is already stored in a secured centralized repository and accessible to the server,
which acquire physical context of a specific device based on its identity, establish a share secret
key, and identify the end device based on the shared secret key. We compare our proposed one-shot
approach with the Ustundag et al. context aware authentication mechanism [20] based on three
evaluation metrics, which includes entropy assessment, probability of guessing attacks, and time
complexity. The result shows that our proposed approach achieve high entropy, low probability of
guessing attack, and low time complexity, compared to state-of-the-art approach.

In order to solve the identified network key transportation vulnerability in user assistance pair-
ing, we proposed zero-effort authentication and pairing mechanism that evolve the existing proto-
cols by eliminating the assistance from user during the initial authentication and improve security
by reducing the operational overhead. Our proposed approach automate the device joining pro-
cess by mutually authenticating the devices based on their corresponding self signed identifier and
then adopt the integrated encryption scheme for key provision. Then confirm the generated shared
secret key among the communicating devices. We compared our proposed approach with Wang
et al. scheme [31] in terms of security and performance measure. The result shows that our pro-
posed approach provide strong resistance against a variety of attacks such as man-in-the-middle,
spoofing, data tampering and replay. Also, it reduced the operational overhead, time overhead, and
memory overhead, compared to the state-of-the-art approach.

Moreover, we proposed an innovative design of Median-of-Medians Password Authenticated
Key Exchange (Moms PAKE) for co-presence based device identification, which generate the
device fingerprint based on the selected data dimensions from different modalities and used it
with PAKE for shared secret key establishment. In our proposed approach, the end device col-
lects the ambient context, generate a multimodal-based Moms secret, then utilized the generated
Moms Secret as a password for both the devices and establish a secret key. Upon successful key

establishment, assign a trust score to each device based on the pairing attempt and success rate
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that supports in threats identification. We compare our proposed approach with Fomichev et al.
schemes [29, 30] based on pairing time, and device identification and attack resistance rate. The
result shows that our proposed approach reduced the pairing time, and improve co-presence based

device identification and attack resistance rate, compared to the state-of-the-art approaches.

6.2 Future Work

In future, we will analyze the impact of our proposed Moms PAKE based on speed, mobility, and
environmental factors, then evaluate success rate, and failure rate of pairing and authentication. In
our proposed approach, we considered that all the devices have same onboard sensors to collect

the contextual data, which rise to other research questions:

1. How to handle the devices with different sensors?

2. How to deal with pairing and authentication, if the contextual data from one or more sensor
is missing?

3. Is it possible to adaptively change the modalities for Moms Secret generation based on the

availability of contextual data?

4. How to identify and prevent an insider threats in co-presence based pairing and authentica-

tion?

Considering these research questions, we will extend our proposed ZIPA scheme to further
improve security, reliability and efficiency. Moreover, we will setup an actual testbed for realtime
assessment of our proposed approach, instead of relying on publicly available datasets. Finally, we
will considered machine learning and blockchain based technology for proposing a lightweight

pairing and authentication mechanism.

6.3 Application Areas

Our proposed solutions can be applicable to a variety of application areas to provide efficient and

robust pairing, utilizing the same contextual data for security and eliminate the use of specific
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Figure 6.1: Potential Application Areas of Our Proposed ZIPA Schemes

protocol for authentication. Figure 6.1 presents the visual representation of targeted application

areas and the detail descriptions are described as follows:

6.3.1 Smart Manufacturing

With the industrial revolution, the smart technology has rapidly involved in the industries to au-
tomate the process, increase productivity, optimize the supply and demand to fulfill the customer
needs [128, 129]. A significant part of smart manufacturing is the non-intrusive load monitoring
system, which analyze the power consumption of each device and make an intelligent decision for
cost reduction [130,131]. In our proposed one-shot pairing and authentication, we considered such
power consumption of devices and utilize it to established a shared secret among the communicat-
ing entities. Depending upon the availability of contextual data, our proposed one-shot approach
can also be deployed in energy management system [132], appliance management system [133],

and healthcare monitoring system [134], for improving the security.

6.3.2 Wireless Sensor Networks

The wireless sensor networks utilized sensors to analyze the environment and collects the data
for monitoring purposes [ 135, 136]. The small embedded devices usually gets authenticated based
on their virtual context to become a part of network, which required user assistance and increase
burden on the human with increasing number of devices [137]. Therefore, our proposed zero-
effort authentication and pairing mechanism evolve the existing protocols by eliminating the user

assistance. Thus, applicable to all the potential application areas, where the communication pro-
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tocol require assistance from user during the initial authentication, which includes mobile ad-hoc
network [138], swarm intelligence [139], personal healthcare [140], and residential/industrial au-

tomation and control [141].

6.3.3 Carsharing and Self-driving Cars

The concept of carsharing and self-driving cars evolve the transportation industries by providing
reliable services and comfortable trips [142, 143]. The embedded sensors of car sense the ambient
context, identify the users for accessibility, and ensure the safe journey with optimum route se-
lection [144]. Our proposed co-presence based pairing and authentication also utilize the ambient
context, identify the legitimate devices within proximity and revoke the rights based on the rate of
change in contextual data. Moreover, our proposed co-presence based approach can be applied in

enterprise IoT [27], anti-theft system [145], and activity monitoring inside smart environment [85].
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List of Acronyms

Acronyms

In alphabetical order:

AVISPA Automated Validation of Internet Security Protocols and Applications
De¢ Decryption

En Encryption

GH Generation of Hash

GS Generation of Signature

KG Elliptic Curve Key Pair Generation

SK Secret Key Generation

U User Association

VS Verification of Signature

ZIPA Zero-Interaction Pairing and Authentication
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