










�B�I �B �L�I �O �G �R �A �P �H �Y �7 �1

�[ �4 �6�] �M�. �D �e�l�l � �A �m�i �c �o�, �P�. �M�i �c �h�i �a�r �d�i�, �a �n �d �Y�. �R �o �u �d�i �e�r�,  � �P �a�s�s �w �o�r �d �s�t�r �e �n �g�t �h�: �A �n �e �m �p�i�r�i �c �a�l �a �n �a�l �y�s�i �s�, �

�i �n�2 �0 �1 �0 �P�r �o �c �e �e �d�i �n �g�s �I �E �E �E �I �N �F �O �C �O �M�. �I �E �E �E�, �2 �0 �1 �0�, �p �p�. �1  � �9�.

�[ �4 �7�] �S�. �G �a �w �a �n �d �E�. �W�. �F �e�l�t �e �n�,  � �P �a�s�s �w �o�r �d �m �a �n �a �g �e �m �e �n�t �s�t�r �a�t �e �g�i �e�s �f �o�r �o �n�l�i �n �e �a �c �c �o �u �n�t �s�, � �i �n�P�r �o�-

�c �e �e �d�i �n �g�s �o�f �t �h �e �s �e �c �o �n �d �s �y �m �p �o�s�i �u �m �o �n �U�s �a �b�l �e �p�r�i �v �a �c �y �a �n �d �s �e �c �u�r�i�t �y�, �2 �0 �0 �6�, �p �p�. �4 �4  � �5 �5�.

�[ �4 �8�] �A�. �B �h �a �w�i �y �u �g �a�, �M�. �D �a�t �a�, �a �n �d �A�. �W�a�r �d �a�,  � �A�r �c �h�i�t �e �c�t �u�r �a�l �d �e�s�i �g �n �o�f �t �o �k �e �n �b �a�s �e �d �a �u�t �h �e �n�t�i �c �a�-

�t�i �o �n �o�f �m �q�t�t �p�r �o�t �o �c �o�l �i �n �c �o �n�s�t�r �a�i �n �e �d �i �o�t �d �e �v�i �c �e�, � �i �n�2 �0 �1 �7 �1 �1�t �h �I �n�t �e�r �n �a�t�i �o �n �a�l �C �o �n�f �e�r �e �n �c �e �o �n

�T�e�l �e �c �o �m �m �u �n�i �c �a�t�i �o �n �S �y�s�t �e �m�s �S �e�r �v�i �c �e�s �a �n �d �A �p �p�l�i �c �a�t�i �o �n�s �( �T �S �S �A�)�. �I �E �E �E�, �2 �0 �1 �7�, �p �p�. �1  � �4�.

�[ �4 �9�] �I�. �I �n �d �u�, �R�. �A�. �P �M�, �a �n �d �V�. �B �h �a�s �k �a�r�,  � �E �n �c�r �y �p�t �e �d �t �o �k �e �n �b �a�s �e �d �a �u�t �h �e �n�t�i �c �a�t�i �o �n �w�i�t �h �a �d �a �p�t �e �d

�s �a �m�l �t �e �c �h �n �o�l �o �g �y �f �o�r �c�l �o �u �d �w �e �b �s �e�r �v�i �c �e�s�, ��J �o �u�r �n �a�l �o�f �N �e�t �w �o�r �k �a �n �d �C �o �m �p �u�t �e�r �A �p �p�l�i �c �a�t�i �o �n�s�,

�v �o�l�. �9 �9�, �p �p�. �1 �3 �1  � �1 �4 �5�, �2 �0 �1 �7�.

�[ �5 �0�] �V�. �R �a �d �h �a �a �n �d �D�. �H�. �R �e �d �d �y�,  � �A �s �u�r �v �e �y �o �n �s�i �n �g�l �e �s�i �g �n�- �o �n �t �e �c �h �n�i �q �u �e�s�, ��P�r �o �c �e �d�i �a �T�e �c �h �n �o�l �o �g �y�,

�v �o�l�. �4�, �p �p�. �1 �3 �4  � �1 �3 �9�, �2 �0 �1 �2�.

�[ �5 �1�] �S�. �S�. �S �a �h �o �o�, �S�. �M �o �h �a �n�t �y�, �a �n �d �B�. �M �a�j �h�i�,  � �A �s �e �c �u�r �e �t �h�r �e �e �f �a �c�t �o�r �b �a�s �e �d �a �u�t �h �e �n�t�i �c �a�t�i �o �n �s �c �h �e �m �e

�f �o�r �h �e �a�l�t �h �c �a�r �e �s �y�s�t �e �m�s �u�s�i �n �g �i �o�t �e �n �a �b�l �e �d �d �e �v�i �c �e�s�, ��J �o �u�r �n �a�l �o�f �A �m �b�i �e �n�t �I �n�t �e�l�l�i �g �e �n �c �e �a �n �d

�H �u �m �a �n�i �z �e �d �C �o �m �p �u�t�i �n �g�, �v �o�l�. �1 �2�, �n �o�. �1�, �p �p�. �1 �4 �1 �9  � �1 �4 �3 �4�, �2 �0 �2 �1�.

�[ �5 �2�] �A�. �O �m �e�t �o �v�, �S�. �B �e �z �z �a�t �e �e �v�, �N�. �M�¨�a �k�i�t �a�l �o�, �S�. �A �n �d�r �e �e �v�, �T�. �M�i �k �k �o �n �e �n�, �a �n �d �Y�. �K �o �u �c �h �e�r �y �a �v �y�,

 � �M �u�l�t�i�-�f �a �c�t �o�r �a �u�t �h �e �n�t�i �c �a�t�i �o �n�: �A �s �u�r �v �e �y�, ��C�r �y �p�t �o �g�r �a �p �h �y�, �v �o�l�. �2�, �n �o�. �1�, �p�. �1�, �2 �0 �1 �8�.

�[ �5 �3�] �S�. �Z �h �a �o�, �A�. �A �g �g �a�r �w �a�l�, �R�. �F�r �o�s�t�, �a �n �d �X�. �B �a�i�,  � �A �s �u�r �v �e �y �o�f �a �p �p�l�i �c �a�t�i �o �n�s �o�f �i �d �e �n�t�i�t �y�- �b �a�s �e �d

�c�r �y �p�t �o �g�r �a �p �h �y �i �n �m �o �b�i�l �e �a �d�- �h �o �c �n �e�t �w �o�r �k�s�, ��I �E �E �E �C �o �m �m �u �n�i �c �a�t�i �o �n�s �s �u�r �v �e �y�s �& �t �u�t �o�r�i �a�l �s�,

�v �o�l�. �1 �4�, �n �o�. �2�, �p �p�. �3 �8 �0  � �4 �0 �0�, �2 �0 �1 �1�.

�[ �5 �4�] �M�. �C �o �n�t�i �a �n �d �C�. �L �a�l�,  � �C �o �n�t �e �x�t�- �b �a�s �e �d �c �o�- �p�r �e�s �e �n �c �e �d �e�t �e �c�t�i �o �n �t �e �c �h �n�i �q �u �e�s�: �A �s �u�r �v �e �y�, ��C �o �m �p �u�t�-

�e�r�s �& �S �e �c �u�r�i�t �y�, �v �o�l�. �8 �8�, �p�. �1 �0 �1 �6 �5 �2�, �2 �0 �2 �0�.

�[ �5 �5�] �M�. �M �e �h�t �a �a �n �d �K�. �P �a�t �e�l�,  � �A �r �e �v�i �e �w �f �o�r �i �o�t �a �u�t �h �e �n�t�i �c �a�t�i �o �n  � �c �u�r�r �e �n�t �r �e�s �e �a�r �c �h �t�r �e �n �d�s �a �n �d �o �p �e �n

�c �h �a�l�l �e �n �g �e�s�, ��M �a�t �e�r�i �a�l �s �T �o �d �a �y�: �P�r �o �c �e �e �d�i �n �g�s�, �2 �0 �2 �0�.
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[ 5 6] Y. Li a n g, S. S a mt a ni, B. G u o, a n d Z. Yu, “ B e h a vi or al bi o m etri cs f or c o nti n u o us a ut h e nti-

c ati o n i n t h e i nt er n et- of-t hi n gs er a: A n arti fi ci al i nt elli g e n c e p ers p e cti v e,” I E E E I nt er n et of

T hi n gs J o ur n al , v ol. 7, n o. 9, p p. 9 1 2 8 – 9 1 4 3, 2 0 2 0.

[ 5 7] K.- A. S hi m, “ A s ur v e y of p u bli c- k e y cr y pt o gr a p hi c pri miti v es i n wir el ess s e ns or n et w or ks,”

I E E E C o m m u ni c ati o ns S ur v e ys & T ut ori als, v ol. 1 8, n o. 1, p p. 5 7 7 – 6 0 1, 2 0 1 5.

[ 5 8] A. Bir y u k o v a n d L. P erri n, “ St at e of t h e art i n li g ht w ei g ht s y m m etri c cr y pt o gr a p h y,” Cr y p-

t ol o g y e Pri nt Ar c hi v e, 2 0 1 7.

[ 5 9] M. S. H e nri q u es a n d N. K. Ver n e k ar, “ Usi n g s y m m etri c a n d as y m m etri c cr y pt o gr a p h y t o

s e c ur e c o m m u ni c ati o n b et w e e n d e vi c es i n i ot,” i n 2 0 1 7 I nt er n ati o n al C o nf er e n c e o n I o T

a n d A p pli c ati o n (I CI O T) . I E E E, 2 0 1 7, p p. 1 – 4.

[ 6 0] A. D ar wis h, M. M. El- G e n d y, a n d A. E. H ass a ni e n, “ A n e w h y bri d cr y pt os yst e m f or i nt er n et

of t hi n gs a p pli c ati o ns,” i n M ulti m e di a F or e nsi cs a n d S e c urit y . S pri n g er, 2 0 1 7, p p. 3 6 5 –

3 8 0.

[ 6 1] M. R ost a mi, A. J u els, a n d F. K o us h a nf ar, “ H e art-t o- h e art ( h 2 h) a ut h e nti c ati o n f or i m pl a nt e d

m e di c al d e vi c es,” i n Pr o c e e di n gs of t h e 2 0 1 3 A C M SI G S A C c o nf er e n c e o n C o m p ut er &

c o m m u ni c ati o ns s e c urit y , 2 0 1 3, p p. 1 0 9 9 – 1 1 1 2.

[ 6 2] J. H a n, M. H aris h a n k ar, X. Wa n g, A. J. C h u n g, a n d P. Ta g u e, “ C o n v o y: P h ysi c al c o nt e xt

v eri fi c ati o n f or v e hi cl e pl at o o n a d missi o n,” i n Pr o c e e di n gs of t h e 1 8t h I nt er n ati o n al W or k-

s h o p o n M o bil e C o m p uti n g S yst e ms a n d A p pli c ati o ns , 2 0 1 7, p p. 7 3 – 7 8.

[ 6 3] M. J u uti, C. Va as, I. Sl u g a n o vi c, H. Lilj estr a n d, N. As o k a n, a n d I. M arti n o vi c, “ St as h:

S e c uri n g tr a ns p ar e nt a ut h e nti c ati o n s c h e m es usi n g pr o v er-si d e pr o xi mit y v eri fi c ati o n,” i n

2 0 1 7 1 4t h A n n u al I E E E I nt er n ati o n al C o nf er e n c e o n S e nsi n g, C o m m u ni c ati o n, a n d N et-

w or ki n g ( S E C O N) . I E E E, 2 0 1 7, p p. 1 – 9.

[ 6 4] W. S. M el o, R. M a c h a d o, a n d L. F. C ar m o, “ Usi n g p h ysi c al c o nt e xt- b as e d a ut h e nti c ati o n

a g ai nst e xt er n al att a c ks: M o d els a n d pr ot o c ols,” S e c urit y a n d C o m m u ni c ati o n N et w or ks ,

v ol. 2 0 1 8, 2 0 1 8.
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[ 6 5] U. C. C a b u k, G. D al kili c, a n d O. D a g d e vir e n, “ C o m a d: C o nt e xt- a w ar e m ut u al a ut h e nti c a-

ti o n pr ot o c ol f or dr o n e n et w or ks,” I E E E A c c ess, v ol. 9, p p. 7 8 4 0 0 – 7 8 4 1 4, 2 0 2 1.

[ 6 6] Y. Ya n g, X. Z h a n g, J. Yu, P. Z h a n g et al. , “ R es e ar c h o n t h e h as h f u n cti o n str u ct ur es a n d its

a p pli c ati o n,” Wir el ess Pers o n al C o m m u ni c ati o ns , v ol. 9 4, n o. 4, p p. 2 9 6 9 – 2 9 8 5, 2 0 1 7.

[ 6 7] H. H u a n g, X. Mi a o, Z. W u, a n d Q. Wei, “ A n ef fi ci e nt e c c- b as e d a ut h e nti c ati o n s c h e m e

a g ai nst cl o c k as y n c hr o n o us f or s p ati al i nf or m ati o n n et w or k,” M at h e m ati c al Pr o bl e ms i n

E n gi n e eri n g , v ol. 2 0 2 1, 2 0 2 1.

[ 6 8] A. L es n e, “ S h a n n o n e ntr o p y: a ri g or o us n oti o n at t h e cr ossr o a ds b et w e e n pr o b a bilit y, i n-

f or m ati o n t h e or y, d y n a mi c al s yst e ms a n d st atisti c al p h ysi cs,” M at h e m ati c al Str u ct ur es i n

C o m p ut er S ci e n c e , v ol. 2 4, n o. 3, 2 0 1 4.

[ 6 9] M. J a k o bss o n a n d D. P oi nt c h e v al, “ M ut u al a ut h e nti c ati o n f or l o w- p o w er m o bil e d e vi c es,”

i n I nt er n ati o n al C o nf er e n c e o n Fi n a n ci al Cr y pt o gr a p h y. S pri n g er, 2 0 0 1, p p. 1 7 8 – 1 9 5.

[ 7 0] A. Esf a h a ni, G. M a nt as, R. M atis c h e k, F. B. S a g h e z c hi, J. R o dri g u e z, A. Bi c a k u, S. M a k-

s uti, M. G. Ta u b er, C. S c h mitt n er, a n d J. B ast os, “ A li g ht w ei g ht a ut h e nti c ati o n m e c h a nis m

f or m 2 m c o m m u ni c ati o ns i n i n d ustri al i ot e n vir o n m e nt,” I E E E I nt er n et of T hi n gs J o ur n al,

v ol. 6, n o. 1, p p. 2 8 8 – 2 9 6, 2 0 1 7.

[ 7 1] E. L ar a, L. A g uil ar, M. A. S a n c h e z, a n d J. A. G ar cı́ a, “ Li g ht w ei g ht a ut h e nti c ati o n pr ot o c ol
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S e ns ors , v ol. 2 0, n o. 2, p. 5 0 1, 2 0 2 0.

[ 7 2] P. M or g n er, S. M att ej at, Z. B e n e ns o n, C. Müll er, a n d F. Ar m k n e c ht, “I ns e c ur e t o t h e t o u c h:

att a c ki n g zi g b e e 3. 0 vi a t o u c hli n k c o m missi o ni n g,” i n Pr o c e e di n gs of t h e 1 0t h A C M C o n-

f er e n c e o n S e c urit y a n d Pri v a c y i n Wir el ess a n d M o bil e N et w or ks, 2 0 1 7, p p. 2 3 0 – 2 4 0.

[ 7 3] S. A m a nl o u, M. K. H as a n, a n d K. A. A. B a k ar, “ Li g ht w ei g ht a n d s e c ur e a ut h e nti c ati o n
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w or ks , v ol. 1 9 9, p. 1 0 8 4 6 5, 2 0 2 1.
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[ 7 4] Y. L u, D. Wa n g, M. S. O b ai d at, a n d P. Vij a y a k u m ar, “ E d g e- assist e d i nt elli g e nt d e vi c e a u-
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ti v e pr o xi mit y- b as e d a ut h e nti c ati o n,” i n Pr o c e e di n gs of t h e 8t h i nt er n ati o n al c o nf er e n c e o n

M o bil e s yst e ms, a p pli c ati o ns, a n d s er vi c es , 2 0 1 0, p p. 3 3 1 – 3 4 4.

[ 7 7] S. M at h ur, R. Mill er, A. Vars h a vs k y, W. Tr a p p e, a n d N. M a n d a y a m, “ Pr o xi m at e: pr o xi mit y-

b as e d s e c ur e p airi n g usi n g a m bi e nt wir el ess si g n als,” i n Pr o c e e di n gs of t h e 9t h i nt er n ati o n al

c o nf er e n c e o n M o bil e s yst e ms, a p pli c ati o ns, a n d s er vi c es , 2 0 1 1, p p. 2 1 1 – 2 2 4.

[ 7 8] T. H al e vi, D. M a, N. S a x e n a, a n d T. Xi a n g, “ S e c ur e pr o xi mit y d et e cti o n f or nf c d e vi c es
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S pri n g er, 2 0 1 2, p p. 3 7 9 – 3 9 6.

[ 7 9] L. Xi a o, Q. Ya n, W. L o u, G. C h e n, a n d Y. T. H o u, “ Pr o xi mit y- b as e d s e c urit y t e c h ni q u es
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