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security security —
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sensor side
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3% A w==o Het BEE 9ol FAet=E AA stk B HolA = Aghst
T 4% Bt ZYdas Ane AlA =Em RSk Aok A® Bk =z Y
as AAsYG. 511804 A Hot #E e thele] AHEla 51249

5.1.1 Alue] mek #eEA T

2 511804 FHlAE L AA HEAE 9% A7 Bl ZdYa FolA
Awel web pxol thald AW, B wRAME AW 2o wel mEe fu)
A2 A YEYZ ®Hob B8] A (Ubiquitous Sensor Network Security Manager)

o

st

AR Aoy AbgstH, A Fo] HeP REe AT Ht ZRESF

(Light Weight Security Protocol)o]&t+= BA o2 A | AL&3tt). [19 5-2]9
FHAE = AA U EHZ Hob ] AHuSNSM)oll «efj et 2 2 Zhzte] & 4

BRI

drsty et 2k

2% dolg ¥4 &ZE (Raw Data Analysis module)

2% o]y 4 REAE AN LEA AL s Ert @ 29 do
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Database Management

Application Measure | . Security
data Analysls Level
Analysis Decision

Middleware USNSM

Data Analysis

0S Encryption Encryption and
Management Decryption
Hardware
Raw Data Analysis
Server side

uSNSM
I frofAE = AA e Bt A (uSNSM) %

o %3 %W B33 EE (Encryption and Decryption module)

dost B2 553 22 24 HolHe £ dva dastet &
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oy
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Hdets ReEA A o ¢gzs daudsd dEvE AT
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25 (Encryption Management module)
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AZ o]y AH# BE (Measure data Analysis module)

A ==z22E HAEE doldrt g AA ==oA SIS HolEd A4
Sol Aglste EEolth WA dsst @ dHolH dssrt HA g FiE
o AA == ARE HwA FALS FAdeA doh B AN mEoA
Bl Aol 7heH(Secure Counter)E oW 3 =oA W2 A]o] 74
Bl o} mluste] FA4, 7HEA S FlskA "k olnf FHIAHZ AA HE
A= Beb #EAel A FAR] FAo] o4 W B #E A mEd 4

A FAA A s5dor HHE =2 b =3 uSNSM

3 AN wEe) met AN 2AGES @t

Ha do]E g EE (Command Analysis module)

AA =2 5E dEHE deolgrt A5 dolg7b obd Aol AA =3t
o] 5 Z2 AAMe A a7 velH&E E4el HW WH HolE Ag =
o] Aol .

Beot gl A4 EE (Security Level Decision module)
Hob gl AA REAE A 22 HEH 2 Oy &4 Fd 3412
Y T4 A stAY #|A7F FTholl- oA Hoke] S A ok

& BEolth ot due i mEd AevE Wi

o
o
rir
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2
1
>
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e dolg A% g EE (Database Management module)

dole A% #He BEL AA ==2RE & go]HE AZsAY s &
& ZRafelA AHEE F AEE A st REo|vh w3 dolH e 4
S fsA g2 mEdAY A FHE Buls 9F& s b 7]E9
T4 B AWl REI v TS s BEol oA o] 7t

B33 T AALEo] 745E REo|)
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(28 5-2]1¢] 25 Fo|H 2% dolg B4 =

& (Raw Data Analysis module)

=
7 dlolEe AH #Be EE (Database Management module)& 7]&2] dlolg g
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ofo
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ts
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5 gom SYHOR FAL T & UES AR AAEH
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32
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51.2 AA w=xo A% uct AR 7=

THIAE S AM MEAZE 93 7 B Zedela 7oA MM ==

Lol H AF w B FRE (29 5303 2o

| 1=3

Packet Compasition

Sensor Key
Initialization Management
Middleware LWSM

Encryption Secure Security

Compare Level
03 and Counter Decision

Decryption Generation
Hardware ‘ Command Analysis

-

Sensor node

Light Weight Security Management

=

(29 5:31 AlA =E=e] Fef Bt Bea; %

ol He AHwe pdA 4 mE
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e
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o W7l FA EE (Packet Composition module)
AA st=gej7F 38 346 tis dolHE 39S 4 2 HolHE
HAEo] 7hss gRoe=z FAste EEo|th 9%

A ARHES B A9 FAL A =Ee] SRR F&
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¢}5 3} ®E (Encryption (and Decryption) module)
AA = A dEets HolHE ¢33E stAY AA9 =90 55
35 t=E Agste EEolth. A #HF FA EEolA A

=
lo] $4do] Hd ¢zt BE3 B ¢33t FEe= yrolx AYE §

oy
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25 (Command Analysis module)
of A EES AHERY & B@ols 4 g EEolt AHE
=

FE 2 HolHel o] ojd sz Fok A= a4 HE

iy
o
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AA %7]3F 25 (Sensor Initialization module)

AX7F Ag FHol Ha Qs 3 x7|8ts 9t ZEolth. Bt AHE 9
A&7 93 2713 REo] E3tH o] Ut
7] #2] 25 (Key Management module)

AA mEoA A&l 7]1& A 2 FeElstes ZEolth
24 ®E (Compare module)

MU ERY 2 WE@o]d met A == Yo HolHE EAlsteE EEolth
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e AAS] A ANZRE 2t dolHE FAs: w3k o]y

I EEolth
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25 A4

ol

o wol gl AA HE (Security Level Decision module)

AN 2RE T wexe eyl oA weh due 24

_0|L
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S
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e AlFo] 7}&E MA ®EE (Secure Counter Generation module)

WA w=dAd AEae ol FA4S Bge] A AN w=
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oM ATl 7h2EE Akl A dHolHe £ A2 5 e EEolth

52 A% nol ZgdYga +3d

THIAHZE AAM HEYSIE A 47 Zdddae] 7dL AA == B2
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<E 51> AlA == dt=go] ARk
5 AL F
CPU ATmegal28L , 8bit
flash memory (KB) 512 KB
EEPROM 4 kB
SRAM 32 kB
RE CC2420(2.4GHz,IEEER02.15.4, 250kbps
Effective Data rate)
System Clock 8 MHz
RF Clock 16 MHz
Operation System Qplus
Sensor e e Jh 2 %85
Power 3V AA battery 2EA

~ aDca |
External Port

" apbc2
External Port

ADCA
External Port
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<3 5-2> uSNSMo| FZE = A el ALe

v (T,
CPU Pentinm 4,-782MHz, 32bit
Memory 512MB
Harddisk Drive 70 GB
Operation System Windows XP




521 AW wet Az 44

Aufel Ego]l H= fFHIAEE AA HEHZ B A A (uSNSM)= &

1
5-61% Z& BEE 7xE Zrev a8 a Ao 4] HE= uSNSMe T g
2 og <F 5-3>3 #r}

o

<3t 5-3> uSNSM ¢ 374

&5 -8
A8 37 Windows XP
T2 A C++, MFC
Serial Interface MAX3232 (9600bps)

[219 5-6]¢] CUSNSM_ServerDlg Z#d=o- WA =9 HolHE Xy E A
ok AA ==25EH dgd deldE Al flalA dasth Hol S Ae
CSecure 225 TZF 3] dolgE HIESE gl Hasizt ¢ dolHe=
CuSNSM Z#zell A dolB & EAate] AA =E=EE Addd doly 7l
st oud AES o FH AR oA =R EE ddEdE dolET)
@A A =xo] AlS dolE o4 $ MeasureDatax Analysis 2@l 1

}Ol'
.
ol

o] HolHE Holgulolxe] A s QES W e FHE 1A
A AFe e Fe W B
7] w3 5o wota AAW dolE
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A oA Agd dHolE ) 9%
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A ¢ Command_Management =204 H
b A% ZAZY s & A HW dEYA A ool A7
SecurityLevel Decision Z @20l A AlA 2 YEHZ AEH sk Bt s
AatA .
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Database_Management
setSensorlD()
setSensorinfol) Command_tanagament
setTimeCounter()
settdessuredatal) setTimeStamal) SecurityLevel_Decision
getSensorDatal) getTimeCounter()
getTimeCounter{) compareTimeStamp() setlengthi): void
sendDatal) setintervall}: void
’ setRest()void
i etSecurityLeval(seniD,length.interval state)
MeasureData_Analysis CLEMEM g Y g
CKeyhanagement «m_pKeyhigmt
getSensorlD()
CUSHER()
getSensorintal)
~CuSNIMO
getTimeCounter()
CQuerybyMessage(+buf.char,size: UINT): void
getMeasuredatal) Coecure
Encryptinni=data:charkBOOL
Decryption{+dataicharkiBOOL
CKeyManagement ’

list< PLISTUNFO > m_Mode_List
PLIST_INFO m_pList

int m_counter

CUSNEM_ServerDlg
CuSHSM= m_pManager

CSerialCamms m_pSerial

CKeyManagement() HICON m_hlcon

~CKeyhanagement(): virtual OnCompleteRacelve(wParam: WP AR &M, IParam: LPARAM): LRESULT
AddNewhodelnode_id:char)void DoDataExchange(+p0 CDataExchange)ivaid
AddNewltermnode_id:char,caunter:int)ivaid OnQueryDraglconi :HCURSOR

VerityAuth(node_id charl BOOL

(18] 5-6] uSNSM UMIL t}e]o] 13

Qplusell Al A st= AL 2" dojH = A5 e 4 Node ID,
Packet Type, Length, 28] 3 Length®l ol ™2} SensorlD, ADCH(Al A 2] ADC
), ADCL(AIA o] ADCgH <] dield grol EgF HI wpx|eto = 3 gro] 3o
o webA Aol AEE = Al gk HA 7 bytedl A HtH 22 byteZtA]
TAS Hojdnh. ARt AW A2 = dolH = Aot fla AREAE
desi Abgst=E Hojdt & =xo FHIAHS AlA UEYIE A% A
Bt ZHd e ABUSNSM)AA AN === 7l= A8 725 [19
5-713} #Zo] A At AndA AAME Hus oy Iz AAe dF =
oo 2ol AlA == HeE HME WA AA == AHE WA

i)

rr

7] a3k
& o dEsHA "ot
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1 byte ibye  lbyte  lbyte  1byte 0~11 byte 1 byte
‘ MNode ID ‘ Packet T!.I'FE| Length | Data l!,'pE| SL ‘ data | Padding |
Node ID : Sensor 't=¥ ID
Packet Type : HZ!12| £}
Length D DIl Zat M Afe]
Data type : dlole erd
SL D2 EE HEN
data : diolgd
Padding 1 1=
[29 5-7] uSNSMolA AA =2 ByE A T2
[29¥ 5-7]91A4] NodelD, Packet Type, Length &5 QplusolA Al&3st= =4
olal AA HoF AL ¥ WAHEE FE-2 Data type, SL, data, Padding
Folth, Aol uSNSMolA AlA =22 Bule dHolge +x+ [219 58] #
of vl 74 FF7F At
Data type? SL2 AW 2] uSNSMolA A& B dlolge 7 2 Hol &
d WHE 7] 98 AbRste FEolth Sls, 7l witd Ze oy wdk o
AA el A A W7 2 AE AWM AS A7 st HEoE YERdY
Node ID, Packet Type, Length %32 A28k x| BRSO Qo ulg} o5
37 HolM Aol He FRold . FAT A& dEsk kA Fow i
7l AEY A dustE st WAk [2F SlelA 3 A ek b dA 7Y
B AA webAd 3stE s HEskH T+ WA A WA izl dsstE
32 et dostE A &= WF Y A= 7 byte, 14 byte®] F 7FA] T/ 7F
A sfAe] AA Z7]= 7 byte, 10 byte, 14 byte, 17 byte 7} ¥t} 4 353= 3}
= WA =7= 7 byte, 14 byte 5+ ZFx[olH o] HAGHAA7]= 10 byte, 17
byteZ} # T}
A IDE AA HEZ AAAT AX HEHILE AAE ot g AA 9]
AAY A dolEel weba 1o A gtom AASHA "o AA KBl BE
o] AA wre xgo] & wf =2 oA ANl gho]l EFo] HTh
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1 byte 1 byte 1 byie 1 byie 1 byte 4 byie 1 byte

| NndeID‘ Packet Type‘ Length | Data type| SL ‘ 5N | Padding |
1 byte 1 byte Ibyle lbye  lbyte Ibyte 1 byte
| Node ID | Packet Type| Length | Datawpe| sSL | c, | Paddng |
1 byte 1 byte Ibyle Ibyie  lbyie 1 byte 7 byte 1 byte
| Node ID | Packet Tye| Length | Datawpe| sL | ¢, | Key | Padding |
1 byte 1 byte Ibye lbyle  1byie Abye 7 byte 1 byie
| NudeID‘ Packet Type‘ Length | Data type| 5L ‘ 5N | key | Padding ‘
Data ype : diole e
SL D B0 P 3y
data : diolg
Padding 1=
SN : AT U He
Key Bt ]|
c, : MM D

19 5-8] uSNSMellA HdEsh= AR F7

522 AA == FF wet #A 44
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rlr
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g Bk AL(LWSM)= [1d 5919 Z& =2F
TEE et A4 =Edl Edol HE AW wo pelge Td Age o

dlo

TEET AMERE dolE 7t Filo] HW command_analysis EECA HOE
E4E ste dolE A E AT AWM dAFd i BEojol weba
7] WA, 2ga A =29 F2 AojE AY oA Aot
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verity_packet

incrementCounter

R main USNSM_init char
L , - manager_security
int < void BYTE= data
. . void
make _server_packet »| void void T e J
Y Y m-code
void rf_recv_data —* BYTE =_code
B voidd BYTE- data
=start command_analysis
T ADDRESS +srcAddr
- void void > NTE nbut
I 2 LT void +arg ADDRESS +srAddr e | manager-key
char BYTE +data
t INTE niyte vaid
char type
o t_send_data| | BYTE «data l BYTE _code
BEYTE+ dat:
e void manager_auth BYTE+ data
int length .
void +arg saveskay char
char key_type T — -
char key_seq) . woid s-coee
rH_send_pkt BYTE +key IBVTE* data )
void char seg l l
woid char type verity TimeStamp save TimeStamp
char void
BYTE= ts BYTE+ 1=
char type char type
r —
(7 5-9] A% not B BE Fx

AA wEoA dAE sk Wzl FxRE [9 51018 2o [2" 5-10]¢0 A
Node ID, Packet Type, Length -2 QplusolAl A& 7o Fxo|t}h 18la
Data type, Secure Counter, Ciro, Secure Number & o H22 A2 AHold Hot
#ed Fxo|th. A A Node ID, Packet Type, Length F&< A2 v} x F &l
dsst At "k AAeT AR R AA AL CPUSI A AN ==
identification @A 2E oA " kS ZRA A ALEEA HY Al e=E9
identification #@#| =¥l Sz gk FoNAl Part Numbere] ¥4
oz 2byte® 7hHQ7] wiEel AlFIDW 4 duEE FFS17E ook
AA IDe A= AlA dEY]Z AR oair 289 A
7F AR dgaor b gto® AA Frep= Aozt

2 =i A At FRIFEH S A4 MELIE Ae AR Bl Zy a9

WA wEelq met Aol X3 AL ¥ HHE PR Brh 1 F AN =

=

oA FH g4 HolHE s Huls 71E 32 7 byte o], B A
=

ol 4g¥ Fol 10 byte7} "k 1 9 FRE AF, 7] wA aeu A wmE=eo



A So) ghyh e AWl 4T e dold A5y o] Kok Agow Ag

A @Atk 2 A71E 10 byte, 17 byte?] ¥ 7FA =72 AsA YT

<3 54> LWSM ¢ 874

G e
A3 74 Qplus
g2 Ao C
RF CC2420
1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 2 byte 1 byte
| Node ID | Packet Type | Length | Data type| Sensor ID| ADCH| ADCL| Secue counter| Padding |
1 byte 1 byte 1 byte 1 byte 1 byte 2 byte 2 byte 1 byte
| Node ID | Packet Type | Length | Data type| Sensor ID| data |Seu.leu:u1bl| Padding |
1 byte 1 byte 1 byte 1 byte 1 byte 2 byte 3 byte
| Node ID | Packet Type | Length | Data type| Sensor ID| Secure counter | Padding |
1 byte 1 byte 1 byte 1 byte 1 byte 4 byte 2 byte 2 byte 4 byte
| Node ID | Packet Type | Length | Data type| Sensor ID| Secure Number | Saro | Secure conler|  Padding ‘
Node ID : Sensor 't =¥ ID
Packet Type : EH2IC] E}2!
Length : Il S g2
Data type s diole EFY
Sensor ID MM AEID
Secure Number: AIR0 S
Saro PRy
Secure counter: HIA| Al R0| 712E
data 7 dold
Padding )=

'—'\

a9 5-10] AAM wmEolM AEH=

N
o
1)
I

523 FHlFAE 2 AN U= A 7 d

FHAEZ AN YEDD FAE AF, FEe] FEAQ 0 F AL ol

A MEHZSL FHE Fdetair ez sA4%] T4 A & F A =



=& F71 i Bt ZHQYaE FAsed AFHolth B =R Ads
T fFHlAE 2 AA HEHAE 98 AF Bl ZEddade AA ==25EH
MU ERE AFEes dolHe FHFHEE AA HEYA Bt #2H(uSNSM)7}
dolg &A4ste] RUHPSHA drh. AAZFE HAEEHe delde 2A 49 b
olE ¢ Ht A HolHRE s dnh AN =E2RE AFHE EE HolH
= 4337 Hol 7] Wi E353= 3 3 A ID #kd Data type kol 38
HEE HoluA Hd EYUEY REdA AEE oA Aok =3 A5 A =
ERRYH gAlE dub HolE = Ao FhRE O V] Eo] AsHor 7]Ho] Ho
Aol FHEE ghel WiE Fo] AF A9 By oA AesiA " &=
& AF, 71 wF diolge] ASexE F AFE AIRE Al FheH #E RUEEY

=2 shto] A4 AA wEsk A8 gre] YERD A8 2 2R
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e
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o
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s

# USNSM
A =412 HlolE o= gAEEY F HBHE
Sensor # 81 /8/0/0/8000811 Sensor #01 (6/8)..
Sensor # 61 /6/6/0/6000812 Server (TS,K) to a1
Sensor # 81 /8/0/0/000613 Sensor #61 (E[TS,K])
Sensor # @1 /8/0/0/0000814 Server (processing)
Sensor # 81 /8/0/0/000015 Server (TS,K) to @1
Sensor # 81 /08/8/0/808016 Sensor Finish
Sensor # 81 f6/8/0/880017 »‘ﬂAj’e,*Eﬂ’éj?_ vl
AP EE
r — I -
(29 5-11] A == A =239

(29 5-12]= AH #A] Z=2E

iy
o
=
2
e
[-*E

dolE @A TzEZo|th FY
Ao AA mERRE o RE WA shel mok A AHE A
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=
o,
)
Ll
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1 i iorefecureCounter =! SecureCounter+ i)}

z JFraxist SecuraCounter) send the rek mescane
5] i GacureCounter — preSecureCounter = 21 send the note message
4 aica send e waming wiessana

b aice ifrdata intenal = permiceible range) cend the waming mess age

B aise it idata i= pernvissibie range) send the waming meassage

[29 5-12] &t HolE 4 A A Z2EF

AA wmEolA AAgdste] el st Aol JhEE e AE5A4 AF F2 4
olf o] 4 o, Ad o
Bt dAE AAsA A

[19 5-13]2 ¢l % 7] wAl #e 22EF A3 A F4] He EE HolHE

L

fFprefacuraCounter =! Sacuralountar+i)
JFaxist SacureCounter) sand the Xok rrecsage
fF{Sacuralauntar — prafacureCounter = £) ceand the Hek message

I focamplation tmea = parmissibia range) sapnd thea rek massage

[0 T T B

FiSacuwraiumi er = stareSecurahumhar) send thea ek messanes

L ] L T N

729 5-13] Ay Al A Tk i) r w2

[}

AAM mEdA dEsEs HZle 2 = Aol 7hE R ofyzt A
ol 9n B ZREZFo] TR AA FAEe] AT 8 oF, 7] 1A

o Hg o 2 TAA TA 4ul 5L wet ¥ 5 vk
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FHIAE 2 A EYAS Y3 A% Ho TR EZAM ALgss F 71#] 9
T ZEEZ FoA A7 7uke] HE71E ol &% e ZEEES (19 5-14]
o 2o [2¥ 5-14]0lA 9% ZREZ L AAN =i HEste ZREZ|H
2 Al Agsts ZREFO|M

Cr+2 Z2ag™ ot F 71X Z2EZo] A& HojgE FueowA b

@
[
fr
"
)
A=)
i
2
;O
to
il
I
1o
[H
Hﬂ
Hﬂ

[2% 5141014 %] AN w=elM FaAsts ZREZY AZoA AMzy
Bl & dlo]Eel A Data typedt SL F8& EA @A B4 A3} Aulela 2 oA
Ao Fiol wed A HH FFE

1 anaize DATA TYFE 8L | anatvze DATA TYFPE
2 switah (8L ) 2 switah (DATA TvPE)
3 case O gave SecureNumber, K1 (temporaniv) 5 cace & i faxist Sencor /D) sond the waming message
4 arcnpt Sacuraiumbar, Sinfa fa KT 4 ganarate Sacuratumber K1 K2
5 sand Securahumber Ginfa o saner 5 sand Securahivmber. K1
B case } . iffcompnare SacureNumb er) =1 case 1. i feompare SecureNumber)
7 save KE {temporaniv) 7 gave Sinfo (tamporanid)
g sand finfel message to senver : g anopt Secureiumb arn, KE fo kT
9 aice cend the waming messan e | =] send Securahtumber. K2 #a sencsar
10 casg £ sare SecwreNuwmher K1 KE ? 1a afca sand the waming massage
11 case £ save SecureNumber K1, KE Sinfo
J 12 sand fnish message to sensor
_— e = - —

5-14] AEjef A mEG HET] T ZEES

>

Au w0 A HA FoMe AN =E2RE 2 A% 24 dHolHE 24359
A Ak B ofn] AFo] Bk AAeA AT 8Ho] & A4

Bt AR RER ASE B @ A5 230 As A A4 Aol dH e
A7 2705 skl 1 F Aol dRsk stue] 718 AME BUiA "o A
M wEl AT ZREZFAAM Al WA 9 A5 MHRRE AlFe] dHet 3 3
A WR7IE L 3 HA WATE ol &te] HolHE dEdt st MM E dEs)
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A

A @tk MY QF TREZ oAl WA ZoA
Aol Ag Bl AlFe] 9w E 9l
=2 Btk A

dlol B A&

i

st

rfo

A €
HA Sl Mz
A Q7] 12l

7] 7]Hke] Het

]
3

=
°©

A U ES A9
HEHAE A FAA7]=H =g

u}

R

A Hol TR EZAA gH 7] 7
g 5-15]¢F #}.

A A ABR7A] %
| #u7k g FLF Aol

HE71E

o wer
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ABSTRACT

Light Weight Authentication Protocol based Security

Framework for Ubiquitous Sensor Network

Zhung, Yonil

Ubiquitous Computing Lab

Department of Computer Engineering

Graduate School of Kyung Hee University
(Supervised by Professor Sungyoung Lee, Ph.D)

Ubiquitous computing supports environment to freely connect to network without
restrictions of place and time. This environment enables easy access and sharing of
information, but because of easy unauthorized accesses, specified security policy is
needed. Especially, ubiquitous sensor network devices use limited power and are small
in size, so, many restrictions on policies are bound to happen. There are many
researches to solve these issues, but many problems still exist. Also, current researches
target specific sensor operating system, platform, or routing protocols to function

properly. This is the reason why independent security policy is needed.

This paper proposes light weight security framework, independent to sensor OS,
platform and routing protocols. The proposed framework supports security protocol for
restricted sensor node environment in ubiquitous sensor network by using double-key
based light weight security protocol and public-key based light weight security protocol.

Also, it supports multiple sub-policies by using secure counter and transfer distance
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control security protocols. These policies allow security manager to select and manage
appropriate level of security.

The proposed framework supplements current security policy issues and power issues in
the performance evaluations. It will be efficient to mobile sensor network, such as smart

office and smart home.
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