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 Ubiquitous computing supports environment to freely connect to network without 

restrictions of place and time. This environment enables easy access and sharing of 

information, but because of easy unauthorized accesses, specified security policy is 

needed. Especially, ubiquitous sensor network devices use limited power and are small 

in size, so, many restrictions on policies are bound to happen. There are many 

researches to solve these issues, but many problems still exist. Also, current researches 

target specific sensor operating system, platform, or routing protocols to function 

properly. This is the reason why independent security policy is needed. 

 This paper proposes light weight security framework, independent to sensor OS, 

platform and routing protocols. The proposed framework supports security protocol for 

restricted sensor node environment in ubiquitous sensor network by using double-key 

based light weight security protocol and public-key based light weight security protocol. 

Also, it supports multiple sub-policies by using secure counter and transfer distance 



control security protocols. These policies allow security manager to select and manage 

appropriate level of security.

 The proposed framework supplements current security policy issues and power issues in 

the performance evaluations. It will be efficient to mobile sensor network, such as smart 

office and smart home.
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