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Abstract

Cloud computing is an epitome of on-demand and scalable computing which provides computa-
tional power and storage capabilities on subscription basis, following the notion of pay-as-you-go.
Numerous data storage services called public cloud storage services have emerged that changed
the way we used to manage and interact with data outsourced to a public domain. With public
cloud storage services, multiple subscribers can collaboratively work and share outsourced data
without the concerns of data consistency, availability and reliability.

Since, public cloud storage services are provisioned by an untrusted cloud service provider that
lies beyond the federated domain of subscribers, there is a great risk of privacy infringement when
confidential data is outsourced to such services. Besides this, malicious subscribers can collude
with cloud service provider to compromise privacy of the outsourced data along with the personal
information of subscribers. This is because public cloud storage services enable subscribers to
share their outsourced data with multiple subscribers each having its own access privileges.

To ensure data confidentiality in public cloud storage services, often encrypted data is out-
sourced to these services. It restrains untrusted cloud service provider and malicious subscribers
to compromise privacy of the outsourced data and personal information of subscribers. Although
encryption ensures data confidentiality; however, it fails to achieve fine-grained access control
over outsourced data. It also limits the capability of a subscriber to search outsourced data by us-
ing conventional lookup queries. This is because relational operators cannot be applied to evaluate
plain-text search queries for encrypted data.

Conventional procedures to enforce fine-grained access control rely on availability of a trusted
entity that can govern and provision access to the outsourced data. Since, public cloud storage

services are managed by untrusted cloud service provider, fine-grained access control cannot be



ii

realized through access control policies. Besides this, access control policies also lose their prac-
ticality in public cloud storage services as these policies can be exploited by a untrusted cloud
service provider to deduce confidential information about the outsourced data and subscriber’s
personal information.

Cloud service providers charge their subscribers according to amount of data accessed and
network cost for data access requests. Thus, capability of a subscriber to search cloud storage
plays a key role in maximizing the utility and minimizing the cost of managing data in public cloud
storage services. However, existing methodologies to search encrypted data lack conformance to
access control policies, and thus can be exploited by malicious subscribers to compromise privacy
of the outsourced data.

To overcome the problems of privacy-aware authorized data access and search over encrypted
data in untrusted domain, an oblivious computation called delegated private matching (DPM) is
proposed in this dissertation. Unlike any of the conventional oblivious computation methodolo-
gies, DPM assists public cloud storage service’s subscribes to utilize cloud infrastructure to pro-
cess confidential information i.e., access control policy evaluation and searching encrypted data.

DPM provided the building block for the proposed Oblivious Access Control Policies (O-
ACE) and Oblivious Term Matching (OTM). Both of these methodologies ensured privacy of the
outsourced data as well as personal information of subscribers without relying on any trusted third
party. O-ACE ensured that outsourced data is only accessible to authorized subscribers and ma-
licious subscribers could not collude with cloud service provider.OTM realized a privacy-aware
search over encrypted data by enabling authorized subscribers to define their search queries com-
prising of arbitrary number of search criteria.

Performance of proposed methodologies was analyzed on public cloud platform that provided
computational and storage facilities i.e., Google App Engine. It highlighted the facts the proposed
methodologies exerted amicable computational load on cloud infrastructure and could even be
realized for low-end devices having limited compute resources. Security analysis showed that O-
ACE and OTM were resilient to any conspired attack by malicious subscribers and cloud service
provider. For unauthorized subscribers O-ACE and OTM generated randomized responses that

did not reveal any information which can lead to potential loss of privacy.
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Chapter 1

Introduction

1.1 Overview

We are living through Post-PC era in which computational power and storage facilities are avail-
able as limitless subscription based services and are not confined to local machines or dedicated
servers [1,2]. Software delivery models have evolved too, and are no longer bound to perform
their functionalities on specific machines on which they are installed [3]]. For individuals Post-PC
era offers subscription based computing; whereas, for organizations it presents an opportunity to
adopt notion of economies of scale when formulating strategies that directly or indirectly relate
to information technology [4]. Besides the usage model, this new style of computing greatly af-
fects the management of information technology resources. Individuals as well as organizations
can focus on their core competencies and can evade the hassle of maintaining their information
technology infrastructure according to their computational needs [5]].

This new computing paradigm of on-demand computing is called Cloud Computing [6]]. Emer-
gence of virtualization technologies, availability of high-speed Internet and adoption of Service
Oriented Architecture (SOA) are the enabling trends that derive cloud computing [7,/8]]. Benefits
provided by this on-demand, massive, and scalable computing facility can be primarily lumped
into one category - cost [9-11]]. Annually Gartner publishes a list of organizational strategic tech-
nologies; for the past two years, it has rated cloud computing as one of the core technologies,
which organizations must consider during their strategic planning for the next ten years [[12]]. With
the emergence of cloud computing, whole new business models and services have been developed
which were either considered impractical or had considerately low return on investment due to
their intrinsic requirements of massive information technology infrastructure.

According to the deployment of information technology infrastructure, and resource config-

1



CHAPTER 1. INTRODUCTION 2

uration that provision on-demand computing, cloud computing can be divided into four distinct
deployment models i.e., public, private, hybrid and community cloud [13]. The main factors
that carve out distinction between these models are the ownership, management and operation
of underlying cloud infrastructure (computational power, storage capacity, network facility and
software services) by Cloud Service Provider(s) (CSP), and configuration in which resources are
interconnected with each other [[14}|15]]. Regardless of the responsibility of a CSP, and configu-
ration of resources the central theme of cloud computing remains the same in each deployment
model i.e., on-demand availability of virtualized resources / services that can be consumed over
the Internet on subscription basis, adhering to the notion of pay-as-you-use [16].

In public cloud, cloud infrastructure is owned, managed, and operated by a CSP. Availability
of services provisioned by a public cloud is guaranteed by the CSP, and often described in ser-
vice contracts. Multiple subscribers can subscribe to these services without interfering each other
service domain i.e., processing, storage, or application logic. In case of private cloud, services
are provisioned for exclusive use only, and are intended to be consumed by a single subscriber
i.e., an individual user or an organization. In private cloud, cloud infrastructure can be owned,
managed, and operated by a subscriber, or by a third party. Hybrid cloud is a combination of
two or more cloud infrastructures (public or private) to serve a common interest. The synergy
among the clouds is of assistive nature and meant to complement each other’s functionality. Cloud
infrastructures are owned, managed, and operated by individual CSPs; however, they are bound
together by a standard or proprietary technology that leverages the common interest. In commu-
nity cloud, cloud infrastructure is provisioned to a specific community of subscribers belonging
to multiple organizations. The community of subscribers serves the shared interest of respective
organizations. Cloud infrastructure in community cloud can be owned, managed, and operated by
a single, multiple organizations that form the community, or by a third party.

Fundamentally, cloud computing can provision services in three distinctive deployment
models i.e., Infrastructure-as-a-Service (IaaS), Platform-as-a-service (PaaS), and Software-as-a-
service (SaaS) [17,/18]. IaaS provides bare compute resources (computational power, storage
capacity) to its subscribers according to their computational and persistence requirements. In

IaaS subscribers can choose operating system, storage and provisioning applications of their own
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choice; whereas, CSP is responsible for the availability of cloud infrastructure. PaaS leverages its
subscribers with computing environment on which subscribers build custom application specific
to their business needs. Underlying cloud infrastructure is managed by a CSP. Tools, software
packages, libraries, and services specific to PaaS are provided by the CSP to harness cloud infras-
tructure during different phases of application life-cycle i.e., development, deployment and provi-
sioning. SaaS provides software solutions that replace in-house applications managed locally by
subscribers. It enables subscribers to choose functionalities or service modules suitable to their
needs. Through SaaS, CSP provisions a single service to multiple subscribers, each customized to
meet specific needs of a subscriber.

Generally, services provisioned by various deployment models of cloud computing, possess
the characteristics of on-demand availability, broad accessibility, resource pooling, rapid elastic-
ity, and service metering [[19]. The essence of cloud services is accessibility over heterogeneous
platforms, enabling subscribers to consume them over various devices (e.g., smartphones, tablets,
and workstations), and over the Internet. These services are developed and provisioned as multi-
tenant services, enabling CSP to develop service once and provision it to to multiple subscribers.
The economics of scale comes with rapid elasticity. Subscribers can instantaneously scale services
to meet their computational requirements. They can also measure their services usage, and can

formulate their scaling strategy accordingly.

1.2 Motivation

1.2.1 Public Cloud Storage Services

With the amount of digital data doubling almost every eighteen months, cloud storage provides
a cost-effective solution to deal with the ever-increasing demand of storage facility [20]. It pro-
vides raw storage as a service on subscription basis, which can be scaled-up or scaled-down in-
stantly according to the requirements. CSPs operate large data centers, and provision virtualized
pool of storage as object store or data store. These stores are accessible via application pro-
gramming interface, which leverages application developers to build custom applications (web,

desktop, smartphone services) to unleash the potential of on-demand and seamless availability of
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Figure 1.1: Worldwide forecast for personal cloud subscriptions (in millions)

virtually unlimited integrated storage capacity.

According to Gartner, by year 2016 cloud storage subscribers will be outsourcing 36% of their
digital content to cloud storage services [21]]. Another study by International Data Corporation,
has projected that by year 2015 the combined volume of IT spending on public and private cloud
storage will exceed 208 billion worldwide [22]]. According to market intelligence firm iHS iSuppli,
until October 2012 the total number of paid and free cloud storage subscribers is around 375
million, and will likely reach 500 million by the end of the year [23]]. CSPs are expected to engage
625 million active subscribers in 2013. Figure |1.1| shows the projected number of public cloud
storage subscribers for the next five years. Figure[I.2]illusrates the pricing and storage capacity of
public cloud storage services [24-30] available at [31].

The advent of cloud storage has brought forth some interesting applications and services, and
has certainly changed the way we manage and interact with the outsourced data [32]]. Data backup,
synchronization, sharing and collaborative services are the most prevalent services which avail
benefits of cloud storage [|33]]. Subscribers of these services, including both individuals and enter-
prises, can keep their data for much longer time without the concerns of reliability and availability
of the outsourced data. At very primitive level, these services untether the data from any specific

medium, platform or location and provision it in a consistent manner across all devices and views.
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Name Price per month ($) Storage Capacity (GB)
v
SugarSync & 7 %
“ mozy 4.45 50

" 4.49 75
Just . com

svmmm 8.33 100

Google Drive

0.83 27

%+ Dropbox 9.99 "

Figure 1.2: Public cloud storage services - privacy and storage capacity

Figure [I.3]shows the conceptual model of clouds storage services that enable data owner to share,
collaborate and synchronize outsourced data with other subscribers.

Data backup services persist data on cloud storage, and take away the hassle of managing and
scheduling data backup jobs, and maintaining data archives. Synchronization services work sim-
ilar to data backup services; however, these services serve a specialized need of data consistency
among different subscribers and devices. Instead of scheduled data backup, these services only
transmit changed data contents i.e. addition, deletion and modification of data contents. This en-
sures that changes are reflected across all views (i.e., devices and subscribers) immediately and
minimum amount of data is transferred to accommodate changes. Sharing and collaborative ser-
vices take cloud storage to a next level of subscribers’ engagement. Subscribers can share data
among themselves and can update it in a collaborative manner i.e., add, delete, update data con-
tents, accept or reject changes, post comments. Changes are reflected in real-time across all collab-

orating subscribers and the underlying framework that powers sharing and collaborative services
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Public Cloud Storage Services

Data Sharing

Service 4——__—"
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Figure 1.3: Data sharing, synchronization and collaborative services with cloud storage

Data owner Subscribers

resolves conflicts seamlessly without any human intervention.

1.2.2 Data Privacy Issues in Public Cloud Storage

Public cloud storage is an online storage facility, which can be accessed through Internet. Around
the ecosystem of public cloud storage, myriad services have been developed which process, per-
sist and provision the data of their subscribers. Public cloud storage is a closed system, and often
very limited information about the cloud infrastructure is available to its subscribers [34]]. Conse-
quently, subscribers are unaware about the security measures adopted by a CSP, how often they
are evaluated, and how well these security measures conform to standards and government regu-
lations [35H38]]. CSP are bound to provide services according to service contracts. These service
must be provisioned according to service level agreement singed between CSP and its subscribers.

Since, CSP provisions the underlying cloud infrastructure that powers cloud stroage services,
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there is a great risk of privacy infringement when data is outsourced to these services [39-42]. This
is because cloud infrastructure lies beyond the federated domain of a subscriber, and often CSP
is least trusted when confidential or personal data (e.g., medical records, bank statements, family
photo album etc.) is outsourced to these services. A malicious and curious CSP can compromise
privacy of a subscriber by learning confidential as well as personal information from the out-
sourced data. Thus, not only outsourced data is prone to privacy attacks, personal information can
be compromised if cloud storage services are carelessly used. CSP provisioning public cloud stor-
age services can exploit encryption and key exchange algorithms providing week cryptographic
guarantees, inadequate enforcement of access control policies, and capability of a subscriber to
share data with other subscribers.

Most of the privacy concerns that arise with the adoption of cloud storage services are mainly
because CSP is considered as an untrusted entity. In the following we present privacy concerns
that are directly related to lack of control over cloud infrastructure and security measures that

govern access to the outsourced data persisted by cloud storage services.

1.2.2.1 Untrusted Cloud Service Provider

Information technology service providers having financial and technical resources to own, manage
and operate massive data centers provision cloud storage services. These service providers make
their business by leasing out cloud infrastructure to their subscribers. In the context of cloud
storage services subscribers utilize these resources to manage their data - collaborate, share, and
achieve data contents. Nevertheless, the biggest hurdle in the adoption of cloud storage services
is lack of trust on service providers [43-46]. This is because, often internal details about the
operation and management of cloud infrastructure is not available to subscribers.

Often CSPs utilize proprietary software and hardware, revealing information regarding the
underlying cloud infrastructure can jeopardize their business. Competitors can exploit this infor-
mation to formulate cost effective subscription models to attract more subscribers. However, this
lack of information, greatly affects the trustworthiness of a CSP, from security and privacy point
of view. For a subscriber it is nontrivial to ensure that CSP is following security and privacy stan-

dards and all other necessary steps are taken to prevent potential loss of data as well as personal
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privacy.

United States of America is spending 15.2% of its GDP on Healthcare [47]. To reduce oper-
ational expenses of information technology resources the government is encouraging business in
healthcare to adopt cloud computing. However, according to United States Department of Health
and Human Services (HHS), 62% of privacy breaches are mainly because of Business Associates
(BA) [48]], [49]]. BAs assist healthcare service providers in their day-to-day and business activities.
In case, if BA is a CSP provisioning public cloud storage services, it can exploit its capabilities
(i.e., process, persist and provisioning of the outsourced) to compromise privacy of the outsourced
medical records. Thus, while adopting public cloud storage services, the level of trust that sub-
scribers have on CSP is greatly influenced by the sensitivity of the outsourced data. While dealing
with confidential data (i.e., medical records, financial statements), it is obvious that subscribers
cannot trust CSP, as CSP may be driven by malicious intent to compromise privacy of the out-

sourced data and subscriber as well.

1.2.2.2 Lack of Control Over Cloud Infrastructure

Management and operation of data centers is a business secret, and cloud service providers do
not share any information related to their underlying cloud infrastructure. Consequently, sub-
scribers cannot determine whether current security and privacy practices adopted by a cloud ser-
vice provider are adequate, according to industry standards, and conform to government regu-
lations and policies. In cloud storage services, subscribers have no control over the underly-
ing cloud infrastructure as these services are provisioned beyond the federated domain of sub-
scribers [[13,|34,/50552].

In most of cloud storage services, subscribers do not know the exact physical location of their
outsourced data. However, in United States of America government regulations (i.e., Health In-
surance Portability and Accountability Act - HIPAA) prevent medical records to be transmitted
or persisted outside their jurisdiction [53]]. Thus, if a hospital or healthcare service provider sub-
scribes to a cloud storage service, it is his responsibility to ensure exact physical location of the
outsourced medical records. Cloud storage services are provisioned as virtualized pool of storage.

Often these pools are replicated to ensure uninterrupted provisioning in case of disaster or data
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center down time. Clearly, it is nontrivial (in most cases not allowed), for a subscriber to track the

outsourced data, as CSP is exclusively responsible for the management of cloud infrastructure.

1.2.2.3 Malicious Subscribers

Although cloud storage services are provisioned by untrusted CSP; however, CSP is not the only
entity that is capable of compromising privacy of the outsourced data. Especially, in data sharing
and collaborate services, malicious subscribers are equally capable of compromising privacy of the
outsourced data [39,54]. They either can collude with untrusted CSP, or can exploit vulnerabilities
of cloud infrastructure to gain access to the outsourced data. Even if malicious subscribers do not
manage to gain access to the outsourced data, it can still learn confidential information that can
lead to potential loss of privacy, data as well as personal information. By executing unauthorized
search queries, malicious subscribers can learn presence or absence of particular keywords.

Often encrypted data is outsourced to cloud storage services to ensure data confidentiality.
Encryption restrains CSP from learning any information about the outsourced data. However, it
greatly decreases utility of cloud storage services, as availability of trusted third parties would be

required to distribute data decryption keys to authorized users.

1.2.2.4 Limitations of Existing Methodologies

Public cloud storage services introduce a unique challenge within the domain of untrusted stor-
age systems. It is unique in a sense that all of the involved entities (i.e., cloud service provider,
subscribers seeking access to the outsourced data) can behave maliciously. CSP, provisioning the
outsourced data can assist unauthorized subscribers to gain illicit data access or learn confidential
information that can lead to potential loss of privacy. Whereas, subscribes can exploit data sharing
and collaborative functionalities of a cloud storage service, complimented with malicious intent
of CSP, to compromise privacy of the outsourced data.

Existing privacy and security measures either consider storage service provider as a trustable
entity or rely on trusted third party and availability of data owner to govern data access [55]. In
public cloud storage services, subscribers cannot rely on CSP to enforce access control policies,

ensuring that only authorized subscribers manage to gain access to the outsourced data - lack of
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trust on CSP and lack of control over the cloud infrastructure. Reliance on trusted third party would
be a nontrivial task when collaborating subscribers belong from different domain of trust e.g.,
financial institutes and insurance company, or data is shared between subscribers having different
regulations for trustable entities e.g., healthcare service provider and automobile manufacture.
Whereas, rely on data owner to govern data access would affect the data sharing and collaborating
functionalities as data owner would have to ensure its availability to allow or deny access of the
subscribers.

Besides this, existing methodologies mainly focus on data confidentially and key exchange
algorithms. This is because encryption ensures that CSP and unauthorized subscribers cannot learn
any information about the outsourced data. Whereas, key exchange algorithms guarantees secure
dissemination of data encryption keys to authorized subscribers. However, these methodologies
fail to enforce fine-grained access control over the outsourced data. Few of the methodologies
tried to fuse access control policy enforcement with data decryption process; however, the process
of access control enforcement can itself be compromised by malicious CSPs, enabling them to

infer confidential information about the subscriber and outsourced data.

1.3 Problem Statement

Public cloud storage services provide untrusted storage facility that lies beyond the federated do-
main of its subscribers. Since, it is owned, managed, and operated by CSP, subscribers have
limited and often no control over the data outsourced to a public cloud storage service. Neverthe-
less, its adoption is driven by the need of economic of scale. Subscribers can subscribe to virtually
unlimited storage facility on subscription basis that can be scaled according to their usage require-
ments. With data outsourced to public cloud storage, subscribers do not need to concern about
its availability, all issues related to data management (i.e., recovery, replication, synchronization,
conflict resolution, auditability etc.) are seamlessly handled by the underlying framework that
realizes cloud storage services.

Mpyriad services have been developed which utilize public cloud storage to process, persist and
provision outsourced data. These services have greatly affected the way we manage and share our

digital contents across different geographical locations, on varied devices and among groups of
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people. Although, user experience from data interaction’s point of view has been greatly influ-
enced by public cloud storage services, however there is a great concern of privacy infringement
(i.e., data and as well as personal) associated with the adoption of services provided by untrusted
CSP. There are various factors, which give rise to these concerns. Lack of trust on CSP, multi-
tenancy and malicious intents of subscribers and closed nature of cloud infrastructure hinder the
adoption of public cloud storage services for persisting confidential and personal information.

Since, the prime focus of this thesis is on privacy issues related to public cloud storage ser-
vices; we consider that outsourced data contain personal as well as confidential information. To
ensure data confidentiality data is encrypted locally, and then outsourced to a cloud storage service
provisioned by an untrusted CSP. We also consider that CSP is interested in learning or deducing
information related to outsourced data and data owner (i.e., subscribers who outsources data to
cloud storage). The motives of CSP could be evil or driven by the need to increase user experience
i.e., target advertisement, service recommendation etc. CSP can also collude with other malicious
subscribers to learn confidential and personal information of a particular subscriber. In the fol-
lowing, we present two distinct scenarios of public cloud usage along with potential loss of data
privacy as well as personal information. These scenarios depict typical usage model of a cloud
service using public cloud infrastructure as persistence and provisioning layer.

Suppose Queen’s Hospital in downtown Seoul area is a very busy hospital. On daily basis hun-
dreds of patients have their appointments with medical doctors. Various clinical tests are carried
out and medicines are prescribed to patients, resulting in huge amount of data sharing between
medical doctors and patients. To cope with the ever-increasing demand of storage capacity and
computational capabilities, hospital management has opted for a public cloud storage service pro-
vided by Eve. Since, hospital deals with confidential as well as personal data, encrypted data is
outsourced to the Eve’s cloud storage. To ensure timely exchange of medical reports, daily symp-
toms, and recommendation between patients and medical doctors, Queen’s hospital has developed
a service called MP-Connect. It utilizes Eve’s public cloud as data and compute layer.

In the following, we present two scenarios illustrating the capabilities of subscribers (i.e.,
medical doctor and patient) to share data with other subscribers. These scenarios illustrate the

work-flows of online health management systems that enable medical doctors and patients to ex-
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change clinical information with each other. It also enables medical doctors to collaborate with
each other in order to deal with critical cases.

Scenario 01: data sharing and access control policies Alice is a medical doctor working in
Queen’s Hospital, specialized in diabetes mellitus. Bob is a diabetic patient, and consulting Alice
on regular basis. Both Alice and Bob exchange clinical information on MP-Connect. Since, Alice
is dealing with multiple patients; she defines access control policies for each of her patient and
provisions access to each patient accordingly. Bob only wants to share his medical reports with
Alice. He defines access control policy to enable Alice to access his medical report and clinical
feedback.

Scenario 02: data sharing and searching capabilities Similar to the previous scenario, Alice
is a medical doctor at Queen’s Hospital. For critical cases, she seeks advice from Mallory, who
happens to be a senior medical doctor working in Queen’s. Both Alice and Mallory share data
i.e., medical reports, clinical symptoms and feedback, of patients showing critical symptoms.
Whenever Alice wants to get opinion on a particular case, she grants access to Mallory on related
data. Mallory can search shared data for particular keywords and can access it according to her
access privileges.

Scenarios presented above can be exploited by a CSP and malicious subscribers to compromise
privacy of a subscriber, if access control policies and data searching functionalities are realized
with conventional privacy preserving methodologies. This is because, CSP is an untrusted entity
and access control policy enforcement and data searching functionality have a tendency to reveal
confidential and personal information that can be used to compromise privacy of a subscriber and
outsourced data as well. Figure[T.4]and [I.5]illustrate the possibilities of privacy infringement with

aforementioned scenarios.

1.3.1 Limitations of Conventional Access Control Enforcement in Untrusted Do-

main

Conventional access control enforcement methodologies are not designed to govern data access
in an untrusted domain [56,57|]. In the following we generally present limitation of existing

methodologies within the context of cloud storage services. These limitations will be discussed at
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length in the subsequent chapter.

1.3.1.1 Reliance on Cloud Service Provider

Untrusted CSP provisions public cloud storage services. Enabling CSP to enforce access control
policy would inevitably compromise privacy, as it can behave maliciously and can assist unau-
thorized subscribers to gain access to the outsourced data. Beside this, CSP can monitor access
pattern of subscribers and deduce confidential and personal information about the outsourced data
and subscriber as well e.g., medical records of a patient accessed by different medical doctors,

cloud service provider can deduce information related to disease of a patient etc.

1.3.1.2 Reliance on Trusted Third Party

Since, CSP cannot be trusted to ensure privacy of confidential and personal information, the most
obvious solution is to rely on trusted third party. In the context of public cloud storage services,
trusted third party ensures that subscribers manage to gain access to the outsourced data according
to their access privilege - by distributing appropriate data encryption keys. Introducing trusted
third party greatly reduces utility of a public cloud storage service. The fundamental concept of
public cloud storage service is to scale accordingly to computational and storage requirements.
In this context, the capabilities of a trusted third party must follow the same notion of scalability,

with number of subscribers and frequency of data access requirement.

1.3.1.3 Credential Leakage and Privacy Infringement

In most of cases, access privileges of a subscriber are associated with its credentials. In existing
access control policy enforcement methodologies, credentials are revealed to policy evaluator. If
CSP is equipped with access control policy evaluation and enforcement, it could lead to potential
loss of privacy. In scenario illustrated in Figure |1.4] if Eve can learn that Alice specializes in
diabetes mellitus then it can be deduced that patients visiting her are most likely to be diabetics;

consequently it is a privacy infringement on Bob’s personal information.
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1.3.1.4 Malicious Subscribers

Public cloud storage services follow the notion of multi-tenancy - multiple subscribers share same
cloud infrastructure. In public cloud storage services, malicious subscribers can collude with each
other or even with CSP to compromise privacy of the outsourced data and data owner as well.
Malicious subscribers can work together to gain access to the outsourced data by combining their
access privileges - cloud service provider can assist them by revealing information related to access
control policy i.e., set of valid access parameters that can successfully bypass access control policy

evaluation processs.

1.3.2 Limitations of Conventional Encrypted Data Search in Untrusted Domain

Search over encrypted data enables data searching capabilities without the need to decrypt con-
cealed data contents. Although it ensures data privacy within untrusted domain; however, when
utilized within the context of data sharing and collaborate services it greatly affects the utility of
underlying services. In the following, we present limitations of conventional methodologies to
search encrypted data outsourced to cloud storage services - detailed discussion is presented in

subsequent chapter.

1.3.2.1 Limited Number of Trapdoors and Availability of Data Owner

Since, encrypted data is outsourced to public cloud storage services to ensure data confidentiality,
conventional searching methodologies are not applicable to search data contents in encrypted form.
At very primitive level encryption scrambles data contents with some auxiliary information (i.e.,
data encryption key), thus conventional term matching methodologies are not applicable to identity
similarities between search query and encrypted data. To search encrypted data, trapdoors are
defined which are then used to search for particular keywords. Although, searching encrypted
data with trapdoor ensures data privacy; however, it limits the searching capability of a subscriber
to a limited number of trapdoors. Normally trapdoors are distributed by the entity that encrypts
the data, thus its availability must be assured for the distribution of valid trapdoors to legitimate

and authorized subscribers.
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1.3.2.2 Reliance on Trusted Third Party

Indexing outsourced data, and then executing search query on index ensures that encrypted data
can be searched without using trapdoors. Since, index contains information about the outsourced
data in plain text format, it must be stored by a trusted third party. Persisting index at trusted
location not only added complexity in managing data updates it also greatly affects the utility of
a cloud storage services. Since, public cloud storage provides the abstraction of unlimited storage
facility that is scalable according to requirement; trusted third party must also conform to the same

notion of scalability.

1.3.2.3 Lack of Conformance with Access Control Policy Enforcement

Enabling search over outsourced data can lead to potential loss of data privacy. Unauthorized
subscribers can query outsourced data and deduce confidential as well as personal information. In
the scenario presented in Figure [I.5] Mallory can query Alice’s cloud space without her consent
and deduce information related to patient’s by learning presence or absence of particular keywords.
To ensure privacy when enabling data search over cloud storage services, searching queries must
conform to access control policies. However, as presented above CSP is an untrusted entity and
trusted third party greatly affects the utility of cloud storage services, conformance of search query

to access control policy cannot be realized by using conventional methodologies.

1.4 Contributions

In this dissertation, a private matching protocol is presented that enable cloud storage service’s
subscribers to delegate computational and persistence capabilities to an untrusted CSP with privacy
considerations. The proposed delegated private matching protocol overcomes the aforementioned
limitations of public cloud storage services. Delegated private matching protocol is an extension of
private matching protocol (see Figure [[.6(a)). It enables entities to delegate their value matching
capabilities to an untrusted entity (i.e., Cloud Service Provider) without losing privacy of the
involved data (see Figure[I.6(b)). It uses cryptographic primitives to prevent potential loss of data

privacy even if CSP and subscribers behave maliciously. It also restrains entities with malicious
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intents to deduce confidential as well as personal information about the data owner. Figure [I.6(b)|
illustrates the delegated private matching protocol.

Based on delegated private matching protocol, oblivious access control policies (Chapter [5)
and oblivious data search (Chapter [6) are realized. Both of the proposed schemes utilize cloud
infrastructure for computational and persistence capabilities. In the following, we present key
contributions of these systems with respect to public cloud storage services, which enables data

owner to share data with authorized subscribers.

1.4.1 Oblivious Access Control Policies

Oblivious access control enforcement governs data access within public cloud storage services.
With oblivious access control policies, we make the following contributions in the area of cloud-

based data sharing services:

e oblivious evaluation of access control policies by a cloud service provider
e realization of access control policy framework without relying on trusted third party

e processing of encrypted access control policies and access attributes within the domain of

cloud service provider

e ensure privacy of outsourced data and personal information of a subscriber during access

control policy evaluation

Figure[I.7]illustrates the enforcement of access control policy in public cloud storage services.
It utilizes public cloud infrastructure to obliviously evaluate access control policy without relying
on any trusted third party. Encrypted access control policy and access parameters ensure that
malicious subscribers and untrusted CSP cannot deduce any information about the outsourced
data and data owner.

The highlights of proposed oblivious access control policy evaluation framework is its ami-
cable computational load on cloud infrastructure. We implemented the proposed framework in
Java and deployed on Google App Engine. The execution cost of access control policy evaluation
remained between 0.01 ~ 0.30 dollars per 1000 requests, for access control policies consisted of

2 to 10 distinct access parameters.
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1.4.2 Oblivious Data Search

Oblivious data search permits subscribers to search public cloud storage while ensuring privacy
of the outsourced data. The proposed methodology to search public cloud storage makes the

following contributions in the area of cloud storage services having shared data contents.

e oblivious execution of search queries on a public cloud infrastructure
e conformance of search queries with access control policies

e enhanced capabilities of subscribers of search cloud storage without the need of trapdoors -

index-based data search

e single persistence of index data structure for seamless data and index updates

Figure [I.8] shows the proposed methodology to search encrypted outsourced data. It realizes
index-based data search over encrypted outsourced data. Authorized subscribers can search cloud
storage without the need to exchange trapdoors with the data owner. Encrypted search queries are
evaluated by untrusted CSP. Oblivious evaluation of search queries ensures that CSP cannot learn
any information that it can be exploited to compromise privacy of the outsourced data and data
owner as well.

Efficacy of the proposed oblivious data search was tested on Google App Engine. Our evalua-
tion results showed that computational cost of search query execution remained within the range of

0.035 ~ 1.098 dollar per 1000 requests, for queries comprising of 2 to 14 distinct search criteria.
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1.5 Structure of Dissertation

This dissertation is organized in to following chapters.

e Chapter 1 - Introduction: Chapter 1 explains the privacy issues of public cloud storage
services. It illustrates that existing methodologies lack realism in an environment where
both CSP and subscribers can behave maliciously. Potential privacy breaches are presented
as service scenarios - illustrating the fact, the conventional procedures to ensure privacy do

not provide withstand attacks launched by malicious subscribers or even by untrusted CSP.

o Chapter 2 - Related Work: Chapter 2 discusses the related work encompassing the area
of privacy-aware data sharing and searching in untrusted storage services. Existing systems
that enforce access control policies in public cloud storage services are discussed at length.
In addition, methodologies to search encrypted data are also presented along with their

limitations to maximize utilization of public cloud infrastructure.

e Chapter 3 - Preliminaries: Chapter 3 presents preliminaries that are used in this disserta-
tion to ensure privacy in public cloud storage services. Techniques and protocols discussed
in this chapter provide the building blocks for our proposed privacy-aware access control

policies and data searching methodologies.

e Chapter 4 - Delegated Private Matching: Chapter 4 presents the extension of private
matching protocol called delegated private matching protocol. In this chapter we argue
the existing private matching protocol cannot be adopted by untrusted domain, we then
illustrate its modified version that conforms to public cloud configurations. Security analysis

of delegated private matching is also presented in this chapter.

o Chapter 5 - Oblivious Access Control Policy Evaluation: Chapter 5 explains the proposed
access control policy evaluation framework for public cloud storage services. Implementa-
tion details and its deployment model for public cloud storage services are also presented.
Evaluation results are discussed at length illustrating its efficacy to govern data access in

untrusted domain.
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o Chapter 6 - Oblivious Data Search in Cloud Storage: Chapter 6 presents privacy-aware
data searching methodology for public cloud storage services. It presents functional details

of provisioning oblivious data searching capabilities to authorized subscribers.

e Chapter 7 - Conclusion and future directions: Chapter 7 concludes the dissertation along

with the future directions.



Chapter 2

Related Work

In this chapter, we specify the scope and boundaries of research carried out in this dissertation.
We mainly focus on the problems of access control enforcement and privacy-aware data searching
within untrusted domain. This chapter presents an overview of related work. We begin with
the definition of privacy in different domains. Then we present information privacy in untrusted
domain, and examine some of the existing prominent attempts to prevent disclosure of personal or
confidential information unwilling. After that, we elaborate information privacy issues in untrusted

storage system.

2.1 Privacy

The concept of privacy is not now, different philosophers has defined it differently with the evo-
Iution of human society - although the word privacy was never used specifically, but it concept

existed long before. Nevertheless, the overall notion of privacy remains the same.

Aristotle’s distinction between the public sphere of politics and political activity,
the polis, and the private or domestic sphere of the family, the oikos, as two distinct

spheres of life, is a classic reference to a private domain [58)].
Most recently Avner Levin et. al. describe privacy as:
Control over personal information [59].

Predominately the notion of privacy is based on control and autonomy [[60]. Arthur R. Miller

describe privacy as:

25
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An individual’s ability to control the circulation of information relating to himself

[61]].
Professor Alan Westin at Columbia University describe privacy as:

The claim of individuals, groups, or institutions to determine for themselves when,

how, and to what extent information about them is communicated to others [61|].

Margaret Mead along with several other anthropologists have illustrate the concept of privacy

protection in various cultures as:
through concealment, seclusion or by restricting access to secret ceremonies.

Thus, the concept of privacy centered on the willingness to reveal personal information and
ability to control its access. It has been around ever since we started thinking about segregation of

information with respect to one’s inclination or need to share it with others.

2.2 Data Privacy

The same notion of privacy discussed earlier applies to the current era of digitization, enabling us
to share information instantly and conveniently. At the same time, it has made it even difficult to
govern diverse source of information across different domains. We have come a long way in eval-
uation of digital age, from desktop computer to web-server, from hand-held telephony devices to
sensory enable smartphones. With each technological advancement we made, the need of privacy
protection also retrofitted, due to the possibilities and capabilities to an adversary to compromise
privacy of an individual and information associated with it.

Data privacy within the context of current information age can be defined as [62]:

Individuals claim that data about themselves should not be automatically avail-
able to other individuals and organizations, and that, even where data is possessed
by another party, the individual must be able to exercise a substantial degree of con-
trol over that data and its use. This is sometimes referred to as “data privacy” and

“information privacy” .
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Information Privacy is the interest an individual has in controlling, or at least

significantly influencing, the handling of data about themselves.

Each domain has its own set of standards to persist and provision data. However, the notion
privacy across diverse domains remain same - adversary should not be able to deduce any infor-
mation related to data owner and data should be accessible to authorized users. Considering the
scenario discussed in Section [I.3] healthcare record of a patient should only be accessible to a
doctor, patient is visiting. The notion of data privacy is not limited to data accessibility. It also
restrain adversary to deduce any confidential and personal information from the data itself. Thus,
the scenario illustrated Section [I.3] restrict an unauthorized subscriber to search encrypted data
and deduce information that can lead to potential loss of personal and data privacy.

In the current information age, data privacy is all about one’s capability to govern data access.
It defines capability of a user to allow or deny access to a particular user, whilst ensuring that
only authorized users can access data. In addition, it prevents unauthorized user to use deductive
reasoning to compromise privacy of a user. From a data owner point of view, control and owner-
ship of data and governance of data accessibility are key capabilities that derive the notion of data

privacy.

2.3 Cloud Storage Service and Data Privacy

In the following, we present most recent and relevant work within the area of authorized data
access and encrypted data search for cloud storage services. As emphasized in previous chapter
both of these capabilities greatly affects the utility of a cloud storage service from privacy-aware

data sharing point of view.

2.3.1 Authorized Data Access in Cloud Storage Services

Access control policy ensures that every access to a system can be governed and only authorized
users are able to gain access to resources (i.e., data, memory, network etc.) [[63]]. In cloud storage
services, access control policy ensures authorized data access when data is shared with multiple

subscribers. We examine efficacy of existing access control policy frameworks in the context of
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cloud-based data sharing services.

Primarily within untrusted domain of CSP, access control policy can be realized by three differ-
ent methodologies i.e., relying on trusted third party, using attribute based encryption and ensuring
data owner’s availability to evaluate access control policies. In the following, we present related

work utilizing these methodologies.

2.3.1.1 Access Control Enforcement by Trusted Third Party

One of the most prevalent methodologies to enforce access control policy within untrusted domain
of CSP is by relying on trusted third party. Encrypted data is outsourced to cloud storage service;
whereas, data decryption is persisted on trusted third party along with the access control policy.
To obtain data decryption key subscriber’s access attributes must conform to access control policy.
Once subscriber has the data decryption key it can access encrypted data for which it has obtain
decryption key. Figure [2.1]illustrates the conceptual model of governing data access with trusted
third party. Enforcement of access control policy with key management services shares the same
analogy - methodologies focusing on such services are discussed in the following.

FADE [64] is a secure overlay cloud storage system based on policy-based assured file dele-
tion. It is designed to share outsourced data in an untrusted domain and to assuredly delete it
once the need of sharing is over. To ensure data confidentially and authorized data access, data
encryption key is used to conceal the outsourced data, and control keys are used to encrypt the
data encryption key. Concealed outsourced data and data encryption key are outsourced to a cloud
storage; whereas, control keys are managed by a key manager. Key manager is also responsible
to maintain and evaluate access control policies. Whenever a policy is revoked appropriate con-
trol key is deleted, restraining access to the outsourced data. FADE delegates the task of policy
evaluation to a key manager.

TrustStore [65]] is an Amazon S3 based storage service, enabling storage subscribers to out-
source their confidential data to Storage Service Provider (SSP), with data confidentiality and
integrity considerations. It utilizes a Key Management Service Provider (KMSP) to generate and
distribute decryption keys, besides this KMSP also takes over the responsibility of subscriber au-

thentication. TrustStore segregates data into two components; data-fragments: dividing data into
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Figure 2.1: Access control enforcement by relying on trusted third party or services

equal sized fragments encrypted with distinct encryption keys, and meta-data-object: containing
information about encryption keys and data fragments. Data-fragments are outsourced to storage
provider and meta-data-object is stored at KMSP. TrustStore is based on an assumption that SSP
and KMSP do have any knowledge about each other, thus privacy of data is ensured.

CRUST [66] is a cryptographic remote storage system, which avoids the use of public key
encryption for the purpose of speed and efficiency in cryptographic operations. It assumes the
availability of a trusted agent (i.e., trusted third party) responsible for key management. For each
new authorized subscriber, trusted agent generates an encryption key by using system master key
stored locally on it. CRUST maintains file in blocks each encrypted with a separate key. Apart
from that, it utilizes lazy re-encryption strategy which ensure that only the updated block of a file

is re-encrypted to avoid unnecessary cryptographic operations.
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Figure 2.2: Access control enforcement with attribute based encryption

2.3.1.2 Access Control Enforcement with Attribute based Encryption

Attribute based encryption [[67] is a relatively new form of access control enforcement. It as-
sociates data decryption policy with the encrypted data. Data decryption key (user’s secret) is
equipped with set of attributes that confirm of decryption policy. Thus, subscriber having required
set of attributes associated with its data decryption key can decrypt the data. Data owner generates
the data decryption key and distributes it to authorized subscribers. Decryption key can be dis-
tributed either by direct interaction or by encrypting it with authorized subscriber’s public key and
outsourcing it to an untrusted key management service. Figure[2.2]illustrates the abstract model of
cloud-based data sharing in which outsourced data is encrypted with attribute based encryption.
Cryptographic Cloud Storage [68]] is a cloud-based data sharing system designed to outsource
enterprise data storage. It consists of three core components i.e., Data Processor (DP), Data Veri-
fier (DV), and Credential Generator (CG). DP encrypts the outsourced data, DV verifiers the data
integrity at cloud storage, and CG generates decryption key for the users with whom data owner
wants to share the outsourced data. Decryption keys are generated according to access control pol-
icy and user access privileges. Cryptographic Cloud Storage achieves fine-grained access control

by encrypting the decryption keys with Attributes Based Encryption (ABE) [67]].
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Figure 2.3: Access control enforcement by relying on data owner’s availability

The most recent work addressing privacy issues in cloud storage is carried out by Shucheng Yu
et al. [69]. They proposed a cloud storage system based on key-policy attribute-based encryption
(KP-ABE) which utilizes lazy re-encryption along with proxy re-encryption for seamless data
sharing. Access privileges are specified in user-secrete key; whereas, outsourced data is encrypted
with access attributes. In order to gain access to outsourced data subscriber’s access privileges
must be conform to attributes with which data is encrypted. Storage provider distributes the proxy

re-encrypted secret key to authorized subscribers.

2.3.1.3 Access Control Enforcement by Data Owner

The simplest form of access control enforcement is to rely on data owner to distribute data de-
cryption key to authorized subscribers. Data owner encrypts the outsourced data with appropriate
encryption algorithm. It then outsources the encrypted data to a cloud storage service. Subscriber
seeking access to encrypted data engages in a key exchange protocol with the data owner. Data
owner evaluates the access control policy and provides valid data decryption key or access token
delineating that subscriber is authorized to access/decrypt the outsourced data. Figure 2.3] shows

a cloud-based data sharing system, in which data owner evaluates the access control policy.
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Weichao Wang et al., [70] proposed a cloud-based data sharing system for massively large
data. In order to achieve fine-grained access control, data is divided into multiple data blocks
(D1, D, ..., D,), each encrypted with a distinctive block encryption key. These keys are man-
aged by the data owner in a binary tree with the possibility to derive valid block encryption key
from the parent node (non-leaf node). Data owner himself issues the security token along with a
secret value to authorized subscribers. Security token is utilized by the storage provider to ensure
that request is initiated by an authorized subscriber. Whereas, secret value is utilized by a sub-
scriber to derive block decryption key. Access privileges of a subscriber are evaluated by the data
owner himself, after which appropriate secret value is revealed.

Remote untrusted storage system closely resembles to cloud storage systems specifically in
terms of storage service provisioning. There are numerous systems which tends to ensure data
privacy in remote storage systems.

Plutus [71]] is a cryptographic file storage system that enables secure file sharing on untrusted
servers. Plutus greatly reduces the number of encryption keys that need to be exchanged with
legitimate users, by aggregating files of similar access patterns into file-groups. Individual files
are encrypted with file-block keys, which are further encrypted with a file-lockbox key. Instead of
disseminating the file-block keys, file-lockbox key is handed over to legitimate users, by the data
owner.

SiRiUS [72] is a secure file system designed to layer over an insecure network and a P2P file
system. It works by maintaining an access structure in a meta-data file (;md). Each entry in md
contains the file encryption key F'EK and signature key F'SK, encrypted with user’s public key.

Legitimate users can decrypt the respective entry in md by using their private key.

2.3.2 Limitations of Conventional Access Control Enforcement within Cloud Stor-

age Services

Although methodologies discussed earlier ensure authorized data accessibility within untrusted
domain; however, those methodologies fails to maximize utilization of cloud resources. Addition-
ally most of these methodologies do not consider access control policy as confidential information

- thus leveraging malicious CSP to deduce information that can lead to potential loss of data and
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personal privacy. Table [2.1] lists the limitations of most relevant cloud storage services which
enable data sharing.

Attribute-based encryption implicitly enforces access control policy. However, data encrypted
under attributed based encrypted can reveal confidential information to the CSP. As illustrated in
Section |1.3] access control policies can assist malicious CSP to deduce confidential information
about the data and data owner as well. Figure [2.4] and [2.5] show the data encrypted with attribute
based encryption and user’s secret key respectively. It is evident that malicious CSP can easily
learn access control policy under which data is encrypted. Similarly, if secret key of a subscriber is
compromised adversary can learn access attributes and then can collude with CSP to compromise
privacy of the outsourced data that conform to compromised attributes.

Although attribute based encryption ensures authorized data access, however it fails to conceal
confidential information (i.e., access control policy and access attribute). Thus, for untrusted cloud
storage services, attribute based encryption can leverage CSP to deduce confidential information

even if it does not have access to valid data decryption key.



data [70]. Large data files are
divided into multiple parts -
each encrypted with different
key.

ture.  Security tokens are
issued by data owner and
validated by cloud storage
provider.
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Table 2.1: Limitations of conventional access control methodologies.
Related work Access control enforcement | Limitations
Cloud-based data sharing | Keys are managed by data e Availability the data
system for massively large | owner in a binary tree struc- owner

e Reliance on untrusted
cloud service provider

FADE [|64] is a secure cloud
storage system. It is designed
to share outsourced data in
an untrusted domain and to
assuredly delete it once the
need of sharing is over.

Data encryption key encrypts
the outsourced data. Con-
trol keys encrypts the data
encryption key. Control keys
are managed by a key man-
ager.

e Delegation of data

governance to key
manager
e Poor utilization of

cloud resources

TrustStore [[65]] is an Amazon
S3 based storage service.
It manages data as data-
fragments and meta-data.
Data-fragments are persisted
at Storage Service Provider
(SSP), whereas meta-object
is managed by Key Man-
agement Service Provider
(KMSP).

Utilizes a KMSP to gener-
ate and distribute decryption
keys. KMSP and SSP are in-
dependent entities and do not
know each other.

e Delegation of data
governance to key
manager

e Impracticable assump-
tion

Cryptographic Cloud Storage
to outsource enterprise data
[[68]. Data Processor en-
crypts the outsourced data.
Data Verifier verifies the data

Utilizes Attribute Based En-
cryption (ABE). Data owner
generates and disseminates
ABE secret key to authorized
users.

e Availability of data
owner

e ABE reveals informa-
tion about access con-

integrity at cloud storage. trol policy

Credential Generator gener-

ates and manages credential

of the users.

SiRiUS [72], Plutus [71]], and | Utilizes asymmetric encryp- e Poor utilization of

CRUST |[66] are remote stor-
age systems.

tion to ensure authorized data
access to the outsourced data.

cloud resources
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Figure 2.4: Data encrypted with attribute based encryption
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Figure 2.5: Attribute based encryption secret key
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2.3.3 Privacy-aware Search in Cloud Storage Services

Data search enables subscribers to access relevant data to avoid unnecessary access requests and
bandwidth consumption. Searching capabilities in cloud storage services are of paramount impor-
tance as CSPs bill their subscribers on the amount of data accessed and network usage. Consid-
ering the lack of trust on CSPs, data searching capabilities can be exploited which lead to privacy
infringement.

Primarily, encrypted data within cloud storage services can be searched either by using
trapdoor-based search queries or by utilizing index data persisted as secure location. In the follow-
ing, we present existing methodologies encompassing trapdoor-based and index-based data search
within cloud and untrusted storage services. Their limitations within the context of effective uti-

lization of cloud infrastructure are also presented.

2.3.3.1 Trapdoor-based Search Queries for Encrypted Data

One of the most prevalent privacy-aware searching methodology is trapdoor-based search over
encrypted data. It enables to define one-way hash functions that are believed to difficult to com-
pute without special input “called trapdoor”. Entity that encrypts the data defines a trapdoor for
a particular keyword, and leverages authorized users to search encrypted data by using defined
trapdoor. Figure illustrates the conceptual model of search over encrypted data (symmetric
and asymmetric encryption) . Trapdoors can be transmitted to authorized subscribers either by
direct communication or through trusted third party.

Searchable Symmetric Key Cryptography (SKC) was first proposed by Song et. al. [[73]], mak-
ing it possible to search encrypted data, by using trapdoors defined for a particular keyword. Based
on SKC various schemes have been developed which utilize it to search encrypted index, instead
of the encrypted data [74], [75], [76]. Followed by SKC, first practical searchable Public Key
Cryptography (PKC) was proposed by Boneh et. al. [77]. PKC enable untrusted server to per-
form search over encrypted data concealed with a public key, without the need to reveal actual
decryption key (private key). Both, SKC and PKC utilize trapdoors to execute search queries.

Liet. al. in [[78]] proposed Authorized Private Keyword Search (APKS) on encrypted Personal
Health Records (PHR) by using Hierarchical Predicate Encryption (HPE). In their construction
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Figure 2.6: Trapdoor-based encrypted data search for cloud storage services.

of privacy-aware search, a Trusted Third Party (TTP) was responsible for distributing capabilities

(trapdoors). Authorized subscribers obtain capabilities from a TTP, according to their access priv-

ileges and then submit trapdoors to a CSP. Likewise, Wang et. al. [79]] proposed a secure ranked

search over encrypted data, for data residing within the untrusted domain of a CSP. However, their

proposed system only support single keywords based search queries. Similarly, CS2 [80] provides

Symmetric Searchable Encryption (SSE) with Search Authentication (SA). CS2 utilizes inverted

index to search encrypted data, along with dynamic data updates.

2.3.3.2 Index-based Search Queries for Confidential Data

Index-based data search in an altogether different way than trapdoor-based queries to search data

within untrusted domain. Standard lookup queries can be executed on index data persisted in

a secure location (i..e, trusted third party services or within federated domain of a data owner);
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Figure 2.7: Index-based data search for cloud storage services.

whereas, encrypted data outsourced to an untrusted storage service e.g., cloud or remote storage
service. Index-based data search provides more efficient and useful search results, as indexed
data can be equipped with auxiliary information (i.e., inverted index, centralized index for related
data) that can enhance searching capability of a user. Figure shows the conceptual model of
index-based data search for cloud-based storage services. In the following, we present searching
methodologies, which utilize index-based data search to retrieve relevant document stored in a
cloud or remote storage services.

Enterprise search products, like Google search appliance [81]] and Windows enterprise search
[82]] provide document indexing functionality. Enterprises can use these products to query docu-
ment repositories within their data center and over cloud storage as well. These products create
a single enterprise wide centralized search-able index. Search queries are executed on indexed
data and search results are filtered out according to access privileges of a user. As these systems

enforce access control policies at query time, they require search services to be hosted within the
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federated domain of an enterprise.

2.3.4 Limitations of Existing Methodologies to Search Encrypted Data Outsourced

to Cloud Storage Services

Search over encrypted data enables privacy-aware searching capabilities within untrusted domain.
However, it remains limited in its functionality, as searching capabilities (i.e., trapdoors) need to
be transmitted to authorized users. In case of index-based data search, index need to persisted
and processed at secure location as it can reveal data contents to an adversary. Thus, existing
methodologies either provide limited searching capabilities or require additional computational
resources.

Research concluded in [83]] has shown that by carefully modeling search queries malicious
users can learn valuable information from a centralized index, even if they do not have access to
the data residing within federated domain. Thus, a malicious user can utilize index-based data
search to submit unauthorized search queries to compromise privacy of the data persisted within
trusted domain. Table [2.2] presents limitation of conventional methodologies to search encrypted
data within the context of cloud-based storage services which provide data sharing facility to their

subscribers.
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Table 2.2: Limitations of conventional methodologies to search untrusted storage services.
Related work Data search Limitations
Searchable symmetric key | Trapdoors based cryptog- e Limited searching
cryptography (SKC) [73|], | raphy.  Utilizes untrusted capabilities - search
Privacy-preserving  queries | storage provider to execute queries are confined to
on encrypted data [74]. search query. trapdoors.

e Availability of data

owner.
Searchable public key cryp- | Trapdoors based cryptog- e Limited searching
tography (PKC) based onthe | raphy.  Utilizes untrusted capabilities - search
concept of asymmetric en- | storage provider to execute queries are confined to
cryption [77]. search query. trapdoors.

e Availability of data

owner.

Authorized Private Keyword | Trapdoor-based cryptog- e Limited searching

Search (APKS) on personal | raphy.  Utilizes untrusted capabilities - search

health record [78]]. storage provider to exe- queries are confined to
cute search query. Trusted trapdoors.

third party responsible for
distributing trapdoors.

e Reliance on trusted
third party for autho-
rized data search.

Secure ranked search over
encrypted data - Wang et al
[[79].

Trapdoor-based cryptog-
raphy.  Utilizes untrusted
storage provider to execute
search query.  Search re-
sult are sorted according
to frequency of a single
trapdoor.

e Limited searching
capabilities - search
queries are confined to
trapdoors.

e Can only search for
single keyword at a
time cannot be utilized
for complex queries.

Google search appli-
ance [81], Windows en-
terprise search [|82].

Searchable data index man-
aged by trusted entity i.e.,
private cloud. Single enter-
prise wide centralized index.

e Poor utilization of
cloud infrastructure.




Chapter 3

Preliminaries

This chapter presents a brief overview of cryptographic primitives and protocols that provide the
building blocks for oblivious access control policy framework. These building blocks ensure that
the evaluation of access control policy does not facilitate any malicious entity (i.e., access control
policy evaluator, unauthorized user) to comprise privacy of the data. Access control policy is
evaluated by using homomorphic encryption. Obliviousness of access control policy evaluation is

achieved by employing private matching protocol.

3.1 Homomorphic Encryption

A cryptographic scheme is said to be homomorphic if it can be utilized to compute certain type
of functions on ciphertext. The resultant ciphertext decrypts to a plaintext that is equivalent to the
result of same function perform on the plaintext. An cryptographic scheme is said to be additively
homomorphic if its encryption function £y holds the property i.e., Ex (z)*Ep(y) = Eu(z+y). An
additively homomorphic cryptographic scheme is semantically secure if £ reveals no information
about x and y, hence it is computationally infeasible to distinguish between the case = # y and
x =y [84].

Public key encryption scheme proposed by Pascal Paillier [85] is additively homomorphic, and

consists of subsequent fundamental algorithms.

3.1.1 Key Generation

Let p and ¢ be two large primes and n = p.q. ¢(n) denotes the Euler’s totient function.
Carmicheal’s function is represented by A(n). For n, the product of two primes, ¢(n) =

(p —1)(¢g — 1) and A\(n) = lem(p — 1,q — 1). These two functions exhibits the following
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properties over the multiplicative group Z; ,, i.e.,

|Zy2| = ¢(n*) = n.¢(n) 3.1
and for any w € Z;"LQ

w?™ =1 (mod n) (3.2)

W™ =1 (mod n?) (3.3)
Public key P is defined as (n, g), where g is an element of Z* ,, and secret key SKC as A(n).

3.1.2 Encryption

To encrypt a message m € Zj, randomly choose y €r Z,, and define an encryption function

Ex, such that

Eq L X Loy — L) (3.4)

Er(m,y) = g"™y" (mod n?) (3.5)
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3.1.3 Decryption

To decrypt the ciphertext, L is defined as (u — 1)/n, Yu € {u|lu = 1(mod n)}. Ciphertext ¢ can

be decrypted by using secret key SK = A\(n), Dy as

L(AM™ (mod n?))
L(g*™) (mod n?))

Dr(e,AMn)) = (3.6)

3.1.4 Homomorphic Operation

Arithmetic addition between the cipher texts, ¢c; = Eg(m1,y1) and co = Ex(ma,y2), is oblivi-

ously computed as:

En(mi,y1) = g™y (mod n?)
Er(ma,y2) = g™2y2"(mod n?) (3.7)
En(mi,y1) * Eu(ma,y2) = g™ ™2(yy  y2)™(mod n?)

= Eu(mi+mg)
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3.2 Private Matching

Private matching [86] is a value matching protocol. It assists two interactive entities to compute
set intersection over their private set of values, without revealing any element of their private set
to each other. It uses homomorphic encryption to identify the commonalities amongst the private
sets, whilst ensuring privacy of each set.

Suppose, there is a client C and a server S. C has its own private set of values X :
{z1,22...2p},50does S,V : {y1,y2...yn}. C wants to compute set intersection with S over the
private set of values (i.e., X', ))). However, C does not want to seep out any information about X,
with an exception of set cardinality. To identify the commonalities between X and ), C computes

a polynomial (see equation [3.8)), whose roots are members of X'.

P(J:EX):(:L‘—xl)(x—:vg)...(:v—mn):Zaixi (3.8)

C then sends the homomorphically encrypted coefficients (¢, ) of P(x) to S. By using &, S
evaluates P(y) for every element of its private set. It then computes oblivious value by multiplying
evaluated P(y) with a random number r and adding it to y, i.e., Eg(r.P(y) + y), where £y is a
homomorphic encryption algorithm. These oblivious values are then send to C for decryption. At
C, the decryption of an oblivious value results in y, if P(y) computed by S is evaluated at z, such
that (z C (] (z € X) A (2 € ))). Otherwise, C ends up generating a random value. At the end
of this protocol, C learns only the intersection set; whereas, S ascertains nothing more than the

cardinality of X. Figure3.1|illustrates the interaction between the client and server.
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3.3 Proxy Re-Encryption (PRE)

Proxy Re-Encrypt (PRE) is a cryptographic primitive, which transforms the ciphertext from one
secret key to another without revealing the secret key to a semi-trusted party [87]]. Through PRE,
ciphertext encrypted with Alice secret key can be transformed to another ciphertext, which Bob can
decrypt without revealing any information to the intermediary (semi-trusted server). PRE consists
of four fundamental algorithms: Key Generation, Encryption, Re-Encryption, and Decryption.
Suppose Alice wants to send a message m to Bob through an intermediary server by using PRE,

following are the steps, that will be executed.

3.3.1 Key Generation

Alice first selects a Bilinear Group G of prime order ¢ with g generator. Two random numbers a
and b of order ¢ are generated. a and b are then used to generate respective secret keys SK, = a
and SK;, = b. Consequently public keys are produced as PK, = ¢ and PK, = g*. Once
public keys are defined Alice selects a random number r € Z*,, along with a Bilinear Map of
G as Z = e(g, g). Finally, proxy-key is generated as RK,_,;, = (¢”)'/® and is handed over to a

semi-trusted server responsible for ciphertext transformation.

3.3.2 Encryption

In order to encrypt message m, with Alice public key, ciphertext is computed as C, =
(Z".m,g"*).

3.3.3 Re-Encryption

This step is executed by a semi-trusted server. Ciphertext is transformed from C; — C} by using

proxy-key RK, s

Cy = (Z"m,e(9", RK,—))
_ (Zr‘m’e(gravgb/a))

= (Z2".m,Z"™) (3.9)
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3.3.4 Decryption

To decrypt the ciphertext C, Bob uses his secret key S K3, communicated to him by Alice through

Z".m

secure means i.e., SSL. Message m can be obtained as m = @)



Chapter 4

Delegated Private Matching

This chapter presents extension of private matching protocol called Delegated Private Matching
(DPM). Private matching is an interactive protocol between two entities, enabling them to compute
set intersection over their private set of values. However, both entities must actively participate in
the protocol by assuring their availability. DPM relaxes the availability requirements and enables
one of the entities to delegate its private matching capabilities to an untrusted entity without losing
privacy of its private set. The subsequent section discusses the limitations of private matching
within the context of public cloud storage services. After that DPM along with its security analysis

is presented.

4.1 Availability Requirement for Involved Entities

Private matching is a special case of secure multi-party computation. It engages two entities (i.e.,
client and server) to compute set interaction over their respective private set of values. It enables
client to learn common elements between both of the private set - whilst restraining him to learn
any value other than interest set. Besides this, server can only learn cordiality of the client’s
set. Private matching enables secure computation within untrusted domain; however, it restricts
involved entities to actively participate (i.e., remain online during the execution of protocol) in the
protocol.

Cloud storage services enable their subscribers to share outsourced data with other subscribers
- without availability requirements. Thus, a subscriber can outsource its data to a cloud storage
service and after that, CSP takes on the responsibility of provisioning outsourced data to other
subscribers. This dissertation utilizes private matching as a mechanism to process confidential

data (i.e., private set of values) within untrusted domain. Secure computation enables the proposed
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methodologies to enforce access control policies and search encrypted data (Chapter[S|and Chapter
[o] respectively) presented in this dissertation.

Since, private matching is an interactive protocol it greatly affects the capability of a subscriber
to enforcement access control policies and to enable authorized subscribers to search outsourced
data. To relax the availability requirement on subscribers outsourcing the data to a cloud stor-
age service, we extended private matching to a non-interactive protocol called delegated private
matching protocol. The functional details and security analysis of proposed extension is presented

in subsequent sections.

4.2 Oblivious Private Matching in Untrusted Domain

Delegated private matching is an extension of private matching protocol. It relaxes the availability
requirement on one of the involved entity - in the context of cloud-based data sharing services it
relaxes the data owner’s availability requirement. It assists passive entity (i.e., data owner) to dele-
gate the private matching task to a third party (i.e., cloud service provider) without compromising
privacy of its private set. The underlying concept of defining a polynomial (P), from the elements
of private set remains the same as discussed in Section[3.2]

To illustrate the conceptual details of delegated private matching we use notion of client C
and server S - similar to Section C represents the subscriber who wants to compute set
interaction; whereas, S represents the data owner who delegates its private matching capabilities
to an untrusted entity.

Both C and S have their own private set of valuesi.e., X : {z1,z2... 2}, YV : {y1,92 ... Yn}
respectively. However, S does not want to compute set interaction, is it will be working a passive
entity. It delegates private matching capability to a third party called Validator (V) (i.e., cloud
service provider). Although set intersection is delegated to V, still S does not want V to learn any
information about the private set ()). In the subsequent illustration of delegated private matching,
it is assumed that S knows the public key of C.

S selects a random mask (7) of an arbitrary length. It then encodes each element of its private
set, using a publicly know encoding function i.e., encode(y,7) — ¢, where y € ). Once 52

(encoded private set) is computed, 7 is encrypted with C’s public key. Finally, encrypted random
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number and encoded private set are send to V. After that availability of S is not required, V can
obliviously evaluate the matching process without compromising privacy of any of the involved
entity’s private set.

To perform set intersection C obtains the encrypted random number from V. It then decrypts it
by using its private key. After that it encodes the private set of values by using the same encoding
function as did by S, i.e., encode(x,7) — &, where z € X. Once X (encoded private set) is
computed. C then computes a polynomial P(z), whose roots are members of X (see equation
[3.8). It then initializes a homomorphic encryption key pair (secret and public key) and encrypts
the coefficients ., of P(&) by using homomorphic encryption secret key. After that encrypted
coefficients (&y...,) along with homomorphic encryption public key are sent to V.

On receiving &g, V evaluates P(y) for every element of ), by using &. It then computes
oblivious value by multiplying P(y) with a random number r and adding it to g, i.e., g (r. P(J) +
7). These oblivious values are then send to C.

Finally, to identify the commonalities between X and ), C decrypts the oblivious values.
Decryption of an oblivious value reveals ¢, if P(y) computed by V is evaluated at z such that
<z CNIzeX)A(z € J>)> Otherwise C ends up decrypting a random value.

During the entire execution of DPM, V learns nothing more than the cardinality of S’s pri-
vate set. This can be easily mitigated by adding dummy values. With the amalgam of a public
key cryptography and homomorphic encryption ) learns no useful information, yet being able to
obliviously evaluate the private matching protocol. Figure illustrates the interaction between

the client, server and validator, along with the availability of each entity during the protocol.

4.3 Security Analysis

There are number of parameters on which security of DPM depends. It utilizes random masks (r)
to ensure that only authorized subscribers are able to compute set intersection, without revealing
any information to the validator V. As encoding function is publically known, every element of
private set is hashed with random mask before it can be encoded. To make entire process of private
matching oblivious to CSP, homomorphic encryption is utilized. It ensures that CSP can process

(i.e., evaluate polynomial for each element of delegated private set) encrypted data (i.e., delegated
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private set of values, jJ : {41, Y2, - . . Yn} and private matching requests, &g ,) without the need
to decrypt it.

DPM relies on the cryptographic properties of Pseudo Random Generator (PRG) to generate a
random mask () and one-way hash function H to compute hash of private set along with random
mask i.e., H(PS,. n|r), where PSy ., are the elements of private set X and ). By utilizing a se-
cure PRG and one-way hash function, private values are obfuscated from adversary. Furthermore,
to restrain unauthorized subscribers from computing set interaction, r is encrypted with public
key of authorized subscribers. To process the encrypted data Pascal Paillier is utilized, it is an
additively secure homomorphic cryptosystem. For any two numbers x and y, homomorphically
added (i.e., g (z) *Eu(y) = En(x +y)) it is computationally infeasible for an adversary to learn
whether x = y or x # y.

Since, DPM relies on polynomial evaluations following proof illustrates that polynomial defin-
ing private set of values is unique thus restraining malicious evaluator (V) to falsely replying to
private matching request.

Proof of uniqueness: Suppose, xo, z1,...,Z, be n + 1 distinct data points in interval [a, b].
There exists a unique polynomial p of degree n or less that interpolates f(x) at (z;), that is,
p(zi) = f(x;), for 0 <i <n.

To prove the uniqueness, the Fundamental Theorem of Algebra states that a polynomial p(z)
of degree n and with real or complex coefficients can be factorized over the complex domain into
a product a,(x — r1)(x — r2) ... (z — ), where a,, is the leading coefficient and 71,72, ...,7,
are all of its n complex roots.

Now, suppose p and ¢ are two distinct polynomials of degree at most n that agree at (z;), then
p — q is a polynomial of degree at most n that vanishes at (x;). Therefore, by the Fundamental

Theorem of Algebra,

(p—q)(z) = cZ(m — ;) 4.1)

where c is some real number. The left hand side has degree at most n, the right hand side has

degree exactly n 4 1 unless ¢ = 0. Therefore, c = 0 and p = g, testify that p is unique.
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4.3.1 Malicious Client

Delegated private set of values are persisted by untrusted validator; however, in the current context
of malicious client, we consider that client is working independently and validator is not assisting
him. To compromise privacy of delegated private set of values O {Y1,92,...Yn}), malicious
client can randomly select its private set of values and use them to execute private matching proto-
col. Since, ) : {41, Y2, . . . Yn} are encoded with random mask r, to properly encode the randomly
selected values r is required.

As random mask r is encrypted with public key of authorized subscribers, malicious client
would not be able to learn it. In other words malicious client would either has to break the one-
way hash function or it would has to learn r encrypted under asymmetric encryption. Clearly, both
problems are considered to be computationally infeasible. Thus, there is no way a malicious client
can learn any information about Vo {Y1, Y2, . . . yn} without gaining access access to random

mark, or private key of authorized subscriber.

4.3.2 Malicious Validator

Malicious validator can compromise privacy of delegated private set of values 8%
{Y1,Y2,...Yn}), by enabling malicious client to learn private set of values in multiple ways. It
can either transfer entire ), to malicious client or it can falsely executing the protocol to enable
malicious client to learn subset of J>, i.e., adding zero value instead of randomized value when
evaluating polynomial, £ (0.P(g) + 7).

Since, ) is hashed with random mask 7, malicious validator cannot compare hashed values of
randomly selected values with V. Similar to attack scenario discussed above, it would be com-
putationally infeasible for both malicious validator and client to compromise privacy of delegated
private set of values. Even if, validator behave maliciously and assist client to learn ji, still it will
be of no use as adversary do not have access to r and private key that can decrypt r. Both random

mark and private key are required to successfully compute private matching with V.



Chapter 5

Oblivious Access Control Policy Evaluation

5.1 Introduction

This chapter explains the theoretical details of Oblivious Access Control Policy Evaluation (O-
ACE). The notion of O-ACE is to enable policy evaluator to process encrypted access control
policies, without learning any useful information, during the entire process of access control pol-
icy evaluation. O-ACE conceals access control policy and access parameters from the policy eval-
uator, since both can reveal confidential information about the resources protected by the access
control policy. Cryptographic primitives and protocols discussed in chapter |3| enable the process-
ing of encrypted access control policy and access parameters. Since, access control policy and
access parameters are in encrypted form, the result of access control policy evaluation is oblivious
to a policy evaluator.

The aim of O-ACE is to realize a privacy-aware access control policy evaluation that can
govern access to the resources protected by an access control policy. Privacy-awareness ensures
that policy evaluator cannot utilize the procedure of access control policy evaluation to compro-
mise privacy of the resources. Subsequent sections present the conceptual, and security models
of O-ACE along with its design goals, and assumptions in a context of cloud-based data sharing
system. An abstract idea of proposed access control policy evaluation is presented followed by the

descriptive detail of O-ACE.

5.2 Models, Design Goals and Assumptions

The proposed access control policy evaluation is designed for an untrusted domain in which pol-

icy evaluator can exploit policy evaluation procedure to compromise privacy of the confidential
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resources (i.e., outsourced data, application/software services). Before presenting the details of
O-ACE, it is important to understand the conceptual, and security models for which O-ACE is de-
signed. System design goals are also presented to illustrate its functional importance for privacy-

aware data sharing in the context of following models.

5.2.1 Conceptual Model

To enforce access control policy in an untrusted cloud storage system: credential issuing authority,
data provider, data consumer, and cloud storage service provider are considered as the involved
entities. For brevity these entities are referred as authority, owner, user, and cloud server respec-
tively. Authority is a trusted entity which takes on the responsibility of issuing identity attributes
to the users and their identity assertions to the owner. Owner utilizes the storage facility provided
by the cloud server, by outsourcing the encrypted data, that need to be shared e.g., pictures, text
documents, multimedia files, along with the encrypted access control policy. Cloud server oblivi-
ously evaluates the access control policy and consequently provision to the outsourced data only

to the authorized user.

5.2.2 Security Model

Threats faced by the owner when outsourcing confidential data to a cloud server can be primarily
divided into two categories, internal and external threats. Internal threats: cloud server himself
is interested in the outsourced data for some business needs (i.e., related ad serving, selling con-
fidential data for some wicked motives). External threats: fraudulent user seeks access to the
outsourced data, otherwise not allowed.

Internal threats can be reasonably mitigated by the use of appropriate encryption algorithms.
Once data is encrypted, cloud server cannot learn any information from it that can be utilized to
compromise privacy of the outsourced data. However, these algorithms fail to obstruct the external
threats, when users can derive valid decryption key and access outsourced data according to their
access parameters. Over the time cloud server can learn the access parameters which are required
to generate a valid decryption key, consequently assists malicious users to compromise privacy of

the outsourced data.
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To eliminate the external threats owner must restrain illicit data access by defining access
control policy and enforcing it in the untrusted domain. Since, cloud server is not a trustable entity
access control policy should have a property of obliviousness. In other words, cloud server should
not be able to differentiate between an authorized and fraudulent user, yet being able to assist
authorized user in deriving valid decryption key. This ensures that cloud server cannot learn any
information about the access parameters that can be used to derive valid decryption key.

Cloud storage can be utilized to store and share personal information i.e., healthcare and fi-
nancial records. In this context, cloud server can exploit access parameters of a user who seeks
access to the outsourced data. Access parameters can assist cloud server to learn confidential
about the outsourced data. For example, if a doctor specialized in diabetes mauritius, seeks access
to the outsourced data (medical reports), then cloud server can reasonably infer that owner is a
diabetic patient, or is concerned about her diabetic readings. Access parameters of a user must be
encrypted to restrain cloud server from leaving any information that can lead to a potential privacy
breach. Obliviousness property discussed earlier ensures that access control policy evaluation in a
domain of cloud server is similar to a block box. Its input is a set of encrypted access parameters

and its outputs assist authorized users to gain access to the outsourced data.

5.2.3 System Design Goals

The proposed access control policy evaluation framework is envisioned as a cloud storage system
that enables the owner to share confidential data with authorized users, without compromising
privacy of the outsourced data. As owner cannot remain always online to enforce access control
policy, cloud server must obliviously evaluates the access privileges of a user, and disseminate the
appropriate secret values, which can be used to derive valid decryption key. Since, cloud server
is not a trustable entity, owner must be able to define access control policy which does reveal
any information about the attributes required to decrypt the outsourced data. Besides this, these
policies must not lose their efficacy in restricting unauthorized users to successfully decrypt the
outsourced data.

The pivotal design goal of O-ACE is to ensure privacy of the involved entities (owner, and

user) and outsourced data. Specifically, from owner’s perspective O-ACE must:
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e associates authenticity of data access with the identity attributes of a user

evaluates encrypted access control policy on cloud server

does not disclose result of policy evaluation to cloud server

enables authorized users to derive data decryption key

whereas, from user’s point of view O-ACE must:
e ensures privacy of identity attributes
e provisions access to the outsourced data, without learning any personal information of a
user
5.2.4 Assumption and Notations

In the descriptive detail of O-ACE following assumptions are considered with the intent of sim-
plicity. These assumptions conforms to the security model, and does not undermine any of the

privacy threat discussed in Section[5.2.2]

Cloud server is honest but curious i.e., cloud server performs the delegated task honestly but

is also interested in the contents of the outsourced data - similar to [|88]].
e There exists a trustable authority, which issues identity attributes to individual usersﬂ
e Outsourced data is shared with the users to whom authority can issue identity attributes.

e There is no concern of privacy infringement in asserting identity attributes of a user to the
owner. These attributes are merely account for uniquely delineating the user within an

organizatioﬂ

In order to elaborate O-ACE generally, we intentionally avoid differentiating cryptographic

keys of individual users. Throughout the descriptive detail of O-ACE, cryptographic keys for a

! Authority can issue a root level certificate to an organization, which uses it to sign X.509 v3 certificate (attribute
certificate) of its employees [89].

In Section we discuss how to prevent adversary from gaining knowledge about the user attributes and then
exploiting them to access the outsourced data.
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Table 5.1: Notations used in the descriptive detail of O-ACE.

Notation Description

F Data to be shared with legitimate users.

atto..n Attributes issued to a user by the authority.

T Randomly selected mask i.e., 7 €g Z.

H One way hash function which encodes att; to an integer of arbitrary
length i.e., Hy(att;): {0,1}* — Z.

Hy One way hash function which encodes att; to integer of module ¢, where
qis aprimeie., Ha(att;): {0,1}* — Z;.

l; Legitimacy value: att; encoded by H;.

lA,- Mandatory value: att; encoded by Ho.
Pseudo random function which outputs the symmetric encryption key of
an arbitrary length.

w Legitimacy key: encrypts the legitimacy values.

Eu, Dy Homomorphic encryption and decryption algorithms.

Opk» O sk Public and secret key for homomorphic encryption.

Es,Dg Symmetric encryption and decryption algorithms.

K Master key (Encryption \ Decryption key) for an arbitrary symmetric
encryption.

Ea, Dy Asymmetric encryption and decryption algorithms.

kpubs kpri Public and private key pair for asymmetric encryption.
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particular user j can be referred by affixing j as a subscript, without changing the actual usage
semantics i.e., d, can be binded to a user j as d,;, same applies to the rest of keys. Table

illustrates the notations that are used to explain the core concept of O-ACE.

5.3 Application Scenario and Abstract Idea of Oblivious Access Con-

trol Policy Evaluation

We briefly present the application scenario in which access control policy is evaluated obliviously
to ensure privacy of the outsourced data in an untrusted domain. Abstract idea of O-ACE is also
discussed. On the basis of following scenario, abstract idea will be elaborated with its technical
detail in the subsequent section.

Suppose Bob is an under cover agent working on some special assignment. He has collected
substantial evidence against a drug lord in downtown area, which he wants to share only with the
concerned authorities. Since, Bob cannot presents the evidence (data) in person to the authorities,
he decides to use cloud storage facility provided by the Eve. However, due to the sensitivity of
the data, Bob does not trust Eve and wants to upload (outsource) the encrypted data. As Bob is
working under cover for a quite long time, he does not know the lead detective who in charge of
drugs related criminal cases in downtown area.

Bob contacts the Home Office (authority) which asserts the identity information of a lead de-
tective responsible for crime related to drugs in downtown area. Since, authority has the informa-
tion about each employee, it asserts the identity attributes of Alice, along with her public key. Bob
encodes the asserted attributes into legitimacy values by using a publicly known encoding func-
tion and into mandatory values by employing a private encoding function. Mandatory values are
used to derive the master key that encrypts the evidence (data) with arbitrary symmetric encryp-
tion algorithm. Whereas, legitimacy values initialize a pseudo random function which generates
the encryption key of an arbitrary symmetric encryption algorithm, that encrypts the respective
mandatory values. Legitimacy values are then concealed with symmetric encryption algorithm.
Finally, encrypted evidence is outsourced to the cloud server along with concealed legitimacy and

mandatory values.
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Out of bounds, Alice receives information about the shared contents. She encodes her identity
attributes into legitimacy values and engages in an oblivious policy evaluation protocol with Eve,
as a result she learns the mandatory values. During the oblivious policy evaluation, Eve neither
learns the legitimacy values nor the mandatory values. Whereas, Alice only learns the concealed
mandatory values if she holds the required set of attributes used by Bob to encode the legitimacy
and mandatory values. Once, Alice has the concealed mandatory values, she uses the legitimacy
values to decipher them and consequently derives the master key. Ultimately, she decrypts the
outsourced evidence by using the master key. Fig. illustrates the conceptual model of our

proposed cloud-based data sharing system with oblivious access control policy evaluation.

5.4 Enforcing Oblivious Access Control Policy for Cloud-based Data
Sharing

In this section we present the technical detail of O-ACE in the context of cloud-based data shar-
ing service, in which outsourced data, access control policy and identity attributes of a user are
considered as confidential information. The ration of considering access control policy and iden-
tity attributes as confidential information is discussed at length in Section[5.2.2] O-ACE utilizes
Delegated Private Matching (DPM) along with identity attributes, in such a way that possession
of certain identity attributes validates the legitimacy and authenticity of a user. We have coupled
the derivation of master key with the identity attributes, such that user possessing a valid set of
attributes can learn the information which can generate the valid master key.

To ensure privacy of the outsourced data and involved entities (owner, and user), O-ACE
processes the data in three fundamental steps, initialization, data outsourcing, and file access.
These steps ensures that outsourced data can only be accessed (decrypted) by authorized users,
and during the whole process cloud server is unable to learn any useful information that can lead
to a potential privacy breach. Fig. [5.2]illustrates the proposed system in terms of exchange of data

and availability of the entities.
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Figure 5.1: Oblivious access control policy evaluation (O-ACE) for cloud-based data sharing.
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5.4.1 Initialization

In order to share confidential data, owner contacts the authority to obtain identity information of
the target user. It specifies the identity selection criteria e.g., Department: Drug Control Division,
Designation: Lead Detective, In-charge of: Downtown Area. In response authority asserts the
identity attributes (attg.. ,,) of an employee (user) that fulfills the identity selection criteria. Besides

this, authority also provides the public key (k) of the selected user.

5.4.2 Data Outsourcing

Once owner has the asserted identity information (atty.. ) along with the user public key (kpys),
it processes them in such a way that only legitimate user manages to gain access to the outsourced
data. Data outsourcing in further divided into four cohesive steps, policy modeling, data conceal-

ment, policy concealment, and delegation.

e Policy Modeling: Asserted identity attributes (attg.. ), that uniquely defines the target user
are used to model the access control policy. By using the encoding functions owner exploits
these attributes in such a way that their possession ensures the legitimacy and authenticity of
the user. For each asserted identity attribute (att;), owner computes legitimacy and manda-
tory values by using the encoding functions (i.e., [; : Hi(att;) and l; : Hs(att;)), where Hq
and H> are public and private encoding functions respectively. The rational of applying two

separate encoding functions is elaborated in the subsequent steps.

e Data Concealment: Mandatory values (ZAO.‘.n) generated in the previous step are used to seed
the pseudo random function (¢)) which initializes the encryption key (master key : k) of an
arbitrary symmetric encryption algorithm. The derived master key encrypts the data (F*),
which is then outsourced to the cloud server. For brevity we consider that these mandatory
values are used in a cascading manner, resulting in the derivation of a single master key (i.e.,
1/1(Z0) L w(il, ko) LI kTL—§1 w(in, kn—1) — k) that conceals the data. However, each

mandatory value can be used to derive a unique master key (i.e., 1/1(12) — k;) that encrypts

the respective data block.

e Policy Concealment: Mandatory values (ZO.‘.n) ensures that master key can only be derived
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by the user possessing these values. In order to conceal mandatory values, a random mask
(7) is generated. Then, for each mandatory value [;,a pseudo random function (7)) is initial-
ized with the corresponding legitimacy value /; and 7; consequently, a symmetric encryption
key (mandatory key: ¢;) is generated (i.e., ¥(l;,7) — ¢;). Each individual ; is encrypted
with the respective ;. As the policy evaluation is carried on the cloud sever by using the le-
gitimacy values, there is a need to conceal them as well. For that owner generates a random
symmetric encryption key (legitimacy key: w), and encrypts each legitimacy values with it
G.e.,lg ,)-

Once, the legitimacy and mandatory values are encrypted, random mask and legitimacy
key are concealed by using the public key (k,,;) of the target user, obtained during the

initialization phase.

e Delegation: Up till now, the owner has modeled the access control policy by encrypting
the data with mandatory values. Also, mandatory values are concealed in such a way that,
only authorized user can learn them. Now owner delegates the policy evaluation process to
the cloud server by outsourcing the encrypted legitimacy and mandatory values (I§ ,, and

Zg?.‘_'ﬁ"), along with the concealed random mask and legitimacy key (7*»« and wkrub).

5.4.3 File Access

In order to gain access to the outsourced data authorized user needs mandatory values. For that
user engages in a delegated private matching protocol (DPM) with the cloud server, at the end
of which user learns the mandatory values, if it possess the required set of legitimacy values. To
evaluate the access control police and assist authorized user in deriving the valid master key, file
access is divided into three cohesive step. In the first step user ensures the privacy of its identity
attributes. In the second step access control policy is obliviously evaluated at the cloud server, and
in the last step, user accesses (decrypts) the outsourced data if its identity attributes adhere to the

access control policy.

e Artribute Preparation: To access the outsourced data, user first obtains the concealed ran-

dom mask (7*»u) and legitimacy key (w*rub) from the cloud server. Then by using kprs it
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deciphers them to get 7 and w. After that, for each of its identity attribute att;, legitimacy
value (I;) is computed as H; (att;). Legitimacy values (lg.. ;) are then concealed by using
w. A polynomial P(y) is computed having roots [§ , . User then initializes a homomorphic
encryption and encrypts the co-efficients (ay.. ,,) of P(y) with the homomorphic secret key

Osk

(osk). After that, encrypted co-efficients (;°*,) along with homomorphic public key (o,x)

are sent to the cloud server.

Osk

e Policy Evaluation: On receiving encrypted co-efficients (a;**,), cloud server homomor-

Osk

phically evaluates P(y) with encrypted co-efficients (ag°*,), for the concealed legitimacy

values provided by the owner (I§ ,,). Once P(y) is evaluated, cloud server computes obliv-
~ 8 ~

ious value (A;) as Eg (rP(y)+1; ), for each of the concealed mandatory value (/; ). Then

the resultant oblivious values (A ) are sent to the user.

e Mandatory Value Recovery: On receiving oblivious values (Ag.. ;) user utilizes its homo-
morphic secret key (o) to decrypt (r.P(y) + l;éi). As P(y) was evaluated having roots
[, the decryption function reveals the concealed mandatory value (l;di). However, if the
concealed legitimacy values generated by the user does not match with the values provided
by the owner to the cloud server, decryption of A; would reveal a random number, thus

restraining the user to generate a valid master key.

Once, user has the concealed mandatory values (ZAS?:T‘L”), it utilizes the legitimacy value (I;)
along with the random mask (7) to initialize pseudo random function (¢)) which generates
the mandatory key (i.e., ({;,7) — ¢;). It then deciphers the concealed mandatory values
by using the mandatory keys. Once, all of the mandatory values are obtained master key
is derived as illustrated in Section @] (data concealment). Eventually outsourced data is

accessed by using the master key.

5.5 Complexity Analysis

In this section we illustrate the computational complexity of proposed methodology of access

control enforcement within the untrusted domain of cloud service provider |’} Following analy-

3For the sake of simplicity, cryptographic operations are considered to take constant time.
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Table 5.2: O-ACE computational complexity and estimation of transmitted values.

Policy Modeling Public Encoding N O(N) (2N +2)
Private Encoding values
Asymmetric Encryption

Data Access Request Attribute Preparation n 0(n®) (n+2)
Polynomial Modeling values
Asymmetric Encryption

Access Control Polynomial Evaluation (n+1).N 0(n?.N) N values

Evaluation

Mandatory Value Asymmetric Decryption N O(N)

Recovery

sis consider the estimated steps required to model, enforce and evaluate oblivious access control
policy. Data that need to be transmitted at each step is also considered. Table [5.2] delineates the
computational complexity along with the transmitted data. Both computational complexity and
transmitted data are directly proportional to number of identity assertions used to model access

control policy and identity attributes used to access encrypted outsourced data.

5.5.1 Policy Modeling

Policy modeling comprises of two encoding functions and an asymmetric encryption function.
Encoding functions transform identity assertions into legitimacy and mandatory values. Each en-
coding function is executed N times for every identity assertion, where /N is the number of identity
assertions used to derive data encryption key. With Big-O notation computational complexity of
policy modeling can be described as O(N). In total 2N + 2 values are transmitted to the cloud
server i.e., IV legitimacy and mandatory value pairs, a random seed used to derive mandatory key

and a symmetric key to conceal random seed.

5.5.2 Data Access Request

Outsourced data can be accessed by engaging in oblivious access control policy evaluation with the
cloud server and learning mandatory values. Data access request comprises of attribute preparation
(public encoding function), polynomial modeling, and an asymmetric encryption operation. These

operations process n identity attributes, thus require O(n?) computational time to prepare data
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access request (i.e., polynomial modeling and coefficient sign check). Since, n identity attributes
are used to prepare data access request, the degree of polynomial defined by polynomial modeling
is n + 1. In total n 4 2 values are transmitted to the cloud server, n + 1 polynomial co-efficients

and a public key for homomorphic operations over encrypted access control policy.

5.5.3 Access Control Evaluation

Oblivious access control evaluation comprises of a single operation (polynomial evaluation). Ac-
cess control policy is evaluated for n 4+ 1 number of polynomial co-efficients provided by a sub-
scriber. Polynomial is individually evaluated for all the N concealed legitimacy values provided
by the data owner. The computational complexity of access control evaluation depends on number
of identity assertions used to model access control policy (V) and number of identity attribute
used to generate data access request - with Big-O notation it can be expressed as O(n2.N). In

total NV oblivious values are transmitted back to the subscriber.

5.5.4 Mandatory Value Recovery

To learn the result of oblivious access control policy evaluation, subscriber needs to decrypt the
oblivious response. Mandatory values recovery comprises of asymmetric decryption process. It
processes [N oblivious values transmitted by the cloud server. The computational complexity to
learn mandatory values is O (V). In total subscribers deciphers N values; however it can only learn
those values for which it has corresponding valid identity attributes i.e., set intersection between

identity assertions and identity attributes.

5.6 Security Analysis

In this section we exam the computational complexity of a malicious user to gain access to the
outsourced data. For that, a malicious user would need mandatory values (lAO,_,n) with which valid
master key can be derived. The proposed system uses the standard cryptographic primitives to
ensure privacy of the outsourced data; thus, inheriting their computational complexities. As dis-

cussed in Section [5.4] and O-ACE uses one way hash function to model the access control
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policy. Symmetric encryption function is used to ensure that only authorized users can decrypt the
response send by the cloud server. Private matching is used to obliviously evaluate the access con-
trol policy against the identity attributes provided by the user. Homomorphic encryption is used
to ensure privacy of access control policy and identity attributes. Reader may refer to [85]], [86],
and [90] for the security analysis of aforementioned cryptographic primitives.

As discussed O-ACE inherits the computational complexities of the underlying cryptographic
primitives. However, cloud server, client and even authority can act maliciously by teaming up
with each other to compromise privacy of the outsourced data. In the subsequent security analysis
we examine O-ACE against the malicious behavior of the involved entities. First, we discuss the
efficacy of O-ACE when cloud server does not perform its task honestly, falsifying our assumption
that cloud server is honest but curious (see Section . Second, we discuss, up to what extent
O-ACE provides protection when multiple malicious users can learn the partial set of mandatory
values (le‘,,n) and combine them to derive a master key. Third, we review the efficacy of O-ACE

when authority seeps out information about the asserted identity attributes of unauthorized users.

5.6.1 Malicious Cloud Server

There are two possibilities through which cloud server can assist unauthorized users to learn the
mandatory values (lAU,_n). Firstly, bypassing the access control policy evaluation and simply hand-
ing over the concealed mandatory values (lAgf’;_'ﬁ") to the user(s). Secondly, by incorrectly evaluating
the access control policy i.e., instead of the adding a random value (7) to compute oblivious values
(i.e., Ag..) it adds a zero value. In both of these cases unauthorized user learns the mandatory

~

values (lg‘_’_jh”) that are encrypted with the masked legitimacy values i.e., ¥ (ly.. 5, 7) — 00..pn- In Or-
der to decipher the mandatory values unauthorized user would have to gain access to the encoded
attributes (H;(atty. ) — lo..n), and random mask (7) which is encrypted with the authorized
user’s public key i.e., #rpub,

As access control policy is obliviously evaluated, cloud server cannot identify the user that
can access the outsourced data successfully. Thus malicious user would have to try all possible

encoded attributes in order to learn the correct legitimacy values (Iy.. ;). This could be a trivial

task if possible identity attributes are limited as legitimacy value can be learned by simply apply-



CHAPTER 5. OBLIVIOUS ACCESS CONTROL POLICY EVALUATION 69

ing the publicly known encoding function. However, to mitigate this threat we have masked the
legitimacy value before it can be used to conceal the mandatory values i.e., ¥(lg. n,7) — 0. n-
This random mask (7) is encrypted with the authorized user’s public key. In order to decipher
the mandatory values unauthorized user would have to decipher #*»«> without private key, thus

making its computational complexity equal to asymmetric encryption algorithm.

5.6.2 Malicious Clients

We now consider the scenario in which cloud server is performing its task honestly; however,
unauthorized users team up to gain access to the outsourced data otherwise not allowed. In order
to successfully gain access to the outsourced data, unauthorized users must team up in such a
way that collectively they can learn the mandatory values (ZO.‘.n) which can be used to derive the
master key. As access control policy is obliviously evaluated on the cloud server, unauthorized
users cannot identify the identity attributes (attg..,,) which conform to the access control policy.
Individual unauthorized user would have to learn subset of the mandatory values (lAO_“,@ - lAUmn)
and then combine them altogether to learn the entire set i.e., lAgme1 U lemﬁ2 U... lemen = le_.n.
It is a nontrivial task to identity the team members that can completely learn the mandatory values
(lo...n)-

Similar to the scenario discussed in the previous section, if there are limited number of the
identity attributes then unauthorized users can effortlessly combine their partial set of mandatory
values. Although mandatory values can be obtained but still unauthorized users need the random
mask (7) which is used to mask the legitimacy values (i.e., ¥)(lo..n,7) — do..n)- As cloud server
is working honestly unauthorized users cannot obtain the random mask encrypted with the user’s
public key with whom data owner wants to share the outsourced data. Even if random mask can be
learned still unauthorized users would have to decipher 7#*»ub without private key (kpri), making

its computational complexity equal to asymmetric encryption algorithm.

5.6.3 Malicious Identity Provider

O-ACE is highly dependent on the identity assertions and attributes provided by an authority. In

the descriptive detail of O-ACE we assumed that authority is a trustable entity (see Section [5.2.4).
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For the security analysis we now consider that the authority is working maliciously and seeps out
information about the identity assertions and attributes to unauthorized users and cloud server.
They can then use it to learn the mandatory values (ZNO,__n). However; similar to the scenarios
discussed previously access to the mandatory values (l~0,._n) do not compromise privacy of the
outsourced data. The attacker would need the random mask (), which masks the legitimacy
values. As 7 is concealed with the authorized user’s public key the attacker would have to revert

back the asymmetric encryption without private key (k).

5.7 Implementation

To demonstrate the practicality of O-ACE, delegated private matching process is implemented as
a Java Web service and deployed on Google App Engine. The functionality of authority (trusted
third party) is emblemized as a web service which issues identity certificates and assertions. Con-
fidential data (documents and images) are outsourced to the Google Cloud i.e., Google Docs. The
owner and client components are realized as a standard Java program as well as an Android based
mobile application. Owner component assists the owner to process the identity assertions and
outsource encrypted data along with access control policy to Google Cloud. Client component
processes the user’s identity certificate and access the outsourced data after learning mandatory
values.

Implementation of O-ACE utilizes the standard cryptographic primitives provided by the jdk
1.6. O-ACE is realized as

e X.509 v3 certificates [89] are issued as identity certificates, created by using Bounty Castle
API [91]].

e Security Assertion Markup Language (SAML) [92] is utilized to assert identity assertions.

e Public encoding function uses SHA-512 as a hash function. The output of of SHA-512 is

encoded as a Biglnteger of arbitrary length.

e Private encoding function uses HMAC (SHA-512) with key length of 512 bits. The output

of SHA-512 is encoded as a Biglnteger of arbitrary length.
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e Pascal Paillier cryptosystem is utilized as a homomorphic cryptosystem to ensure privacy of

the data involved in delegated private matching.

Outsourced data is encrypted with AES by using 256 bit key. AES encryption key is initial-
ized with the mandatory values. However, as the proposed system is not confined to any specific
encryption algorithm, AES can be replaced with any suitable encryption algorithm, according to
the security needs and computational limitations of the owner and user. Besides this the imple-
mentation of delegated private matching is not bound to any cloud provider. Google App Eninge
is selected for its native support of Java; however, the implementation of can be deployed to any
cloud infrastructure or platform (i.e., Amazon EC2, Microsoft Azure) that provide Java runtime

and can persist private set of values (i.e., [§ ,, and ZAS?;;J‘).

5.8 Evaluation

In this section implementation of O-ACE discussed in Section is evaluated when deployed in
real environment. The evaluation process identifies the computational requirements and storage
cost of O-ACE in cloud infrastructure. It also highlights the fact that for the data owner and
client O-ACE exerts reasonable computational load and can be deployed on devices having limited
computational and storage capabilities i.e., smartphones and tablets.

The evaluation process is divided into two phases. First phase examines the access control
policy evaluation processing time in Google AppEngine by using a single compute node having
processing power of 1.20 GHz. Second phase evaluates the computation time of the data owner
and client components on a PC having 2.60 GHz Dual Core Processor with 2.0 GB main memory.
In addition, owner and client components are also evaluated on an Android device having 800MHz
processing power.

The discussed time measurements are in milliseconds, and are averaged over 25 different
trials. The evaluation results do not consider any subsequent network transmission time i.e., time
required to obtain identity assertions and certificate, and network latency of Google AppEngine.

These parameters are network dependent and are beyond the scope of our evaluation process.
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5.8.1 Phase 1: Performance Analysis of Access Control Policy Evaluation on

Google AppEngine

For the computational analysis of access control policy evaluation on Google AppEngine, exe-
cution time of a billable CPU and estimated CPU usage cost for 1000 request (cpm_usd), are
considered. Figure shows the test result of access control policy evaluation, comprises of
different number of attributes i.e., 2,4, 6,8, and 10.

The computational time in Figure [5.3] is directly proportional to the number of attributes
in the access control policy. To evaluate access control policy Google AppEngine manipulates
the polynomial co-efficients provided by the data owner, over the values sent by the client (i.e.,
delegated private matching). To model access control policy with n, attributes n 4 1 co-efficients
are required. Thus, access control policies involving higher number of attributes are modeled
with polynomial of higher degree as compared to access control policies having fewer attributes.
Access control policies are modeled with arbitrary sized integer values (starting from 120 bit),
thus the data points that need to be satisfied during access control policy evaluation demands more
computational time. However, the size of the integer values (encoded identity assertions) can be

changed according to the computational capabilities of the data owner and client.

5.8.2 Phase 2: Performance Analysis of Data Owner and Client Components

To evaluate the computational complexity of O-ACE for data owner, time required to model the
access control policy is considered. Whereas, for client time required to process the identity
attributes for delegated private matching and to obtain the mandatory values are measured. Fig-
ure [5.4] presents the test results for the data owner, on a personal computer and mobile device.
Similarly, Figure [5.5] and [5.6] show the computational cost for a client application deployed on a
personal computer and mobile device.

Owner component is only responsible for Policy Modeling by encoding the identity assertions
into mandatory and legitimacy values and then further concealing the mandatory values with legit-
imacy values. Policy Modeling comprises of two hashing function (public and private encoding)
and a symmetric encryption function.

Computational complexity of a client component is more than the owner component, as it need



CHAPTER 5. OBLIVIOUS ACCESS CONTROL POLICY EVALUATION 73

12000 . . . 0.35

I
— : i
Cost : o

. CPUTime —l— : '
10000 _/ 0.3

0.25

: : : 0.2
0.15

Execution time {ms)

0.1

Execute cost § per 1000 requests

0 2 4 ] 8 10

Mumber of attributes

Figure 5.3: Computational time and cost of access control policy evaluation on Google App En-
gine.



CHAPTER 5. OBLIVIOUS ACCESS CONTROL POLICY EVALUATION

74

Execution time (ms)

100

a0

60

40

20

T
PC —@—
Smartphone —l—

0 2 4 ] 8 10
Number of attributes

Figure 5.4: Computational time required to model the access control policy.



CHAPTER 5. OBLIVIOUS ACCESS CONTROL POLICY EVALUATION

75

Execution time (ms)

450

400

350

300

250

200

150

100

50

: PC —@— : _
: Smartphone —li— ]

2 4 6 8
Number of attributes

Figure 5.5: Computational time required to process the identity attributes.

10



CHAPTER 5. OBLIVIOUS ACCESS CONTROL POLICY EVALUATION

76

Execution time (ms)

5000

4500

4000

3500

3000

2500

2000

1500

1000

500

| T
: FC —@— :
..........é...Smar‘tphnne +

2 4 ] 8 10
MNumber of attributes

Figure 5.6: Computational time required to recovery mandatory values.



CHAPTER 5. OBLIVIOUS ACCESS CONTROL POLICY EVALUATION 71

to ensure privacy of the identity attributes and also prepare these attributes for delegated private
matching. Client component first process the identity attributes and then extract the mandatory
values from the response send by the cloud server. Attribute processing comprises of a hashing
function for encoding the identity attributes, a function to define a polynomial for the encoded at-
tributes and a homomorphic encryption function which ensures privacy of the defined polynomial
(co-efficients). For the extraction of mandatory values client component first need to homomor-
phically decrypt the co-efficients send by the cloud sever. Then the decrypted co-efficients are

further decrypted by using a symmetric encryption algorithm to reveal the mandatory values.

5.9 Discussion

Access control policy evaluates access privileges of an entity and grants or denies access to the
required resources (i.e., data, services, and business logic). As it contains information about the
valid access parameters it must be evaluated by a trusted entity (i.e., policy evaluator). An un-
trusted or malicious entity can exploit it to gain unauthorized access to the resources. To achieve
data privacy in an untrusted domain (i.e., cloud storage), existing systems either rely on a trusted
third party or data owner to manage and distribute appropriate decryption keys to the authorized
users. These methodologies tend to decrease utility of cloud storage by restricting data owner to
stay always online and exerting computational load on the access control policy evaluator.

In order to achieve data privacy without engaging trusted third party or data owner itself we
proposed oblivious access control policy evaluation in cloud storage called O-ACE. Through O-
ACE cloud service provider can grants or denies access to the outsourced resources without learn-
ing any useful information about the access control policy. We extended the notion of private
matching to an untrusted domain called Delegated Private Matching (DPM). Privacy of the iden-
tity attributes and obliviousness of the access control policy is achieved by DPM. Through DPM
authorized user can learn the values that derive the valid decryption key; whereas, unauthorized
learns the random value which does not reveal any information about the access control policy.

For the security analysis of O-ACE, we analyzed the risk of privacy breach when entities (i.e.,
cloud server provider, user, and identity provider) behave maliciously. Even if malicious entities

team up with each other confidentiality of the outsourced data is still preserved. To demonstrate
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the security viability of O-ACE we analyzed the situation in which all of the entities behaved
maliciously. Even in the worst case the computational complexity for the attackers was equivalent
to reverting asymmetric encryption without valid key pair.

So far Attribute Based Encryption (ABE) [93]] has leveraged the data sharing systems to
achieve access control policy evaluation on the client side. However, ABE is 100 ~ 1000 times
slower then RSA [94]. Current implementation of ABE uses Bison and YACC parsing packages
to extract access control policy from the cipher text, thus it is difficult to realize it for the mo-
bile devices. Systems based on ABE has to generate secret key for the legitimate users, exerting
computational load on the data owner. In O-ACE data owner just need to disseminate random
seed to the legitimate users. Apart from that, to revoke a user in system using ABE, data owner
needs to update the access control policy so that revoked user cannot conform to it. Whereas, in
O-ACE data owner only needs to update the random seed (") and access of the revoked user can
be restrained as it cannot learn the mandatory values without the random seed (7).

To highlight the practicality of O-ACE we realized a cloud-based data sharing system which
assist data owner to achieve fine-grained access control over the outsourced data. However, the
applicability of O-ACE is not restricted to data sharing systems only. It can be used to provision
services whose response can only be decrypted by the authorized users. Similarly it can also be
used to provide access to compute and storage resources (i.e., password protected virtual machines
and databases). With O-ACE there is no need to engage multiple administrative entities (e.g.,
Key Manager, Policy Manger) to restrain illicit data access. Cloud service provider obliviously
performs the task of Key Manager by storing and distributing the mandatory values, and also takes
over the responsibility of Policy Manager by obliviously matching the identity attributes with valid
access parameters.

With O-ACE we have achieved fine-grained access control over the outsourced data. How-
ever, so far O-ACE does not support logical conditions for access control policy evaluation like
ABE does. Support for the logical conditions can be added by encoding the range values, and
distributing the appropriate mandatory values during policy evaluations. Although it will increase
the number of legitimacy and mandatory values cloud service provider has to maintain; however,

it will not effect security of O-ACE. The current implementation of O-ACE assumes that identity
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attributes assigned to a user do not contain any private information and can be asserted to the
data owner. To avoid disclosing any private information, identity provider can assert the masked
identity assertions to the data owner, and disseminates the mask to the respective user.

Through the experiments we have shown that O-ACE can be realized for the devices having
limited computational capabilities. Also it exerts reasonable computational load on the cloud ser-
vice provider, casting around 0.01 ~ 0.30 dollars per 1000 requests. Additionally, it uses standard
cryptographic primitives which are natively provided by the most programming languages. Thus,
it can be effortlessly realized according to the security requirements and computational capabilities

of the involved entities.

5.10 Summary

In this chapter, Oblivious Access Control Policy Evaluation O-ACE is presented - a method for
access control policy evaluation in an untrusted domain. It enables owner to delegate the task of
access control policy evaluation to an untrusted policy evaluator by utilizing Delegated Private
Matching (DPM). O-ACE ensures that policy evaluator cannot learn any useful information from
the procedure of access control policy evaluation, that can compromise privacy of the outsourced
data and user seeking access to it.

O-ACE utilizes amalgam of cryptographic primitives and protocols to ensure that access con-
trol policy governing access to the outsourced data and access attributes of a user can be evaluated
in encrypted form. The evaluation result either grants or denies access to a user. Even though
access control policy and access parameters are evaluated in encrypted form still policy evaluator
manages to govern data access without the need to decrypt them. DPM along with homomorphic
encryption ensures the entire process of access control policy evaluation appears oblivious to a
policy evaluator.

In this chapter, O-ACE is presented in the context of cloud-based data sharing service. O-ACE
leverage owner to share confidential data with multiple users. Encrypted data along with encrypted
access control policy is outsourced to a cloud server. O-ACE enables cloud server to evaluate
access control policy obliviously, and make authorized users to learn secret values. These values

assist authorized users to derive valid decryption key that can decipher the outsourced data. For
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malicious users the evaluation result of O-ACE is randomized, and never reveals any information

whatsoever to any of the involved entity with malicious intent.



Chapter 6

Oblivious Data Search in Cloud Storage

6.1 Introduction

This chapter presents Oblivious Term Matching (OTM) - a methodology to search encrypted data,
outsourced to an untrusted domain. OTM provides privacy-aware data search by enabling autho-
rized users to execute search queries according to their access privileges. Users submit their search
queries in encrypted form to prevent query evaluator from compromising privacy of encrypted
data, by analyzing the query evaluation procedure. Query evaluator cannot deduce confidential
information about the outsourced data or data owner, by merely learning the presence or absence
of particular keywords. OTM utilizes private matching protocol to ensures that the result of query
evaluation appears oblivious to a query evaluator.

OTM is designed to provide data searching capability to existing storage facilities provisioned
by untrusted storage provider. Since, OTM processes the search queries in encrypted form, risk
of potential privacy breach is eliminated as storage provider cannot exploit the procedure of query
evaluation. OTM ensures that users can only search encrypted data on which access is permitted
by the data owner. Execution of unauthorized search query does not help malicious users, even if
they team up with the storage provider. In the following we present the conceptual and security
model of OTM, along with its design goals. Application scenario in which OTM can provide

privacy-aware searching capability is also discussed, followed by its technical detail.

6.2 Models, Design Goals, and Assumptions

The proposed methodology to search encrypted data is designed to provision privacy-aware

searching capability within the untrusted domain of a storage provider. In the subsequent sections
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we discuss the conceptual model of OTM. We also present the security model to delineate the
threats faced by searching encrypted data considering the malicious intents of a storage provider
and unauthorized users. System design goals that provide functional guidelines for the design of

OTM are also discussed.

6.2.1 Conceptual Model

To realize a cloud storage with privacy-aware searching capabilities over outsourced data: cloud
service provider, data owner, data consumer, and trusted third party are considered as the involved
entities. For brevity these entities are referred as cloud server, owner, user, and third party respec-
tively. Cloud server provisions storage and compute facilities on subscription basis. Owner owns
the confidential data that need to be shared with users. Users can access and search the cloud
storage with respect to their access privileges. Third party transforms the search criteria submitted
by a user to an oblivious search query. Cloud server evaluates the oblivious queries without learn-
ing any information about the search criteria and the outsourced data. Besides this, cloud server

cannot identify the files, which satisfy the search criteria specified by a user.

6.2.2 Security Model

In cloud storage services, search ensures that only desired data contents can be accessed. Since,
cloud server is an untrusted entity often encrypted data is outsourced to cloud storage services.
Although encryption ensure data privacy; however, cloud sever and malicious users can exploit
search queries to compromise privacy of the outsourced data.

Cloud server can learn data contents which contains similar keywords, and can formulate at-
tack strategy accordingly. For example, outsourced data related to financial statements is searched
more frequently at the end of fiscal year. Cloud server can identity files which showed up in search
results most frequently, and then try to deduce information regarding company financial situation
i.e., if files related to legal liabilities are more frequently searched as compared to revenue state-
ment, cloud server can reasonably infer that company is most likely to report reduced earning in
current fiscal year.

Unauthorized users can submit trapdoors for particular keywords and eventually can compro-
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mise privacy of the outsourced data. For example, financial records of a company, stored in a cloud
storage services, are accessible to owner and employee from accounts department. An authorized
user manages to learn trapdoor of a keyword layoff. Since, cloud server is an untrusted entity it
can assist unauthorized user to search cloud storage to predict company’s layoff strategy, and thus
act accordingly in legal matters.

To prevent cloud server and malicious users from exploiting search over encrypted data, search
query must possess the property of obliviousness and privacy-awareness. Obliviousness ensures
that cloud server cannot learn result of query evaluation, consequently cannot identity data con-
tents that fulfill the search criteria. Privacy-awareness guarantees that search queries are evaluated
according to access privileges of a user, even if unauthorized users team up with cloud server, they
cannot deduce confidential information about the outsourced data.

Definition: Obliviousness, and Privacy-awareness

6.2.3 System Design Goals

The proposed methodology to search encrypted data provisions data searching capabilities within
untrusted domain of a cloud server with privacy consideration. Search queries can be exploited by
cloud server, these queries must be evaluated obliviously to prevent potential lost of data privacy.
Since, cloud server is not an trustable entity, it can also assist unauthorized users to deduce confi-
dential information by merely identifying the presence or absence of particular keywords. Thus,
search queries must be executing according to user’s access privileges. While ensuring privacy
of data, searching methodology must no abate efficacy of cloud storage service, and ability of
authorized users to search required data contents independently.

OTM is designed to efficiently and independently search encrypted data without loosing data

privacy within cloud storage system. Within the context of data privacy OTM:
o thwarts cloud server to determine result of query evaluation

e restrains cloud server from learning search criteria and relating search queries submitted by

different users

e prevents unauthorized users to search cloud storage and deduce any information whatsoever
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whereas, with respect to efficacy of data search for cloud storage OTM is expected to:

e leverages owner to associate arbitrary number of keywords with the encrypted data, without

exchanging trapdoors with users

e facilitates users to define their search queries without the need of auxiliary information

provided by the owner

6.3 Application scenario and abstract idea for searching encrypted

data in cloud storage

In this section we briefly illustrate application scenario in which privacy-aware data searching is
utilized to provision data searching capability to authorized users in a cloud storage service. An
abstract idea of OTM is also described, which will be elaborated with its technical details in the
subsequent section.

Suppose, Datamine is an advisory firm which provides market analysis and trend discovery
services to its customers. Alice is a director of research at Datamine. She is working on two
distinct projects. One of the project mines social networks’ data to devise effective advertisement
campaigns. Whereas, the other project processes the healthcare data to identify early signs of an
epidemic. Alice’s clients exchange their data in text files, which she stores on cloud storage, owned
by Eve. For each project, Alice maintains a separate directory, which contains the data along with
the index (i.e., keywords). Alice does not trust Eve as the data stored on the cloud storage contains
confidential information, which Eve can exploit. To ensure privacy of the data, Alice first encrypts
the data and corresponding index, and then outsources them to the cloud storage.

Bob and Mallory are research analysts at Datamine, working with Alice. Bob is an expert in
dealing with data related to social networks. Mallory is good in processing healthcare data. Alice
has granted access to both of the research analysts on their respective directories by exchanging
data decryption and secret key to conceal search criteria. Whenever Bob and Mallory need to
search for a file containing particular keywords, they define selection criteria by encoding key-
words with publically known encoding function. Selection criteria are then encrypted with secret

key and submitted to the trusted party, which models oblivious query. Oblivious query is then sub-
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mitted to the cloud server as a search query. Cloud server then obliviously evaluates the query on
encrypted index, and replies back the response. Trusted party processes the cloud server response
and sorts the results according to the concealed selection criteria. Query execution result is then
sent back to the respective user.

At Datamine, Alice is dealing with confidential data. She does not allow Bob to query di-
rectory, which persists the healthcare data. Similarly, Mallory cannot query the social network
data. Even if one of them behaves maliciously and teams up with Eve, still they will not be able
to successfully query the encrypted index. For an attacker result of a malicious query is always
a randomized response. Oblivious evaluation of the query ensures that Eve cannot learn the key-
words, which Bob and Mallory are looking for. Nevertheless, Eve manages to accurately evaluate
the query, without compromising privacy of the query and outsourced data. Figure[6.1| presents an

abstract model of our proposed oblivious search for cloud storage.

6.4 Searching cloud storage with oblivious term matching (OTM)

Oblivious query evaluation in a cloud storage system is achieved by uniquely combining homo-
morphic encryption and proxy re-encryption. The amalgam of these cryptographic primitives en-
sures that cloud server cannot learn any information about the outsourced data. Most importantly,
cloud server evaluates the query submitted by a user, without learning the search criteria and the
result of query execution. Besides this, it also ensures that unauthorized users cannot query the
outsourced data on which access is not granted by the owner. Table [6.1]illustrates the notations
that we use to explain the core concept of our proposed oblivious search for cloud storage.

To achieve privacy-aware data search in an untrusted domain of cloud server, the proposed
privacy-aware search for cloud storage is divided into five steps namely: setup, data outsourcing,

and query generation, searching and response extraction.

6.4.1 Setup

Privacy-aware data search in a cloud storage system is achieved by searching an inverted index

(Z) associated with the outsourced data (F). For each F, the owner generates Z by utilizing an
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Figure 6.1: Abstract model of privacy aware oblivious data search in a cloud storage.
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Table 6.1: Notations used in the descriptive detail of OTM.

Notation Description

F Confidential file that need to be shared.

T Index file that contains n keywords.

{kwyg ..., kwy,}

H Public encoding function which encodes an arbitrary string to an
integer value of ¢ modulo; where ¢ is a large prime.

Ep,Dp, Tp Proxy Re-encryption, decryption, and ciphertext transformation

Wo, Wy, Wo—u

€, Dy
Opk> Osk
Ea, Dy

kpuba kpm'
QQ..n

A

Yo...n

w[)...n

sk

algorithms.

Proxy Re-encryption keys for the owner, user and cloud server
respectively.

Homomorphic encryption and decryption algorithms.

Public and secret keys for homomorphic encryption algorithm.
Asymmetric encryption and decryption algorithms.

Public and private key pair for asymmetric encryption algorithm.
List of coefficients of a polynomial P that defines the search
query.

Oblivious values:
provider.

Query execution result computed by the user from the oblivious
values (Ay, ).

Third party secret to conceal keyword frequency in inverted in-
dex.

query execution result by a cloud server




CHAPTER 6. OBLIVIOUS DATA SEARCH IN CLOUD STORAGE 88

indexing algorithm. 7 contains a list of keywords, along with the frequency of each keyword
(Z = (kwo, fo),- .., (kwp, fn)). Search queries are evaluated against these keywords. Once, Z is
generated, the owner initializes proxy re-encryption by generating owner key (w,), user key (w,,),
and transformation key (w,—). w, ensures the privacy of keywords within Z, whereas keyword
frequencies are concealed with third party’s secret key (sk). w, is used by the user to encrypt
search criteria. The owner only shares w, with the authorized users. w,_, is used by the cloud
server to transform ciphertext (encrypted inverted index). Transformation of ciphertext ensures

that the owner does not need to outsource separate encrypted index for each authorized user.

6.4.2 Data Outsourcing

To ensure that cloud server can obliviously evaluates the search query submitted by an authorized
user, owner encodes Zj,,, , by using a publicly known encoding function i.e., H(Zyw, ,) —
fkwo‘m,. The encoded keywords (j’.kwo...n) are then encrypted with proxy re-encryption algo-
rithm by using w, i.e., Ep (jkwo.”n’ Wo) — f‘,:z‘;oﬂ To ensure that the cloud server cannot learn
any information from the inverted index owner encrypts Zy, = with third party’s secret key i.e.,
Es(Zy, .. sk) =T Jscé“n After that, the owner encrypts w,, with the public key of the user to whom
it wants to grant searching capabilities over the outsourced data i.e., £4(wu, kpup) — wﬁ” “,

In a cloud storage system, outsourced data can be shared with multiple users - each having its
own access privileges over the outsourced data. With proxy re-encryption owner does not need
to encrypt Zy,,, , separately to permit each authorized user to query f,:";l’mw. An authorized
user can submit its query encrypted with its proxy re-encryption secret key (w,,;). Cloud server
then transforms f,‘:;omnto i: ;;g'_'nby using an appropriate transformation key (w,—s;) provided by
the owner. Thus, owner only needs to encrypt fmomnonce, and n authorized users can query it,
without compromising privacy of the outsourced data.

Once, the owner secures .y, ., Ly, ., and wy, it outsources j:;o..,n’ Ijﬁ(’f"nand wﬁp“" to the
cloud server, along with the outsourced data. After that, availability of the owner is no longer
required. Multiple users can engage in an oblivious query evaluation protocol with the cloud
server. However, only authorized users can successfully query Amo.”n' For others, the cloud

server obliviously generates a randomized response from which they cannot learn any information
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about the outsourced data.

6.4.3 Query Generation

In order to privately search the cloud storage, user obtains its proxy re-encryption secret key from
the cloud server and decipher it by using the private key i.e., D A(w%j“”, kpri) = wy. The user
then defines a search criteria (Cp,, ,), that consist of a list of keywords kwy . .. kw;. Cruy, ,iS
then encoded by using a publicly known encoding function i.e., H(Cruy, ;) — Chu,. ;> Where H
is same as used by the owner during data outsourcing. To ensure confidentiality of the keywords,
CAkwoml is encrypted with proxy re-encryption by using the proxy re-encryption secret key i.e.,
Ep(Chuo.1rwu) = Cray -

Once privacy of the search criteria is assured it is send to the third party who uses it to model
oblivious search query. On receiving éﬁomz third party defines a polynomial (P(z)), such that
each element of CAZJ;‘)O_HZ is aroot of P(z) i.e., P(z € éi&o.”z) = Zé:o izt =0, see Section
for more details on defining a polynomial with multiple roots.

Once P(z) is defined in accordance to éljﬁfo...z’ third party then initializes homomorphic
encryption by generating a public key (o,%) and secret key (o4;). The third party then en-
crypts the coefficients (o ;) of P(x) with homomorphic encryption algorithm by using o i.e.,
Erulag. 1,0sk) = ozgj‘“_‘_“l. After that, agﬁ’fl and o, are transfered to the cloud server. Encrypted
coefficients (agf’fl) are used to execute search query over encrypted inverted index (i,‘:;omn). Sec-
tion illustrates that coefficients (o, ,,) of a polynomial (P(z)) can be used to compute set

intersection between two private sets. In the context of search over encrypted data, set intersection

can be used to execute search query by matching search criteria with the inverted index.

6.4.4 Searching

Cloud server hosts the encrypted inverted index as an encrypted keywords (f,f;o ) and their

concealed frequencies (I%f ) along with the outsourced data (F). Encrypted query (ag:h) sub-

n

mitted by the third party is evaluated against f,‘:;()n On receiving «*" cloud server trans-

forms ZA',‘:;O“” with the respective user’s transformation key (w,—,,), provided by the owner i.e.,

Tp (iwo

Awu . .
kamn,wo%u) — Ikwow' Once, the encrypted index is transformed, cloud server defines
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a polynomial (P(y)), by using each element of «y*" as a coefficient of P(y). It then compute
oblivious value (A,,), by evaluating r.P(y;), where y; € f,:";()n and r is a random number, i.e.,
Ay, =r.Py;).

As the query is concealed by using homomorphic encryption, cloud server cannot learn any
information from P(y; € f‘,:l%n) Once the cloud server has evaluated P(yg..,, € f,‘:;j()n) =
Ayo. ., itreplies back the query evaluation result - list of oblivious values along with the concealed

Isk

keyword frequencies to the third party i.e., . Ay, ., Z7" .

6.4.5 Response Extraction

On receiving the cloud server’s response (A I%C...n)’ third party decrypts the oblivious values

Yo...n>
by using the homomorphic secret key i.e., Di(Ay,, 05) = 1;. Where 1); can be zero or a random
number. As the search query was modelled as a polynomial having roots equals of the concealed
search criteriai.e., P(x € CE;OJ) = Zé:o a;x', query evaluation at cloud server can result either

in a zero or a non-zero value shown in equation [6.1]

=0 it {wli e I, Avieln )

P(y;) = ] s "y
Vi # 0 if {yi\yi €Lpn Ny ¢ Ckff,oml}

(6.1)

Zero value reveals that inverted index contain keyword that matches with the concealed search

criteria specified by the user i.e., CAZ’{ZZ € 7% . Whereas, non-zero reveals that concealed search

kwo...n
criteria do not match with any of the keyword in inverted index, consequently third party recovers
7. Once encrypted keywords are identified, third party decipher the corresponding frequency
index by using the secret key i.e., Dg (Isf, sk) — ZIy,. After that third party, sort the identified
encrypted keywords according to the frequency count. Third party then replies back the oblivious
query evaluation result to the user.
On receiving the third party response, user deciphers the search criteria by using its proxy
re-encryption secret key. Through decryption user learns the keywords that matches with the en-

crypted index i.e., Dp(CA,:";;O k,wu) = CAkaA‘_k, where £ is the number terms that are identical

between CAka'_'l and f,‘:;jmn During the query evaluation cloud server learns nothing about the
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Table 6.2: OTM computational complexity and estimation of transmitted values.

OTM Steps Operations Input Size Computational Transmitted
Complexity Values

Index Outsourcing Public Encoding N O(N) (N+3)
Symmetric Encryption values
Asymmetric Encryption

Query Generation Attribute Preparation n o(n) n values
Asymmetric Encryption

Query Modeling Asymmetric Encryption n o(n®) (n+2)
Polynomial Modeling values

Query Evaluation Polynomial Evaluation (n+1).N 0(n2.N) N values

Oblivious Result Asymmetric Decryption N Depends on Matched

Processing Auxiliary Function Auxiliary Function records

Query Results Asymmetric Decryption Depends onn

inverted index or the search criteria. However, it accurately evaluates the search query and replies
back the oblivious response. Whereas, third party only learns frequencies of the concealed key-

words that matches the search criteria.

6.5 Complexity Analysis

In this section we analysis the computational complexity of oblivious data search for encrypted
data within untrusted domain[[] We also estimate the transmission of data between different en-
tities to execute oblivious term matching. Table [6.2] shows the computational complexity and
estimated transmitted values for each step of oblivious term matching. Both computational com-

plexity and transmitted values are directly proportional to inverted index and oblivious query size.

6.5.1 Index Outsourcing

Oblivious term matching use pre-processed indexed keywords to search encrypted data. Index
outsourcing prepares the inverted index for outsourcing to an untrusted domain of cloud service
provider. Index outsourcing comprises of a public encoding function, and symmetric and asym-
metric encryption operations. Computational complexity of index outsourcing depends on index

terms generated by an indexing algorithm. With Big-O notation computational complexity of in-

"For brevity cryptographic operations are considered to take constant time.
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dex outsourcing can be expressed as O(NN), where N is the inverted index size. In total N + 3
values are transmitted to the cloud server, N size of inverted index, two proxy re-encryption keys

and a symmetric encryption key for the third party to process keyword frequencies.

6.5.2 Query Generation

Since, third party is considered as trusted by curious entity, subscriber need to pre-process the
search criteria to ensure privacy of the outsourced data and keywords used in search query. Query
generation is comprises of public encoding and asymmetric operations. Input size of query gen-
eration is n, where n is the number of search criterion used by a subscriber. The computational
complexity of query generation is O(n). As subscriber only conceals the search criteria, total n

values are transmitted to the third party.

6.5.3 Query Modeling

Query modeling comprises of two operations polynomial modeling and asymmetric encryption.
Polynomial is modeled by using conceal search criteria as root values. Co-efficients of the polyno-
mial are concealed by using asymmetric encryption. Since, oblivious query is modeled by using
the search criteria specified by a subscriber, its input size is n. Thus computational complexity of
query modeling is O(n?). In total n + 2 values are transmitted to the cloud server, n + 1 concealed

co-efficients and a public key for homomorphic operation over encrypted inverted index.

6.5.4 Query Evaluation

Search over encrypted data is executed by evaluating polynomial on encrypted inverted index
by using homomorphic properties of Pascal Paillier cryptosystem. Computational complexity of
query evaluation process depends on two factors, size of inverted index (V) and size of oblivious
query posted by a third party (n 4+ 1). Thus the computational complexity of query evaluation,
in terms of Big-O notation can be expressed as O(n?.N). Similarly, data transmission is directly
related to index size. In total N oblivious values are transmitted to the third party, as P(x) is

separately evaluated for each of the index entry.
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6.5.5 Oblivious Result Processing

Oblivious result processing is comprises of two operations, asymmetric decryption and post-
processing of the results. Input size of this step depends on size of inverted index (/V). Thus,
the computational complexity of asymmetric decryption process can be defined as O(N). How-
ever, the computational complexity of post-processing is subject to choice of processing that sub-
scribers has requested i.e., sorting, mering. Whereas, number of transmitted values is a function

over matched search criteria with inverted index and output of auxiliary processing function.

6.5.6 Result Extraction

Result extraction is the simplest of all steps in OTM. It only requires asymmetric decryption pro-
cess over the values transmitted by the third party. Thus it computational complexity is the function

of matched keywords and output of auxiliary processing at third party.

6.6 Security Analysis

This section presents the security analysis of OTM. Particularly, we focus on capabilities of ma-
licious entities to learn encrypted search query and to deduce confidential information about the
encrypted outsourced data. We examine the advantage of untrusted cloud service provider to learn
the result of oblivious query evaluation and deduce information, which can lead to potential loss
of privacy. We then discuss the scenario in which an unauthorized subscriber attempts to search
encrypted data on which it does not have access. In the last, we examine the capability of a mali-
cious third party to model unauthorized search queries in an attempt to learn presence or absence
of a particular keyword.

OTM utilizes number of cryptographic primitives to ensure execution of encrypted search
queries and to restrain malicious entities to deduce information that assists them to compromise
privacy of the outsourced data. As illustrated in the descriptive detail of OTM, inverted index is
encrypted with symmetric and asymmetric encryptions i.e., keywords are encrypted with asym-
metric encryption (Proxy Re-Encryption) and keyword frequencies are encrypted with symmetric

encryption. To ensure oblivious evaluation of search queries homomorphic encryption is utilized
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along with private matching protocol. For the security analysis of these cryptographic primitives,
readers may refer to [85], [86], and [90]. In the subsequent sections, we examine the capabilities

of malicious entities to deduce confidential information within the context of OTM.

6.6.1 Malicious Cloud Server

The proposed methodology of encrypted data search utilizes computational power and storage
facility of a cloud server to execute search queries, instead of relying on trusted third party. Cloud
server persists inverted index (Zy., > Zf, ), that comprises of encrypted keywords (i‘,:{;omn)
and their respective frequencies (Iji(’fmn). To compromise privacy of the outsourced data, cloud
server either has to decipher inverted index or deduce information from the evaluation of encrypted
search queries.

OTM avoids multiple copies of inverted index. Instead of separately outsourcing inverted in-
dex for each authorized subscriber, single copy of inverted index is outsourced, encrypted with
Proxy Re-Encryption i.e., f,fc"l‘jmn For each authorized subscriber cloud server utilizes appropri-
ate transformation key to transform encrypted keyword accordingly i.e., Tp (ili:uqu()n , Wos;) —
f;: ;;gn Search queries are submitted in encrypted format (agf_’fl), and evaluated by using private
matching protocol i.e., (P(yo..n € f,‘;zjoﬂ) = Ay, ). Since, search queries are encrypted and
result of query evaluation is oblivious to cloud server, it cannot learn any information about the
keywords that are concealed in search query.

In order to compromise privacy of the outsourced data cloud server need access to secret key of
a subscriber i.e., w,,;, that conceals keywords used in encrypted search query. Once, cloud server
has access to the secret key it can effortlessly decipher the keywords that comprises the inverted
index. However, only authorized subscribers have access to their secret key as it is encrypted

with their respective public key (wﬁ?“b

7

). Thus, for a cloud server computational complexity to
compromise privacy of the outsourced is equivalent to asymmetric encryption. However, even if
it manages to gain access to secret key it can only decipher encrypted keywords associated with
the outsourced data - confidentially of the outsourced data is preserved as it is encrypted with
symmetric encryption key, which is disseminated to authorized subscribers. Since, OTM deals

with the encrypted data search authorized data access is beyond its scope.
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6.6.2 Malicious Subscriber

OTM not only realizes oblivious data search in untrusted domain it also tackles the problem of
unauthorized data search. It ensures that unauthorized subscribers are not able to deduce any in-
formation about the encrypted outsourced data by simply learning the presence or absence of key-
words. OTM does provide protection against conspired attacked by unauthorized subscribers and
untrusted cloud server. As discussed earlier in the descriptive detail of OTM, proxy re-encryption
conceals the keywords in inverted index outsourced to a cloud server. With proxy re-encryption,
we are able to maintain single inverted index for all authorized subscribers; this also ensures that
only search queries from authorized subscribers can be evaluated successfully.

To search encrypted data search criteria (Cpy, ,) 1s concealed with secret key i.e.,
Ep (CAka_'_ W) = CA,‘:TZOWZ. Once concealed it is then transmitted to third party to model oblivious
search query. Since, oblivious query is evaluated against encrypted index, cloud server transforms
the encrypted index by using subscriber’s transformation key i.e., 7p (f,“;jio" s Wos;) — j/jngﬂ
For each authorized subscriber transformation key and secret key pair is (wo—sq,;, Wy;) is generated
by the data owner. Data owner transmits the transformation key to the cloud server and hands over
the secret key to authorized subscriber.

Since, only authorized subscribers have their secret keys, search queries from unauthorized
subscribers cannot be evaluated successfully as concealed search criteria is only comparable with
encrypted index transformed with valid transformation key - transformation and secret key must be
compatible with each other i.e., wy—y,;, wy,. Even if unauthorized subscribers collude with cloud
server, execution of unauthorized search queries cannot assist them to learn any useful information.
Search criteria encrypted with arbitrary secret key is not compatible with concealed inverted index
ie., CA,‘:W’JOZ ¢ f‘,:;;;n Thus, for unauthorized subscribers it is computationally infeasible to

deduce any information that can lead to potential loss of data privacy - proxy re-encryption is an

asymmetric encryption based on bilinear groups.

6.6.3 Malicious Third Party

In OTM, third party assists authorized subscribers to search encrypted data. Its core purpose is

to model oblivious search queries and to sort the result of oblivious query evaluation according
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to keyword frequencies. Authorized subscribers can themselves model oblivious queries and sort
search result; however third party is merely included to delegate computational intensive task to
an entity having reasonable pool of computational resources. Nevertheless, if query evaluation
results are not needed to be in specific order third party can be completely avoided.

OTM consider third party as a trustable entity. However, OTM does not leverage third party
with any information that can be used to compromise privacy of the outsourced data. Security
analysis discussed previously is also applicable for third party as well. To learn presence or ab-
sence of an arbitrary keyword, secret key must be known to third party, also cloud server must
possess the respective transformation key; wy—y,, wy,; must be a valid key pair. Thus to compro-
mise privacy of the outsourced data, secret key is required such that concealed search criteria is

comparable with the encrypted index persisted by the cloud server i.e., é::;’ € f;;;gn Since,

0...1
authorized subscribers have access to their secret key only they can conceal arbitrary search criteria
ie., (Ep(Chuwg ;W) = CA,:J;‘)O_HZ) such that private matching protocol can be evaluated successful.
Since, OTM consider third party as a trusted entity, it has access to keyword frequency Zyz, .
By using keyword frequency, third party can identified the group of subscribers that are searching
for similar keywords. Nevertheless, authorized subscribers conceal their search criteria by using
secret key to restrain third party from learning actual keywords that corresponds to deciphered
keyword frequencies. In case of oblivious query evaluation, third party can only learn presence or

. . SWay; a . .
absence of particular concealed keywords i.e., C_ ' € 7" : however it cannot deduce any
kwo. .1 kwo...n

information more than keyword frequency count.

6.7 Implementation

Application scenario discussed in Section [6.3] is realized for Google’s cloud ecosystem, data
search, key management, and intermediate services are implemented as standard Java web ser-
vices. Data search and key management services are deployed on Google App Engine. Inter-
mediate service is deployed on secure local server. Google Docs hosts the outsourced documents.
Google Datastore is utilized to store encrypted inverted index associated with the documents stored
in Google Docs. Data search service is responsible for executing search queries over the encrypted

inverted index. For each user, data owner outsources user’s proxy re-encryption key to key man-
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agement service; whereas, each user generates its own RSA key pair. Public key is persisted by
the key management service; and the user securely stores its private key. Intermediate service is
utilized to model oblivious query and process the response of data search service.

To create inverted index Apache Lucene [[93] is utilized - a high-performance, full-featured text
search engine library. With Apache Lucene arbitrary number of keywords are associated with the
outsourced documents. Although, there is no restriction on the length of inverted index, however
Lucene is restricted from indexing keywords that are smaller than a four characters. Keywords can
be manually added or removed from the inverted index. SHA-512 hashing algorithm is utilized to
hash keywords in inverted index. Hashed value of individual keyword is encoded as a Biglnteger
of arbitrary length. To achieve oblivious query evaluation, Pascal Paillier cryptosystem is utilized.

Owner and client applications are deployed as standard Java SE 7.0 desktop applications.
The owner application is responsible for generating inverted index, encrypting it with proxy re-
encryption and outsourcing it to Google Datastore. The client application is utilized to encode

search criteria and encrypting it with proxy re-encryption.

6.8 Evaluation

We evaluate our proposed privacy-aware search for cloud storage on Google’s cloud ecosystem
(i.e., Google App Engine [96]] and Google Datastore [97]]). Data search and Key management
services are individually deployed on Google App Engine by using F4 frontend instance class
having 2.40 GHz processor and 512 MB main memory [98]]. The performance analysis of owner
and client applications are carried out on 32-bit Windows 7 machine having 2.60 GHz Dual Core
processor with 2 GB main memory. We test execution overhead of intermediate service on 64-bit
Windows 7 machine having 3.30 GHz Core i5 processor with 4 GB main memory.

For evaluation, initially we analyse owner, and client applications by measuring the execution
time required to generate encrypted inverted index, encrypt search criteria, and decrypt response of
intermediate service. We then present execution overhead to model and generate oblivious query,
and time required to learn result of oblivious query evaluation. Finally, we present the execution
time and cost analysis of oblivious query evaluation on Google App Engine. The core purpose

of this evaluation is to measure the execution overhead of enabling oblivious query evaluation on
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cloud storage and modelling of privacy-aware search query. We intentionally neglect the details

of key exchange between the key management service and authorized subscribers.

6.8.1 Inverted Index and Search Criteria Generation and Processing

We utilize Apache Lucene to generate inverted index. Indexed keywords are hashed by using
SHA-512 hashing algorithm. Individual hashed value is then encoded as a Biglnteger of arbitrary
length. Finally, the encoded values are encrypted with proxy re-encryption by using 1248 bit key
and frequencies of indexed keywords are encrypted with AES by using 256 bit key. Figure
shows the time required to index file of varied sizes ranging from 1 to 30 MB. It delineates the
execution time to encrypt indexed terms within inverted index. Figure[6.3|presents the time exerted
by client application in generating encrypted search criteria comprising of 2 to 14 keywords and
decrypting the response of third party.

The evaluation of owner application reveals that the time required to generate inverted index
by using Apache Lucene is linear to file size. Besides this, execution time to conceal indexed terms
with proxy re-encryption by using 1248 bit key also shows linear behaviour. Although, inverted
index can be generated and encrypted in linear time by the owner application; however, size of
inverted index (i.e., number of indexed terms) effects the computational time and cost required
to evaluate obliviously queries on Google App Engine. Data owner should only select those in-
dexed terms that are relevant to a document. For client application, we utilized 2 to 14 different
keywords to define search criteria. Our evaluation results highlight the fact that client application
can conceal search criteria with proxy re-encryption within fairly response time, considering the
level of secrecy achieved with 1248 bit key. Besides this, the decryption of intermediate service’s
response shows linear behaviour with respect to the number of keywords that comprises the search

criteria.

6.8.2 Oblivious Query Modelling and Response Extraction

To model oblivious query a polynomial is defined by the third party, such that the concealed
keywords constituting the search criteria are roots of that polynomial. We call this process as

query modelling. After that, the third party initialize a 1248 bit key pair of Pascal Paillier crypto
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system and encrypt each coefficient of the defined polynomial. We refer this process as query
encryption. The encrypted query is then transmitted to the cloud storage along with the public key
of Pascal Paillier crypto system.

Data search service obliviously searches the cloud storage, and responds back the query evalu-
ation result. Third party then learns the keywords that match with the encrypted inverted index by
deciphering the query evaluation result. Matched keywords are sorted by the third party and sent
back to the user. We refer the process of learning matched keywords as response extraction. Fig-
ure presents the execution time of oblivious query modelling, query encryption, and response
extraction.

Search query comprises of higher number of keywords can be effortlessly modelled by the
user. However, execution time of query encryption linearly increases with the increase in size of
search query. It applies for the response extraction, as well. Although number of terms effect the
encryption and response extraction time, still it remains fairly amicable and never increases form
2901 and 4627 milliseconds respectively for query having 14 distinct keywords comprising the

search criteria.

6.8.3 Oblivious Query Evaluation on Google App Engine

We measure the execution time and cost of oblivious query evaluation on Google App Engine. For
the performance analysis we consider the execution time of a billable CPU (CPU Time), time taken
to complete the request (response time) and estimated CPU usage cost for 1000 identical requests
(cpm_usd). To obliviously evaluate the search queries, data search service takes encrypted query
from the third party. It then execute the oblivious search query for each value in the encrypted
inverted index. The result of oblivious query evaluation is then sent back of the third party. Figure
[6.3] shows computational and cost analysis of oblivious query evaluation on Google App Engine
for a single encrypted inverted index entry.

It is clear that execution time and cost greatly depends on number of keywords comprising
the selection criteria. However, the performance analysis has shown a linear relation among the
size of query, CPU Time and its estimated cost. Through the predictive cost analysis, we have

shown that the estimated execution cost of oblivious query evaluation having 2 to 14 keywords
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remains between 0.035 to 1.09 dollars for 1000 requests of similar computational requirements.
We have highlighted the fact that oblivious data search can be realized by a cloud storage system
with amicable computational load and fairly reasonable cost, without compromising privacy of the
outsourced data and search queries as well.

Google App Engine provides three different configurations of computer machines, called fron-
tend classes. Frontend class instances have compute power of 600, 1200, and 2400 MHz, equipped
with 128, 256 and 512 MB main memory. We evaluated oblivious term matching on these Fron-
tend classes. 25 index entries were used to evaluated different query sizes ranging from 2 to 14
keywords. Index entries were encrypted with 768 bit proxy re-encryption key size, whereas obliv-
ious queries were encrypted with 768 bit key size Pascal Paillier encryption. Figure [6.6]and
show the computation time and response time of oblivious term matching on App Engine. Figure
[6.8] shows the CPU cycles estimated by App Engine to evaluate oblivious term matching. CPU

cycles in all three Frontend instances (F1, F2, and F4) remain same.
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6.9 Enhancing Encrypted Search Data with Post-Processing

Search over encrypted data enables data searching capability within untrusted domain. It realizes
keyword matching without the need to decipher the encrypted data. William Harrower et. al.,
describer number of searching techniques that can be applied to plain text to enhance the search

capability of a user [99].

e word sub-match: search of substring within a document - a document containing word

“cryptography” should be returned when word “crypto” is searched

e case insensitivity: search queries that are not case sensitive - search for a word “HASH”

should successfully return all the documents containing “Hash”, “hash” or “HASH”

e regular expressions: search queries that comply with pattern matching - regular expression

can be translated to word
e proximity based queries: allow search for a particular word “X” that is close to “Y”

e natural language search: search for words that are semantically close to each other

However, the intrinsic nature of cipher-text and higher degree of security requirements (i.e.,
computational indistinguishability, randomness, permutation) limit these searching capabilities to
exact matched queries. [99]] discusses number of improvements that can be made to extend the
capabilities of exact matched queries to search relevant encrypted documents. As suggested, key-
words can be indexed twice to enable case insensitivity search queries i.e., once as it appears in the
plain text and second in lowercase. Similarly, compound words can be indexed twice i.e., “dark-
room” can be indexed as it appears “darkroom” and also by splitting it “dark™ and “room”. These
improvements can only be applied to encrypted data search algorithms that perform search over
indexed data structures i.e., bloom filters and secure indexes. Nevertheless, the actual searching
methodology is based on exact matching.

The proposed methodology of encrypted data search (oblivious data search, OTM) is based on
secure inverted index instead of simple indexed data structure. Since, OTM engages third party to

post-process the oblivious search results extra functionalities beyond sorting, can be incorporated
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Figure 6.9: Extended functionalities - oblivious term matching conceptual model.

to extend the searching experience. However, the basic searching methodology still be based on
exact matching, as it relies on malleability property of homomorphic encryption. Even though,
have tried to realize range queries by incorporating order preserving encryption [[102].
However, these methodologies can only process numeric data by obfuscating them in range values.

In the following, we delineate the functionalities that can adopted by post-processing the obliv-
ious query evaluation results at third party H Figure [6.9|illustrates the conceptual model of obliv-
ious term matching with extended functionalities. Authorized subscribers can also post-process
the results by their own as OTM merely engages third party to avoid computational intensive tasks

at subscribers’ end.

The analogy of proposed functionalities is bowered from standard SQL. However, these functionalities are pro-
posed within the context of encrypted data search and thus are unlike to standard SQL clauses.
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e selective retrieval: oblivious query evaluation results can be post-processed to retrieve se-
lective amount of documents which match the encrypted search criteria specified by the
authorized subscriber. Third party can be configured to only process specific number or

percentage of results. It follows analogy of Top clause of SQL.

e grouping: third party can group the oblivious query evaluation results according to presence
and absence of encrypted search criteria. Although it cannot learn actual keywords specified
by the encrypted criteria; however, as encrypted search criteria models the polynomial as
root values it can learn presence and absence of encrypted search criteria. Once, third party
deciphers the oblivious response from cloud server it can group the results based on search

criteria. Furthermore, groups can be sorted according to keyword frequencies.

o merging: if outsourced file is indexed separately or encrypted indexes are distributed among
multiple cloud service providers then post-processing of oblivious query evaluation can be
utilized to merge results. The analogy of merging is same as SQL union clause; however, it

can span on multiple encrypted indexes maintained separately by cloud service providers.

e not in: it can be realized by retrieving all those documents that do not contain encrypted
search criteria. Since, oblivious search queries are evaluated on entire document space, third
partly can effortlessly identify documents that do not meet the encrypted search criteria and

lesion information to the subscriber.

The aforementioned extended functionaries can be realized by post-processing the oblivious
response from cloud server. These extended functionalities conform to the security analysis dis-
cussed in Section[6.6] Since, third party is merely post-processing the encrypted keyword frequen-
cies it cannot learn or deduce any confidential information that can be used to compromise privacy

of the outsourced data.

6.10 Discussion

Data search in an integral part of cloud storage service. Searching methodologies ensures that

subscriber of a cloud storage can access relevant data, without generating needless data access
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requests. However, when confidential data is outsourced to these services in encrypted format,
subscribers can no longer use standard search queries to look for a particular file or data con-
tent. Mainly because, comparison operators cannot be evaluated for the encrypted data and search
criteria specified in search query. Besides this, standard search queries do not ensure privacy of
the outsourced as malicious or curious cloud service provider can use them to learn confidential
information about the outsourced data.

Numerous efforts have been made in the form of cryptographic primitives and enterprise search
products to achieve searching capabilities over the encrypted data. These systems mainly utilize
cryptographic trapdoors or index data structures to execute search queries. However, these ap-
proaches lose their efficacy in the area of cloud storage due to their intrinsic properties of trapdoor
distribution, and in-house index management. Moreover, these systems either do not enforce
access control policies or rely on trusted third party to achieve privacy-aware data search in an
untrusted domain of CSP.

In order to leverage subscribers of cloud storage with searching capabilities we have pro-
posed Oblivious Term Matching (OTM). It is privacy-aware data search that can be regarded as a
value added service for existing cloud storages. OTM ensures that search queries are obliviously
evaluated by a CSP, without learning any information about the outsourced data. Since, OTM
is an indexed based data search, unlike trapdoor-based approaches authorized subscribers are not
confined to a limited number of trapdoors defined by a data owner. To restrain CSP from com-
promising privacy of the outsource data; indexes are encrypted before they can be outsourced to
a CSP. OTM is independent of data encryption that ensures confidentiality of the outsource data,
thus it can be integrated with any cloud storage system to realize a privacy-aware data search.

OTM utilizes homomorphic and proxy re-encryption to ensure that a cloud server obliviously
evaluates search queries and only authorized subscribers can search cloud storage. Since, we uti-
lize private matching, cloud server cannot learn any information about the search criteria (i.e.,
keywords), as coefficients of a search query are homomorphically encrypted by using Pascal Pail-
lier crypto system. Private matching ensures that cloud server cannot even learn the selection
criteria that match with the values in encrypted inverted index. Thus, for query evaluation OTM

provides two levels of secrecy. First, cloud server cannot learn the search criteria. Second, it
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cannot learn the keywords that are common between the search criteria and encrypted inverted
index.

To realize a privacy-aware data search service we utilize proxy re-encryption. It encrypts the
inverted index generated by the data owner and search criteria defined by an authorized subscriber.
Proxy re-encryption ensures that cloud server only has to persist single copy of encrypted inverted
index and yet it is able to evaluate oblivious queries generated by authorized subscribers. For
each authorized subscribers cloud server has a valid transformation key. Whenever a subscriber
initiates a data search request cloud server transforms the encrypted inverted index by using an
appropriate transformation key. Since, only authorized users have their respective transformation
key with the cloud server, search queries of an unauthorized user cannot be evaluated success-
fully. Even if cloud server behaves maliciously and teams up with an unauthorized subscriber,
privacy of the outsourced data cannot be compromised this because cloud server does not have
valid transformation key and unauthorized user does not have its proxy re-encryption secret key.

OTM utilizes trusted third party to model oblivious queries, process the response of cloud
server, and sorting the result of oblivious query evaluation according to the frequencies of matched
keywords. Utilizing trusted third party to sort result reveals frequency of individual encrypted
keyword. Since, these keywords are concealed with proxy re-encryption no oblivious information
is leaked to trusted third party. However, if sorting of results is not required, trusted third party
can be seamlessly avoided without losing efficacy of OTM.

The practicality of proposed privacy-aware cloud search is demonstrated by realizing it for
Google’s cloud ecosystem. We deploy search service on Google App Engine, and encrypted
indexed are stored on Google’s Datastore. To generate inverted index we opt for Apache Lucene.
However, OTM is not confined to any specific indexing framework. Data owner can even manually
associate keywords and their respective frequencies with the outsourced data. OTM is mainly
based on two asymmetric crypto systems i.e., Pascal Paillier and proxy re-encryption. For our
implementation we opt for 1248 bit long keys (by default). As recommended by ECRYPT II1 2011,
1248 bit long key based on Discrete Logarithm Group provides long-term protection against small
organizations, and very short-term protection against agencies [103]], [104]. However, key length

of both Pascal Paillier and proxy re-encryption are configurable by the data owner according to
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the level resilience required against a determined attacker.

With OTM, we have realized a data search service which ensures that only authorized sub-
scribers can search the outsourced data obliviously. Search queries are obliviously executed by
a cloud server that does not learn any information about the outsourced data, not even about the
result of query execution. OTM ensures that cloud server can not relate search queries of two
different users even if the queries are modelled with similar search criteria. Through our im-
plementation we have highlighted the fact the OTM is independent of underlying cloud storage
system. It can seamlessly be integrated with other cloud storage services to leverage subscribers

with privacy-aware searching capabilities.

6.11 Summary

This chapter presented Oblivious Term Matching (OTM) - a methodology to search encrypted
data outsourced to an untrusted domain. It enables data owner to associate index file with the
outsourced data containing arbitrary number of keywords in encrypted form. Search queries are
obliviously evaluated for the encrypted index file. OTM is based on private matching, which
ensures that query evaluation process appear oblivious to a query evaluator. OTM prevents unau-
thorized users to deduce confidential information about the data or data owner by simply learning
result of query evaluation.

Instead of relying on trapdoors defined for specific keywords, OTM utilizes index-based
search. Since, search queries are not bound to trapdoors, authorized users can define their own
search queries. OTM greatly increases efficacy of search over encrypted data, as search queries
are not limited to predefined trapdoors. Arbitrary number of keywords can be associated with
index file, without the need to exchange any information with authorized users. Modeling and
post-processing of search queries at trusted third party takes off computational load from individ-
ual users. Since, encrypted search criteria is utilized to model oblivious search queries, privacy of
outsourced data remains intact, not even trusted third party can deduce confidential information
about the outsourced data.

In this chapter, OTM is presented in the context of cloud-based data sharing service. It pro-

vides data searching capabilities to authorized users, within the untrusted domain of cloud service
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provider. Encrypted data along with concealed index file is outsourced to cloud server. OTM
ensures that cloud server obliviously evaluates search queries submitted by authorized users. For
unauthorized users, OTM generates randomized response that does not compromises privacy of the
outsourced data. OTM can be regarded as a value added service, the enable existing cloud storage
services to leverage their subscribers with privacy-aware data searching capabilities, consequently

enabling them to access relevant data contents without loosing data privacy.



Chapter 7

Conclusion and Future Directions

This chapter concludes the research carried out in this dissertation. The subsequent sections sum-
marizes the contributions made in this dissertation to the area of cloud-based storage services. In
the end, we conclude this study with potential future directions that can be explored to extend the

research carried in this dissertation.

7.1 Conclusion

Cloud-based storage services provide a cost effective solution to deal with the problem of on-
demand data accessibility. These services enable their subscribers to share, collaborate, archive
and synchronize data across different devices and domain, without the concerns of data provision-
ing and availability. Cloud infrastructure associated with these services is owned, managed and
operated by an untrusted entity called cloud service provider. Since, an untrusted is in-charge of
processing, persisting and provisioning of outsourced data there is a great deal of privacy concerns
when confidential data is outsourced to such services.

To ensure data privacy and confidentiality often cryptographic methodologies are employed
(i.e., encryption algorithms, one-way hash functions, key exchange protocols etc.); however, these
methodologies are not enough to achieve fine-grained data governance. Apart from this, applying
cryptographic methodologies greatly affects the efficacy of a cloud service provider to process
outsourced data. This results in underutilized cloud resources - as data owner would have to either
setup auxiliary compute resources or rely on trusted third party services to process and provision

outsourced data.

113
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7.1.1 Access Control Enforcement in Cloud Storage Services

Access control policies ensure fine-grained access control. However, conventional methodologies
were designed to restrain illicit data access in a trusted domain in which only user accessing data
could behave maliciously. Contrary to that, cloud storage services were provisioned from pub-
lic domain by an untrusted entity. Thus, conventional access control policy could be exploited
by a cloud service provider to compromise privacy of the outsourced data. Apart from that ac-
cess control policies and access attributes of an authorized subscribers could reveal confidential
information about the outsourced data and data owner as well.

In this dissertation to address the problem of access control enforcement within untrusted do-
main,we proposed oblivious access control enforcement O-ACE. It enabled data owner to utilize
cloud infrastructure for access control policy evaluation without revealing any confidential infor-
mation about the outsourced data and data owner. The result of access control policy evaluation
appeared oblivious to cloud service provider; whereas, only authorized subscriber managed to
gain access to the encrypted outsourced data by learning valid data encryption key. O-ACE was
implemented in Java and evaluated on Google app-engine. Our performance evaluation results
revealed that O-ACE’s CPU usage cost was only 0.01 ~ 0.30 $ for every 1000 requests for access

control policies comprised of two to twelve distinct parameters.

7.1.2 Encrypted Data Search for Cloud Storage Services

Search over encrypted data realizes privacy-aware data searching capabilities within untrusted do-
main. Encrypted data can be searched either by using trapdoor-based encryption or by persisting
indexed data at a secure location. Trapdoor-based searching methodologies relied on untrusted
entity to search encrypted data, with privacy considerations and without the need to decipher en-
crypted data. Indexed based data search provided a richer data searching experience as compared
to trapdoor-based data search. However, it utilized extra compute resources or relied on trusted
third party services to execute search queries.

To cater the problem of encrypted data search within the untrusted domain, in this dissertation
we proposed oblivious term matching OTM. It enabled data owner to realize privacy-ware search

methodology without relying on any trusted third party for the execution of search queries. It
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engaged cloud service provider to execute search queries, whereas authorized subscribers could
define their own search queries without need to get trapdoors from the data owner. We evaluated
Java based implementation of OTM on Google app-engine. The evaluation results showed that
OTM computation cost for 1000 search queries comprised of two to fourteen keywords was 0.03

~ 1.09 $ dollars, thus showed amicable computational load on cloud resources.

7.2 Future Directions

In this dissertation, we contributed to the area of cloud-based storage services. Two methodolo-
gies were proposed that utilized oblivious computation within untrusted domain to realize access
control policies and to search encrypted data - with privacy considerations. These methodologies
ensured that cloud resources were utilized efficiently resulting in maximized utilization of cloud

infrastructure with amicable computational load.

e Both O-ACE and OTM utilize oblivious computation (i.e., polynomial evaluation) with ho-
momorphic encryption; they have a tendency to be parallelized for faster computation of
encrypted information. Specifically for OTM, map-reduce programming paradigm can be
employed to process huge encrypted index scattered within cloud storage service. One of

potential direction that can be explored is Hadoop [[105]] based oblivious data search.

e Another area that can be investigated is oblivious computation with conditional range op-
erators. It enables data owner to define access control policies that can cater range values.
Garbled circuits [106]] can be exploited to equip O-ACE with diverse number of conditional

operators.

e This dissertation was more focused on enabling oblivious computation within untrusted
domain devoid of relying on any trusted party / services. Current implementation of obliv-
ious computation do not consider any optimization scheme for polynomial evaluation. For
more efficient implementation of O-ACE and OTM, Horner’s rules [107]] can be explored
for efficient polynomial evaluation by transforming monomial form into a computationally

efficient form.
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