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ZERO-INTERACTION PAIRING AND AUTHENTICATION
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+* Internet of Things (loT) has been involved
in  many domains and equipped humans
with wearables and sensors [,

% Lead to the development, personalized
services, and improves lifestyle. L
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password 274,
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High user effort during initial authentication

procedure

4 4 )
N Q ||
S ()
Q &)
R |
Camera { Watch
Ef.—?g .
Coordinator
@ < N
Washing Phone
\_ J
4 )

«» Zero-involvement of user, periodic update,
and dynamic password 5771,

** Range decides acceptance or rejection of
devices

J

. J

[Paula2017] Paula F. L., “Enabling Technologies and Cyber-Physical Systems for Mission-Critical Scenarios”, Sociocybernetics, 2017.
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Characteristics 8710

Low Power

Low Memory

Low Computation
Limited Battery Life

Limitations [8710]
User assistance pairing
can not be deployed
directly
Lack of user interface

T

ZERO-INTERACTION PAIRING AND AUTHENTICATION (ZIPA)

7
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Analyzer Collection Fingerprints Protocol Pairing & Auth.
4 ZIPA-S [11~14] ) 4 )
— STRENGTHS 117 —_ . e .
. ZIPA — Existing Schemes Limitations 1114
+* Autonomous pairing and authentication C :
. e d P hg +* Prolong pairing time to establish a shared key
%* Pair the device without any prior association _—
. . yP ** Vulnerable to predictive contextual attack
or intermediate node
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Problem Statement

Problem Statement

Zero Interaction Pairing and Authentication (ZIPA) uses device physical context that have low entropy, which leads
to predictive contextual attacks . Therefore, sufficient contextual data is required to provide adequate security,
which results in prolong pairing time 1114, Moreover, the existing user assistance pairing is also vulnerable to the key
transportation attacks s,

To design an efficient ZIPA mechanism that reduces the pairing time and ensure strong resistance against
predictive contextual and key transportation attacks.

Challenges

C1 ™ Utilization of low entropy contextual data for pairing and authentication 117

C2™ Use of default global trusted center link key for transportation of network key 1819

C3 ™ Verification of neighboring device based on contextual copresence data 11114
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Hardware- Password- Token-based Factor-based Cryptographic-
based based based
I I
| |
Implicit Explicit Identity Context Sl Asymmetric

Cryptosystem Cryptosystem

TRNG PUF TPM l Physical i Behavioral

[Attkan2022] Attkan, Ankit, and Virender Ranga. "Cyber-physical security for loT networks: a comprehensive review on traditional, blockchain

Hybrid
Cryptosystem

and artificial intelligence based key-security." Complex & Intelligent Systems (2022): 1-33. TRNG: Tru.e Random Number G'enerator
[Nandy2019] Nandy, Tarak, et al. "Review on security of Internet of Things authentication mechanism." IEEE Access 7 (2019): 151054-151089. PUF: Physical unclonable function
[El-Hajj2019] El-Hajj, Mohammed, et al. "A survey of internet of things (loT) authentication schemes." Sensors 19.5 (2019): 1141. TPM: Trusted Platform Module
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+* Contextual data from smart manufacturing environment
Low Entropy [Ustundag2021] &

Contextual . .. . . . .
Data +» Context-aware mutual authentication for proving the identity of a single or a
(One-shot) [Cabuk2021] group of drones that request to join the swarm

++ The mission ID was considered as a context
+»* Propose certificate-less protocol that leverage low-cost public key primitives

K/

Transportation ** Integrate elliptic curve Diffie Hellman exchange into existing association

of Network [Wang2020] request/response messages
Key ¢ Improve the security of installation code by using public key encryption
(Zero-Effort) [Li2020] ¢ Analyze the existing protocol using the security verification tool
¢ Presents the insecurity in the underlying communication protocol stacks

>

L)

s Proposed FastZIP that reduces the pairing time and provide prevention

¢ Vulnerable to asynchronous attack and Impersonation Attack
¢ Use the device electricity consumption as a dynamic credentials for HMAC ¢ Low Entropy value are used as key

+*» The proposed approach uses RSA and AES, which added computation
overhead on each node.

¢ The security of the existing approach depends on the credential and its
transmission over the communication channel.

+¢ The credentials are normally global and publicly available to all the users.

+¢ The security analysis was performed based on one attacking model

¢ Fuzzy password authentication key exchange protocol enables secure key

Verification [Fomichev2021] against the contextual co-presence attacks
of ¢ Adopt the fuzzy password authentication key exchange protocol for secure agreement, if the two secret are close enough
Neighboring key agreement

0,

Device ¢ Address the challenge of schemes that do not reflect the realistic loT scenarios
(Co-presence) [Fomichev2019] <* Comparative schemes under the realistic conditions

7

%+ Collect and release billion of sensors reading

¢ Fuzzy commitment was used that allows deviation in the fingerprint bits

4 N\ 4 N\
1# Low Entropy Contextual Data — Limitations . e L. 3# Verification of Neighboring Device — Limitations
. ] o 2# Transportation of Network Key — Limitations
¢ Use cryptographic hash for authentication . . . % Require sufficient contextual data for adequate
. . . +* Security depends on the credentials . c e
< Use low entropy value that are easily predictable . . . . security, leads to prolong pairing time
+* Credentials are global and publicly available N . . . .
% Require time synchronization % Use error correction method for fingerprint bits
\. J \. J
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Zero-Interaction Pairing and Authentication

Proposed Methodology — Overview

e
7/

** MEDIAN OF MEDIANS
(Mowms) secret
generation for
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prevent information

Solution 1: One-shot Pairing &
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Experiment Results

Zero-Interaction Pairing and Authentication
Solution 1 — One-shot Pairing and Authentication

Solution 1: One-shot Pairing and Authentication

4 \ 4 \ 4 N\ ( \ 4 \
(1 s (2 (3 (4
Physical XN Contextual Data Median of Shared 0 6

I

= Context w of Devices Medians Secret Secret Key
Contextual Retrieve Generate Moms Zero-Knowledge Pairing & Auth.
Data Contextual Data Secret Proof Response
L J/ . J . J . J . J/

Contributions

+ Use interval based contextual data that is independent of time
synchronization % Use context-aware dynamic credential for one-shot device pairing

& authentication

Benefits

s Convert low entropy value to high entropy for low information
gain +* Keys are refresh upon every authentication

% Median of medians (Moms) secret generation improved < Independent of time synchronization
randomness and prevent information leakage

[Rehman2021] Rehman, Ubaid Ur, Seong-Bae Park, and Sungyoung Lee. "Secure health fog: A novel framework for personalized recommendations based on adaptive model tuning." IEEE Access 9 (2021):

108373-108391.
[Rehman2019] Rehman, Ubaid Ur, and Sungyoung Lee. “Natural Language Voice based Authentication Mechanism for Smartphones." Proceedings of the 17th annual international conference on mobile

systems, applications, and services (MobiSys). 2019.
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Solution 1: One-shot Pairing and Authentication

Solution 1 — One-shot Pairing and Authentication _ Vi
1# Retrieve Contextual Data and Generate Median of Medians Secret [P I by

-

Algorithm 1-1r 1 Mecilan of Medians Secret Key Generation B 1# Collect Contextual Data for Each Device CONTEXTUAL INTERVAL: 60 SECONDS
Input: C,, ..., C, ! * Timestamp | | Power
-— —D—llmllt:—ﬂénn""ur:uﬁf ——————————————————————————— - : \. i p W
I /+« Retrieve Contextual Data N 7 '
'y de, + Collect(Cy,, ..., Cy ) +' 2# Compute the Median of Medians (Moms) Grourl
I~ /% Compute -L.Ee Medlan oT “de, : </ % Low entropy value to high entropy values Grour2 | \/ \
V2 furedva < median({dc, ) I i
: 3 Gpper = o, [freava > de,] = = —= 1 ¥ 1t Median: Selected Contextual Interval \—\/\GROUP3 [/ \/\
1 4 Gy & defyevm<de] 1 —|-e% 27 Median: Upper than 1%t Median W
lr 7+ Compute the Median of anp,-»r:.-- 1 o+ . ard ) . ) GROUPA
|5 Syedval & median(Gy,, ) + - 1 (m’ 3" Median: Lower than 1t Median ) | "1 | | |
:_E oo & Gl Shtedval & Clomo] oo - : AT AR N R N
;- SRR LR BEnTd Tiouer -0 [000000000010100000
VT _faeqvgn - median(Gr, ) _ . N
'S Gr,., < G [Breava < Gro - 3# Context Value to Bits based on Moms 000001111110100000
1 ? fh’”‘-‘“cﬂ”}” i I|F;ﬁ§"'"-"w=f'7’ G, ) I * = - *% Compare Groupl & 2 with 2" Median value 000001110100000000
110 Geoncat +— Gipits||Gopits ! |
11 Paggits + len(Geoncat) %8 /+ for byt elg r/— — |-#*» Compare Group 3 & 4 with 3" Median value %0 0000000000000O00O0
:11 Foapits + 8 — Pudnits /» Padding Bitps «/ | * Set value to zero’s and one’s | 011110010000000000
113 if Foypirs # 0 then 1 000 0]
114 | Gpea + Add Pygpise padding to Geoneat [ f
I15 end & - e ] . . N
Im else : I 4# Padding, Shaping, & Key Generation
| |
117 | Gpaa + Geoncat o % Add padding for byte conversion GENERATED MOMS SECRET
| L -—9
18 end . . .
1 L. , +¢ Split the padded data into 8-bit chunks
19 Bitschunk Shﬂpe G pad Into 8 — bits chunk TIME COMPLEXITY 0401250011600012100
120 M., < int(BiteChunks 2) © (n) % Convert each 8-bit chunk to decimal value
= \_ Y,
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2# Zero-Knowledge Proof

Algorithm 1-2 : Zero-Knowledge Proof

Input: Dyy,,., . ECy, ECy

Output: DlS‘I””-e'd.;t:r:l't:fJ‘\'::q’" D

—— e e o emtaretN ey VS e L L o e o o e e e = -

| /* D1 Preparatiocon I+/

I 1 rq + selects random number gy : 0 < rpy < p I

12 Xg1+ra1- G /% G is a point on Elliptic Curvel«/

13 Ty & D, ECy + X :

' 4 D, share T};; with D, -

: /+ Dy Preparation |*)I

I 5 1o + selects random number o 1 0 < rgp < p |

I 6 Yjo+=1p-G /+* G 1is a point on Elliptic Curve /
7 Sap D -ECN + Yy 1

1 2 Momsgeeret N a2 1

L8 Dashare Sppwith Dy _ _ _ _ _ I

:. =/ DT CofpTtE Sy~~~ —— - mm———— s s 154

12 PiSharetyireisce, < T (Saz — Do, " ECN) : :

110 Disyia ey  Tdt (Dig,,,, - ECOn + Ya2 — D, - ECN) 1

Ui Disyes o e Tan Yo I

1 [+ D2 Compute Shm-rrd_“:r:,.ﬁ,Kw I*J"

V13 DoSporea,pery & a2 (Tar = Dig,, o, - ECM) |

1M D2Suaretreariey ¢ 782 (DMop,., - BOM + Xa1 = Dis,,...., - EC1) !

secreties p— see - -

1 DSy eyuiseey © a2 X I

V16 Dosyren,open, © Ta2 Tar - G |

118 lfDlShrw't dyperat Koy == Dz""h“"‘:d.ﬂe'c retKey then 1

119 | Aunstatus — Succeed |

120 end

| ]

I 21 else TIME COMPLEXITY

|22 LﬂA-nfh.‘r'mfn.s — Failed O (1)

23_e

i
) ¢
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Solution 1: One-shot Pairing and Authentication

Zero-Knowledge
Proof

5# Zero-Knowledge Proof

¢ Use the Zero Knowledge Proofs with Elliptic curve

cryptography
¢ Provide 128bits security

% M & N are point generation seed
% Gisagroupoforderpxh

X/

% pisalarge prime number

* Operation are
¢ his the co-factor

-

Elliptic Curve

Curve25519
256 bits key size

conducted (mod p)

—— = ]
|
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Device 1 Device 2
+» Select random number +» Select random number
741 and G point on EC 742 and G point on EC
s Compute Ty, s Compute S;; X =1, %G
Device 1 T =dlt/1 oms * M+ X
\” \” d1l Secret
le: SdZ:
QSipN5vp3EzPOjH/NFf3fEIn QIAXYPPUz1jNC2bNNC5CclL Shareakey = Ta1 * (Saz — MOMSgeprer * N)
Zc90AAFN0zJzbGHRO3Te ZFlorrKLXaPgTDL5Gb9mUo
T4 Saz
| | Device 2 Si2 = MomsSgecrer * N +Y
SharedKey: SharedKey:
=¢ XfgLM8QFjUvSyiHYstjnJM9 XfgLM8QFjUvSyiHYstjnJM9 Sharedkey = Taz * (Tag — MOMSgeerer * M)
pWalRwXkX4g2vB3NZKdO= pWalRwXkX4g2vB3NZKd0=
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Zero-Interaction Pairing and Authentication
Solution 2 — Zero-Effort Authentication and Pairing

Solution 2: Zero Effort Authentication and Pairing OUTPUT

o 5 o 7 o o
Virtual L‘_, |l Authenticated L Shared Status 6
= Context Devices " Symmetric Key\ 4
———— Il > > L
Contextual Mutual Key Key Auth. & Pairing
Data Authentication Provisioning Confirmation Response
Contributions Benefits
¢ Identify the vulnerability of network key transportation in user *» Non-user assistance pairing scheme evolve the existing
assistance pairing scheme communication protocols
% Mutual authentication using self signed identifier instead of % Automate the joining process of new device
device identification only “+ Ensure resistance against masquerading, man-in-the-middle, key
¢ Key provisioning based on integrated encryption scheme transportation, and replay attacks

[Rehman2021] Rehman, Ubaid Ur, Seong-Bae Park, and Sungyoung Lee. "Secure health fog: A novel framework for personalized recommendations based on adaptive model tuning." IEEE Access 9 (2021):

108373-108391.
[Rehman2021] O|5 &, Ubaid Ur Rehman, 2°dHl, “An Intelligent Context-Sensitive Protocol Recommender System for Wireless Sensor Network", =&t 10-2021-0188377, 2021.12.27 (E¥Ql:
A3|Cystm Arsts ach

—| = [ =N
[Rehman2019] Rehman, Ubaid Ur, and Sungyoung Lee. "TPP: Tradeoff Between Personalization and Privacy." International Conference on Ubiquitous Information Management and Communication. Springer,
Cham, 2019.
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&l
Mt
Mutual Key

Mutual Authentication, Key Provisioning, & Key Confirmation

~
1
Public Key BeaconReq . Public Key
7
Dpi=ra X G P BeaconRes Cor=Tc X G
Private Key S Private Key
D=7y Assoc_Request(Dp||Cipl|Ts||Sign(Dip)) N Ca=Tc
7
| AT?
|5ign(Dm)-7
P Assoc_Response(Cp||Dip||Ts||Sign(Cip)||Authgeqrys)
~
AT?l
Sign(Cip)? | ; Dip||CiplITs||Authgiqeys| 1D pi ~
7
, FKey= rcX D,pk
P Engpey(Cip|IDip||Ts||[NWkiey)||C i
sKey= N
TdX C,pk
Nwkgey? | ; Ennyickey(D1p||Crpl|Ts||Sign(Dip)) <
7
Kovcim?
PA Eankkey(CID“DIDl |TS||Kenym) j e
~

Authentication Provisioning

Key
Confirmation

e
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.

1# MUTUAL AUTHENTICATION

+»* End device create a self-signed identifier to prove its identity

+* AT is an estimated time delay to ensure resistance against replay
attack

+»» Coordinator also create a self-signed identifier to ensure mutual
authentication

J

2# KEY PROVISIONING

¢ Coordinator generate shared key using end device public key &
securely transmit the network key along with public key.

~

3# Key CONFIRMATION

**End device shared the self-signed identifier, encrypted with
network key to ensure the secure transportation of network key.

Zero-Interaction Pairing and Authentication Using Moms Secret and Contextual Co-presence of Devices
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Zero-Interaction Pairing and Authentication
Solution 3 — Co-presence based Pairing and Authentication

Solution 3: Co-presence based Pairing and Authentication

4 \ o 4 N\ e 4 N\ e 4 \ a 4 \
Ambient Shared Trust
Moms Secret .
Context Symmetric Key Score
b b

1

| o ] ) > > L S
Contextual Co- Generate Moms Password Auth. Trust Score Auth. & Pairing
presence Data Secret Key Exchange Assignment Response

Contributions

% Innovative design by utilizing the Moms Secret and Password Benefits

Authenticated Key Exchange (PAKE) to reduce the pairing time < Allow the pairing between co-presence devices only

and improve security % Compute the fingerprint of ambient context sensed by the devices
<+ Assign the trust score to each pairing device based on pairing % Ensure resistance against predictable contextual attacks

attempt and success rate

[Rehman2022] 0|5 &, 2|2t QHIO|E { & "3 O[O|X| 7|8 ALE X} Q15 FA| & O W, SFHZ :10-2444003, 2022H09F 15 (SHHEXLZ I CHS w0 LHSt 2T
[Rehman2022] Rehman, Ubaid Ur, et al. "A Novel Mutual Trust Evaluation Method for Identification of Trusted Devices in Smart Environment." 2022 16th International Conference on Ubiquitous Information

Management and Communication. IEEE, 2022.
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Solution 3 — Co-presence based Pairing and Authentication

Algorithm 3-1 Co-presence based Pairing and Authentication

Password Auth.
Key Exchange

Generate Moms
Secret

Trust Score
Assignment

J

>

Input: Co-presence-based Modalities Data Mic, . -... Mac, .,

r = Outputz Anthentication Stans AumSatus = — = = — — = = —
1 1 Mgy, — Load ﬂflf-__-f_,m_ﬂ._ oy Mucy
I 2 foreach ¢ € My, do
: 3 Myims + dimension(c)
| 4 | if My, > 1then
1 5 ﬂfdi:-(krryn Vatue)  split(e, Maims)
I 6 for i in range(My;.) do
| .
I 7 | Df't'J"qu:-rl.n-:;m...,:,[1] — -'1-!:;1:;.-,-.“1‘:'1::-(-?{d)
| 8 end
19 Devntomssee: & Optimumseeret(DevMomss, crer )
10 end
: 11 else
12 | Dr.'?.'."IfrJ?lL.‘s,q‘,;;-J-,;f — -'1-!:»:;.-;.‘:‘(”::1-?{cj
113 end
: 14 Srsir:r.-?r:r.L'".!nm.-,-,qwm.t -"iPPﬁ”d{ Dmu"lfu:m.-.-_g-,:,:,.‘:, )
Jiend -
I'i6 I)Shuh"rj;;(_y — 1 AK-E(Sa':ff-ch':rh\!nm.s.qt_,:,.i.:}.
= !
| 7 if "D-‘?'flfﬂ'i':fhs'a-_rJ == HSharedg., then
118 Aptnsiatus — Succeed
: 19 Dy ..+ Increment Tyoore
;2 ‘D'f.rm,-.- — Imerement Tepore
121 end
122 else
: 23 d":luihb'miu.s — Fﬂﬂﬁrd
2 Dr.,... +— Decrement Teoope
| 25 Dy« Decrement Typope
I 26 end

Selected Data for Moms Secret Generation

<

: MobDALITY# 01 (SELECTED DIMENSION) MoDALITY# 02 (SELECTED DIMENSION)
|
' ] = . M@M
1 z s | it edisn ~
: ; N e, Y " Ao ST LS A
1 £ -oos L
. VT w'Y
1 e o it s o o e
I o . A
: ** Generated Moms Secret = 960bits
: +* Window Size = 1 minutes
| “x\ / +* Number of Instance = 3 x 6000
l fos :
| | = e \%/ % Generated Moms Secret Security = 2480
J 1006.8 | — Third Median
| e P - = o e % Execution Time = 4.078 seconds
| o o o 3 e o o gL y \ /
. _/
|
I f y
| Shared Key Using Password Authenticated Key Exchange
b | < Shared Key Using PAKE = 256bits
I . .
A it -+ < PAKE Execution Time = 0.0358 seconds
: ++» Total Execution Time for Successful Pairing (3 Modalities) = 4.1138 seconds
: +* Trust Score (each) = 0.6
J
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Solution 1 — One-shot Pairing and Authentication % Entropye — L
1# Entropy Assessment % HX) = —Srex p®)logs p(x)

UNIVERSITY

Dataset#1 — The Almanac of Minutely Power dataset (AMPds2) [22] Dataset#2 — Sustainable Data for Energy Disaggregation (SustDataED?2) [23]
SHANNON ENTROPY ASSESSMENT SHANNON ENTROPY ASSESSMENT
K \ / \ ( \ 7 000016 N
| L. | 0.05 | Existing Approach Proposed Approach
0.035 Existing Approach 0.00016 |
H(AMPds2) Proposed Approach H(SustDataED?2) ponos H(MomsSecret_IO)
0.030 4 0000147 H(MomsSecret,IO) 0.04 0.00012
0.025 - 0.00012 4 000010 |
- 0.00010 > 0.031 2
£ o020 z ‘a £ 0,00008 {
8 § o008 { & 8
0.015 4 0.02 A 0.00006 1
0.00006
00107 0.00004 0.00004 1
0.01 1
0.005 4 { /\/\ 0.00002 /\ 0.00002 1 /\
oo © 200 400 600 800 1000 1200 1400 1600 0.00000 0 50000 100000 150000 200000 250000 300000 o0 0 50 100 150 200 250 300 o00000 0 50000 100000 150000 200000 250000
\ power / K Mors_secret K power j Moms_secret
r ' N N
00014 Proposed Approach ENTROPY ASSESSMENT — FINDINGS Proposed Approach ENTROPY ASSESSMENT — FINDINGS
H(MomsSsecret 1000) 000 | H(MOMSgecrer 1000)
0.0012 1 =
— H(AMPds2) = 2.1693 H(SustDataED2) = 3.1275
: 0.006 |
H(Momsgecrer 10) = 3-8805 H(Momssecrer 10) = 3.8964
i &
H(Momsgecrer 1000) = 48454 H(MomsSsecrer 1000) = 4.1728
0.0004
@ H(Momssecrer 10) > H(AMPds2) © H(Momsg, ye; 10) > H(SustDataED2)
0.0002 4
0.0000 ©H(M0m33ecret 1000) > H(AMPdSZ) 0,000 @H(MomsSecret_looo) > H(SustDataED?2)
) —2‘50 6 2.")0 560 75‘0 lObO 12‘50 lSIOO - ’ 560 660 760 SCIFU 960 1060
\ Moms_secret / \ Yy \ Moms_secret j \ 4

[Ustundag2021] Ustundag Soykan, Elif, et al. "Context-Aware Authentication with Dynamic Credentials using Electricity Consumption Data." The Computer Journal (2021).
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Solution 1 — One-shot Pairing and Authentication

2# Probability of Guessing Contextual

y

Dataset#1 — The Almanac of Minutely Power dataset (AMPds2) (22!

EXISTING APPROACH

Cuminvatue = 1

* Cyaxvaiue = 1571 :
% Toount = 157001 '
* T,aues = 694456 .

% p(Cepy) =9.1717 10712

Minimum Value in Dataset

Maximum Value in Dataset

w
All possible values between min &
max
Total values within dataset
Probability of Guessing Contextual

value

PROPOSED APPROACH

9 —_—

‘o Tvalues = 694456 e Total values within dataset

o MomWinSize =55 * Instances in selected window size
o L=12 * Length of generated Moms Secret

R p(MomsSecVal) =0.0039
:‘ p(MomsSecVal&Pos) =1.2621 10727
= p(MomsSecret_Dl) =9.9962 « 10734

* Probability of identifying 1 value
* Probability of identifying 1 value at

specific position
Probability of Guessing Contextual

EXISTING APPROACH

Cminvaiue = 0.38
Cymaxvaiue = 323.39 :

T couns = 32302
Taiues = 1048575
p(Cy pp) = 2.9523 10~ 11

Minimum Value in Dataset

Maximum Value in Dataset

All possible values between min &
max

Total values within dataset

Probability of Guessing Contextual
value

PROPOSED APPROACH

Tyaiues = 1048575
M owinsize = 55

L=12

P(Mymssecvar) = 0.0039
P(Mymssecvaigpos) = 1.2621 * 1029

p(MomsSecret_DZ) =6.6203 « 10734

* Total values within dataset
* Instances in selected window size
* Length of generated Moms Secret

* Probability of identifying 1 value

* Probability of identifying 1 value at
specific position
Probability of Guessing Contextual
Pattern

PROBABILITY OF GUESSING CONTEXT — FINDINGS

@ p(MomsSecret_Dl) < p(

C: p1)

PROBABILITY OF GUESSING CONTEXT — FINDINGS

@ p(MomsSecret_DZ) < p(Ct_DZ)

Pattern
4

[Ustundag2021] Ustundag Soykan, Elif, et al. "Context-Aware Authentication with Dynamic Credentials using Electricity Consumption Data." The Computer Journal (2021).
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Solution 1 — One-shot Pairing and Authentication

3# Time Complexity

Dataset#1 — The Almanac of Minutely Power dataset (AMPds2) (22!
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[Ustundag2021] Ustundag Soykan, Elif, et al. "Context-Aware Authentication with Dynamic Credentials using Electricity Consumption Data." The Computer Journal (2021).
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Dataset#2 — Sustainable Data for Energy Disaggregation (SustDataED?2) [23!

~

(=2
1

Proposed One Shot

—e— Ustundag2021 (SHA256)
—a— Ustundag2021 (SHAS12)

-
1

Average Time Taken (Seconds)
N
Il

T T T
2000 4000 6000

Input Data

6
é APPLIANCE# 2 h
Proposed One Shot
[—&— Ustundag2021 (SHA256)
& |—&— Ustundag2021 (SHAS512)
2
[=]
3 4
L2
c
@
=
©
=
o
E
=
22+
fud
2
=
0 T T T T
o] 2000 4000 6000 8000 10000
\ Input Data Y.
N

TiME COMPLEXITY — DECREASED
Appliance# 1

< OneShot vs SHA256 = 11.08%©@
<  OneShot vs SHA512 = 26.51%®

Appliance# 2

%  OneShot vs SHA256 = 7.08% ©@
% OneShot vs SHA512 = 19.32%®

Appliance# 3

% OneShot vs SHA256 = 6.77% ©
%  OneShot vs SHA512 = 13.76%@)

Zero-Interaction Pairing and Authentication Using Moms Secret and Contextual Co-presence of Devices

19/27



Introduction Proposed ldea Conclusion

Related Work Experiment Results Achievements % DOLEV AND YAO MODEL:
+* Network is assumed to be under full control
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1# Security Analysis — Scyther & AVISPA Results ‘ ommunication channe

messages on the communication channel
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| Dc 'Decryption
Generation of Signature

User Association

Solution 2 — Zero-Effort Authentication and Pairing

Verification of Signature

2# Pe rfO rma n Ce Eva I u atlo n . Secret Key Generation Generation of Hash
é Y
EXISTING APPROACH (Wang2020) ZERO-EFFORT (PROPOSED)
( END DEVICE \ ( END DEVICE \
@ Operation0verhead = KG + GS + GH + SK + En + Dc o« 0peration0verhead = KG + GS + VS + SK + En + ZDC

T imeoverhead = 0- 158134 seconds % Timeoverhead = 0.025293 seconds

(:' M emoryOverhead = 259 Bytes

VAN
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COORDINATOR COORDINATOR
o — \/ —
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[Wang2020] Wang, Weicheng, et al. "Analyzing the attack landscape of Zigbee-enabled loT [Rehman2021] Rehman, Ubaid Ur, Seong-Bae Park, and Sungyoung Lee. "Secure health
systems and reinstating users' privacy." Proceedings of the 13th ACM Conference on fog: A novel framework for personalized recommendations based on adaptive model
Security and Privacy in Wireless and Mobile Networks. 2020. tuning." IEEE Access 9 (2021): 108373-108391.
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1# Dataset Selection & Similarity Identification

EVALUATION METRICS

R/

% SIMILARITY PATTERN IDENTIFICATION (ABLATION STUDY)

/7
0.0

R/

Selection of data dimension for Moms Secret
0

» Reduce fingerprint generation overhead
+* COMPARISON WITH STATE-OF-THE-ART

% Reduction of Pairing Time

0‘0

e

% Co-presence-based Device Identification and
Attack Resistance Rate

A\

4 )
°0

ACCELEROMETER (X, Y, 2)
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INIVERSITY

- =

1# SIMILARITY PATTERN IDENTIFICATION — IMIOMS SECRET GENERATION

GYROSCOPE (X, Y, 2)

J

DATASET SELECTION

(

\
FAsTzIP DATASET [11]

G

% Data collected using 6 smartphone

0’0

% Distributed inside the vehicle

+* Total 4 vehicles are used (6 phone/vehicle)

% Adversarial & non-adversarial settings
¢ FEATURES:

FINDINGS i FINDINGS )
«* Accelerometer 60.42% similar bits between x and y 52.21% similar bits between x and y
¢ Gyroscope 50.24% similar bits between x and z 48.78% similar bits between x and z
L + Barometer JAN 51.45% similar bits between y and z ) 53.63% similar bits between y and z \z")
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Solution 3 — Co-presence based Pairing and Authentication
2# Reduction of Pairing Time, Device Identification & Attack Resistance

COMPARISON WITH THE STATE-OF-THE-ART

1# REDUCTION OF PAIRING TIME 2#t DEVICE IDENTIFICATION & ATTACK RESISTANCE RATE
S N e

i }
Proposed Approach (Moms PAKE)
@ Fomichev2021 (Fuzzy PAKE) Co-presence based 1 Momspkg Fuzzycommit

100 - I Fomichev2019 (Fuzzy Commit) 1 |
_ - Device Identification ! 93.04% @l 92.15% 91.37%

80 | — ) ! I
Attack Resistance Rate 1 96.91% @. 93.64% 79.19%

L i

60 1 o

—

Low ATTACK RESISTANCE RATE — EXISTING APPROACHES [11:14]

40

Average Pairing Time (seconds)

+* Use error correction mechanism such as Reed-Solomon (RS) code
20 that detect and correct multiple symbol errors.

X/

%+ Support the adversary for guessing a specific context

Acc Gyr Bar Acc+Gyr  Acc+Bar  Gyr+Bar Acc+Gyr+Bar S
/‘K sensor Modalities /\
Comparison Acc Gyr Bar Acc+Gyr Acc+Bar Gyr+Bar Acc+Gyr+Bar FINDINGS

X/

** Reduction of pairing time depends:

@ Momspkg Vs Fuzzypaxr 4.62% 6.56% 3.33% 36.21% 19.61% 12.2% 16.22% . . ..
¢ Number of sensor's modalities

© Momsp kg vS Fuzzycommic 30.34% 51.28% 42.57% 60.22% 54.95% 55.56%  57.53% + Selection of appropriate data for Moms Secret (Fusion)
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Conclusion

Thesis Contributions

One-shot Pairing & Authentication

+* Use interval based contextual data that is independent of time synchronization
+» Convert low entropy value to high entropy for low information gain
+* Median of medians (Moms) secret generation improved randomness and prevent information leakage

Zero-Effort Authentication & Pairing

X/

%+ Identify the vulnerability of network key transportation in user assistance pairing scheme

7/

+* Mutual authentication using self signed identifier and integrated encryption scheme

Co-presence-based Pairing & Authentication

X/

+* Identify the neighboring device based on contextual co-presence data

X/

+* Reduce the pairing time by using sensor fusion and Moms secret

X/

%* Resistance against predictable contextual attacks

Future Work

X/

< Moms Secret with integrated environmental sensors measuring the ambient characteristics

R/

** Machine learning scheme for key generation process in ZIPA scheme.

X/

+* Blockchain based contextual co-presence pairing and authentication scheme for constrained node network.
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