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Public cloud storage

An online storage facility which is owned, managed
and operated by a cloud service provider

Cloud storage services are becoming integral part of
our computing environment

— Dropbox

— Instragram

— GoogleDocs
Cloud based data sharing services are the most

prevalent and adopted services — enabling data
owner to share data with multiple authorized users

Enforcement of access control policies to ensure
authorized data access

Data searching capabilities to access relevant data
—avoid unnecessary bandwidth consumption: pay-
as-you-use

b Oblivious computation

AP
Suqa rSyn/\ mx box.net
N—

Dropbox

@ Sky Drive
Google Drive

Bitcasa

Data Sharing
Service

Data Archiving Data Sync Collaborative
Service Service Service

I Synchronization Users

v

Data owner
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Oblivious computation — background

* Private matching protocol: is an interactive value matching protocol
between server and client over their private set of values

Value matching request

Oblivious matching

- -

Hyundai o T~ BMW Hyundai

KIA Client |:> Common vehicles with server Server Jaguar Ford
both set of values are private

e -

~S~o -

¥ -

Hyundai &%
@H%" &%"_
l@S#* H#S+%N @#%" &%"
l@S#* H#5+%N
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Oblivious response  Interactive protocol between two entities
* Client learns nothing more than Clint < gl S
common values and server v
o o 0 )
remains o bl IVIOUs to CI e nt S Non-Interactive protocol between multiple entities

e et Delegated Private

* Nothing more than cardinality

of client’s private set is revealed at@h
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Introduction

Problem statement

Public cloud is owned, managed and
operated by an untrusted entity —
cloud service provider

To ensure data confidentiality often L] (e
encrypted data is outsourced to 7
public cloud storage Encrypted Data

Data Archiving Data Sync Collaborative
Service Service Service

Conventional privacy enforcement »// v N
and security frameworks ,/
8 Encrypti

— require some form of data

comPUtatlon to ensure authorized on does not ensure fine-grained access

data access control over outsourced data
or
— reliance on trusted party to govern
data access search queries do not work for encrypted data
Cloud service provider can exploit Utility of cloud public storage services is greatly
data Computation ope rations to affected — availability of data owner, reliance on

trusted third party, deployment of private cloud

compromise privacy of the
outsourced data

PhD. Dissertation — Fall 2012 Oblivious computation in public cloud for privacy-aware access control policies and data search 5/24



Introduction

Y As|jstn

KYUNG HEE UNIVERSITY

Problem statement

* Access control policies can reveal confidential information about the outsourced data
and user’s personal information

* Leveraging search on outsourced data can be exploited by public cloud service provider

User Type: Medical Doctor
Role: Diabetes Mellitus Specialist

————————————————————————

~———————

Designation: Medical Doctor

Specialization: Diabetes Mellitus
Type 1 diabetes ¢ blood sugar ¢

insulin e chronic conditions

~———————

Encrypted

lical Report
S

Doctor Potential loss of privacy

Patient is suffering with Outsourced data is Patient
diabetes mellitus about diabetes mellitus
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Introduction

Taxonomy

[ Cloud computing ]
|

v

[ Public cloud ]

v
Platform structure ]

as a service - PaaS

B

v
[ Cloud storage ]
\

v :
( N\ 4 N\
Data privacy Data security

\ v | v
r v A\ 4 * :
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i T L .
i Access control Key distribution [ Oblivious computation J :
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Access control policies

Related work
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Cloud based data sharing system for
massively large data [1]. Large data files
are divided into multiple parts - each
encrypted with different key.

FADE [2] is a secure cloud storage system. It
is designed to share outsourced data in an
untrusted domain and to assuredly delete it
once the need of sharing is over.

TrustStore [3] is an Amazon S3 based
storage service. It manages data as data-
fragments and meta-data. Data-fragments
are persisted at Storage Service Provider
(SSP), whereas meta-object is managed by
Key Management Service Provider (KMSP).

Cryptographic Cloud Storage to outsource
enterprise data [4]. Data Processor
encrypts the outsourced data. Data Verifier
verifiers the data integrity at cloud storage.
Credential Generator generates manages
credential of the users.

SiRiUS [5], Plutus [6], and CRUST [7] are
remote storage system

Keys are managed by the data ownerin a
binary tree structure. Security tokens are
issued by data owner and validated by
cloud storage provider.

Data encryption key encrypts the
outsourced data. Control keys encrypts the
data encryption key. Control keys are
managed by key manager.

Utilizes a KMSP to generate and distribute
decryption keys. KMSP and SSP are
independent entities and do not know
each other.

Utilizes Attribute Based Encryption (ABE).
Data owner generates and disseminates
ABE secret key to the authorized users.

Utilizes asymmetric encryption to ensure
authorized data access to the outsourced
data.

Availability the data owner
Reliance of untrusted cloud service
provider

Delegation of data governance to key
manager
Poor utilization of cloud resources

Delegation of data governance to key

manager
Impracticable assumption

Availability the data owner
ABE reveals information about access
control policy

Poor utilization of cloud resources
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Related work

Encrypted data search

Searchable symmetric key cryptography Trapdoors based cryptography. Utilizes Limited searching capabilities -
(SCK) [8], Privacy-preserving queries on untrusted storage provider to execute search queries are confined to
encrypted data [9]. search query. trapdoors.

Availability of data owner
Searchable public key cryptography (PKC) — Trapdoors based cryptography. Utilizes Limited searching capabilities -
based on the concept of asymmetric untrusted storage provider to execute search queries are confined to
encryption [10]. search query. trapdoors.

Availability of data owner
Authorized Private Keyword Search (APKS)  Trapdoor based cryptography. Utilizes Limited searching capabilities -
on personal health record [11] untrusted storage provider to execute search queries are confined to

trapdoors.
Reliance on trusted third party for
authorized data search

search query. Trusted third party was
responsible for distributing trapdoors

Secure ranked search over encrypted data  Trapdoor based cryptography. Utilizes Limited sear‘ching capal:')ilities -
- Wangetal [12]. untrusted storage provider to execute search queries are confined to
search query. Search result are sorted trapdoors.

according to frequency of a single trapdoor (e el ERrel ol elnle Leer
a time — cannot be utilized for

complex queries.

Google search appliance [13], Windows Searchable data index managed by trusted
enterprise search [14] entity i.e., private cloud. Single enterprise Poor utilization of cloud
wide centralized index. infrastructure
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Proposed methodologies

Delegated private matching”

* Private matching is an interactive protocol between two entities — client and server
* Availability of entities cannot be assured in cloud storage system —it affects the utility
of a cloud storage services

* Delegated private matching delegates matching capabilities to an untrusted entity —
with privacy consideration
— client, server & untrusted entity
e Utilizes asymmetric encryption to ensure privacy of delegated private set
* Holds similar security properties as private matching
— Oblivious computation of information at untrusted entity
— Minimized information deduction — not more than cardinality of sets

Untrusted Computational

f() on X, and Storage Domain
.
Client ®------- -7 Public Cloud Server
(subscriber) | P Service Provider . ® (Data owner)
Private Data: Xj...,, f(yOn) Data: Y. f() o y0-~-n Private Data: Y...,,

1
1
1
1
1
1
: Oblivious Response
|

* Zeeshan Pervez, Asad Masood Khattak, Sungyoung Lee, Young-Koo Lee and
Eui-Nam Huh, "Oblivious Access Control Policies for Cloud Based Data
Sharing Systems", Computing, Springer.
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Proposed methodologies

Oblivious access control policy evaluation — O-ACE*

Access control policies and identity attributes can be exploited by a \dentity provider
cloud service provider to deduce confidential information about the T T
outsourced data and data owner

| Identiltyassertions ‘ | Identityattriblutes |
* O-ACE realizes a privacy-aware access ____ —— Subscriber -

control policy enforcement in public cloud : ! : |
Se rViceS Outsourced data Accepsz;i:g:tml | Private values | | Outsourced data

e Concept: possession of identity attributes
ensures legitimacy and authenticity of a

T

1
A 1
1

1 I
1 1
1 I
1 I
: ‘ Delegated Private Matching ‘ |
: . i |
! v v |
1 1

SUbscriber ffffffffffff > Cloud storage ®------------
— similar to password based authentication —
legitimacy P
— similar to LDAP”, user’s role are defined by L
. o o I ncrypted values
attributes — authenticity JCEEECEEER >
: Oblivious Request &
: Response

* Identity assertions are utilized to encrypt
outsourced data

* Identity attributes are utilized to derive
data decryption key

“Light weight directory access protocol

* Zeeshan Pervez, Asad Masood Khattak, Sungyoung Lee, Young-Koo Lee and
Eui-Nam Huh, "Oblivious Access Control Policies for Cloud Based Data
Sharing Systems", Computing, Springer.
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Proposed methodologies

Oblivious access control policy evaluation — O-ACE

 Evaluation

Cloud platform

—  Google App Engine

— Node Specification 1.20 GHz
—  Desktop PC: 2.6 GHz dual core, 4.0 GB main memory
Smartphone: Android Gingerbread, 800MHz processor
Implementation: Java

Attribute processing execution time Policy evaluation on Google app engine execution time

12000 T

450 : : PC —— : :

: : Smartphone —li— ;

I T T 0.35
Cost =43 :

T
: ¢ CPU Time —l— : =

0.25

: : 0.2

Execution time (ms)
Execution time (ms)

150 et e DT ETSRRPRRIO SRR PIN: prepeee

0.1

Execute cost § per 1000 requests

i1 1 SRR R IR TTRTRPORt SOPPPRRRY 005

50 -

Humber of attributes Number of attributes

Polynomial modeling Homomorphic Google datastore Polynomial evaluation Homomorphic
with root values encryption operation on legitimacy values operation
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Proposed methodologies

Oblivious access control policy evaluation — O-ACE

 Evaluation

Availability requirement Access control enforcement Privacy of
access

control
Cloud service Third party Data owner S;Li:/?f: Third party policy

provider services T services

Data owner

Cloud based data .
sharing system [1]

FADE [2] o [ )
TrustStore [3] ‘ ‘
Cryptographic Cloud ‘ ‘

Storage

SiRiUS [5]

Plutus [6]

CRUST [7]

e o o o o o o
_ BNORNONNO)

O-ACE

® Comblete denendencv
®© Partial dependency
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Proposed methodologies

Data search in cloud storage services can assist cloud

Data owner

service provider to deduce confidential and personal -
compromising privacy of the outsourced data |_’
* OTM leverages data owner to provision privacy- [ ousomcddate |+ woex | st

L
| Encrypted Search query |
T

e Authorized subscriber can define their own search
criteria instead of relying on trapdoors provided by

v

aware searching capabilities to subscribers T i '

Third party
the data owner | | :

« Utilizes index data structure to evaluate search Symmetric | Asymmetric ‘ Private
queries submitted by multiple authorized = matching
subscribers i : }

;- ——————————— > Cloud storage

e Concept: privacy-aware term matching between
index data structure and search criteria

Un-encrypted values
Encrypted values

Oblivious Request &
Response

* Result of query evaluation is oblivious to cloud
service provider

— Randomized result for unauthorized subscribers

* Zeeshan Pervez, Ammar Ahmad Awan, Asad Masood Khattak, Sungyoung Lee,
and Eui-Nam Hubh, "Privacy-aware Searching with Oblivious Term Matching
for Cloud Storage", Journal of Supercomputing, Springer,
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Proposed methodologies

 Evaluation

Cloud platform
— Google App Engine
Node Specification 2.40 GHz, 512 Main Memory
Desktop PC: 2.6 GHz dual core, 2.0 GB main memory
Trusted third party: 3.30 GHz Core i5 with 4 GB main memory
Implementation: Java

Query modeling, oblivious query generation

encryption and response extraction time

5000 T T T T T T T 0.04
: Query modelling time =3 : : :
4500 oo Query Encryption time —@— ............5.... i
Response extraction time —il— : 7 0.035
4000 oo
- 0.03
3500 oo
: : E : 4 0.025
13 : : : : -l 3
B 2500 [ 4002 3
£ : £
2000 : : - 0.015
U500 koot
: : - 0.01
1000 b
so0 b .7 0.005
1] 0
0 2 4 (i &8 10 1z 14 16

Search criteria size

Public encodin Polynomial modeling Homomorphic
& with root values encryption + decryption
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Query evaluation, cloud server response time and

35000 e

Time {ms)

10000

estimated execution cost for 1000 requests

T T T
0000 oo g
" Estimated CPU cost ($) per 1000 requests ==
CPU time —@— ;... =
_ Response time —fli—
Tt Rt STt ST SPUTOT AT I
16

Query size

1.2

0.8

0.6

0.4

0.2

Cost (§)

Google datastore Polynomial evaluation Homomorphic
operation on indexed values operation
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Proposed methodologies

Privacy-aware searching with oblivious term matching —C

 Evaluation

Availability requirement Query execution

Unlimited
Third party search
Storage service services / Storage service Third party

provider dedicated provider services
resources

Data owner queries

Searchable symmetric
key cryptography [8]

Privacy-preserving
queries on encrypted
GEYENE]

Searchable public key
cryptography [10]

Authorized Private
Keyword Search [11]

Secure ranked search
over encrypted data
[12]

Google search
appliance [13],
Windows

enterprise search [14]

o™
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Contributions

Domain Public cloud storage services — provisioned by untrusted entities

Research outcome

* Privacy-aware access control enforcement
e without relying on any trusted third party — Oblivious access
control policy evaluation
* Privacy-aware encrypted data search
* without the need of trapdoor exchange — Oblivious term matching

Proposed
Methodologies

*  Oblivious computation within untrusted domain i.e., public cloud storage
Achieved * Resilient against conspired attack of cloud service provider and
unauthorized subscribers
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Thesis contributions

Contributions

Restrain cloud service provider to deduce
information about the encrypted data

Encrypted Keywords =~ ¥ <4

] enable authorized users to gain
A&*(YUGBSDF & Encrypted Access Control Policy access to the encrypted data

* A*¥
;JI(YQSQJ&f(&C;iBD ~@#SAKIQW | g2
jhoiasf(&!a *&AGS_)HS_AlJ

Oblivious / \
Computation /
Access Control Encrypted —
Policies Data Search Encrypted
y Y. Medical Report
! o -~ -
1 al
- -~
& \ Sw -
\ — *
=4
Doctor
Oblivious Computation — Randomized Response Patient

Access Parameters

Designation: Medical Doctor
Specialization: Diabetes Mellitus

PhD. Dissertation — Fall 2012 Oblivious computation in public cloud for privacy-aware access control policies and data search 18/24



Conclusion and future directions

Conclusion

 We proposed delegated private matching to enforce
authorized data access without relying on trusted third party

— access control policies are obliviously evaluated by the cloud
service provider

— maximizes utilization of cloud storage services

* Encryption ensures data confidentiality within untrusted
domain — however encrypted data cannot be processed
(searched) without decrypting it

* We proposed oblivious term matching which enables
authorized subscribers to search outsourced data without
compromising privacy

— authorized subscribers define their own search queries
— search queries are obliviously evaluated by cloud service provider
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Conclusion and future directions

Future directions

* Obliviously search encrypted data in Hadoop
environment

* Incorporating Garbled Circuits

— oblivious access control policy evaluation

— oblivious term matching
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Achievements

Publications and Patents

Journal Publications: 07

SCI: 06 International Journal: 01

P ————

-

Conference: 15

Coauthor: 11

First Author: 03

r

|
|

Patents: 01

|

Korean Patent: 01

Work in progress

. Sungyoung Lee, Zeeshan Pervez “A method to obliviously search encrypted data in cloud storage services” — With patent officer

. Zeeshan Pervez, Sungyoung Lee “Searching Encrypted Data in Hadoop with Oblivious Term Matching” - In preparation

*  Zeeshan Pervez, Sungyoung Lee “Privacy-aware Searching in Cloud Storage Services with Garbled Circuit Evaluation” — In
preparation
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